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Implementation of Modular Multiplication and
Communication Adaptor for Public Key Cryptosystem

Seon Kyoung HAN¥ Sun Bok LEE* Young Gap YOU* Regular Members

B ul el A Al sk e} i AT b Serldl YAl Aol g e g H&sle uhdd A4 g RSA
3 Pl abgabv] <l a4 modular <4 ib_d T AMAleteld, 71 l 24 modular # 4
o of abE5]i= control bitgh AR S A Al sked SR3-3R0t modulargke] wlmat Ao 9 5o} Al s) x|
oF belate] 36 C ool IL)LOPO# w4y 5 simula(lon programell ¢ gt simulation$ %&Fo] -1
4 & ekl ik computer 72| seridl Al Aol 4 9l vl y] b serial datad- samplingého] o] 213 RSA whA] o
2 ks sbetod FAlshAl v S alFolalin ole] edro i wjelstul, o] sampling v qbE sl Z80 mmroprocesmr‘,
FAe g obd gl A 2 «MJ_L}.

ABSTRACT An improved modular multiplication algorithm for RSA type public key cryptosystem and its appli-
cation to a serial communication circuit are presented, Correction on a published fast modular multiplication algorithm
is proposed and verified thru simulation, Cryptosystem for RS- 232C communication protocol is designed and prototyped
for low speed data exchange between computers, The system adopts the correct algoroithm and operates successfully
using a small size key.
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Fig. 1.1. (a) Conventional cryptosystem : (b) Public key
cryptosystem.
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If(D=2C) then D~D-2C
E«D

HAe Ay x4l algorithmelct. D
dividendz #3, Co 2°7'53F @& divisor
Aoba A&Hoz Fhabs) sbe wrleolrh
o714 D7} obF aA =W Flof Ay
Hed 70 xbAS Aok gheb of XAl Feli
7ol modular FAlel FEAdel T =
=t

Modular FA4le £=% NAdste FakE2
A Aol g E 7)ol & ukS o)y 9| kel 9o
Z A algorithm} vh&4l algorthm-& 7 4 3o
shibel mhed algorithme & ubiicd[1]. &4l
algorithm ol 4] w4l ol4bo]l F &l wivird vii
ah719] gk WAl ol abg Fef ek

o
)
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Al algorithm%~
£ 3l Aolc}, o vl o AL 7 &R of] A4

27} 5= 728 dividend 9} divisori ¢ AL &he
s ok, AA R o] wlm-F Fatr] A=
WAl od ALg el shof B o] wlshl RhAabstojof
3li=d}, redundant number systemol] 4= o]
FpA o] Abeds] Habsla M x| g2 A7kl S5
7] Wl Folf 5 el mabE AdsA 2 5
7b qdeh

2.3 Algorithm I

7] s3H ol 4] dividend9} divisore] Wl
HA L et she A e e A E
7122 dte] o|Fojch A duigh Aol
Nato] FA A4S odwbzt Fasta v, Ak
Fol AzfellA Agl E bt} #Hebe o
2| =3 ztobz]| A %t wheba] dividend e} divisor
o] A9 & bitab wjmstyd -t 7 dive
isor 7} dividend® e} £z =& axbd 4
et o] HAE olgslo] wla A4S A4S
dbitell S§+417) 70| Brickello] A}-&%F ol et
(1], el A9 4bitz} 32 7ol cb 5
o bits of AAbskol Bl AagHE Al shodobat
&hi=o, Bricklle] algorithm-¢- Alalel =17]9b
Az gl o] dividend 7t 2H2 e 2 vhA ) vz

S55 Weka gl Aol

Brickell?] ¢ F-& A A gto) Qlofr] o] =Fol
&} A A]8h4- algorithm-2 Ab$] 4bit7t 2+e 79
c}o- 4bit4 S FabA o g w|mahe] o &ulA el
Al 38 ylshoich o] & wWaAle o8 sim-

ulation o} ¢}3sled Holiat sk}, v x Modular
111113 multiplier 8888, multiplicand 7777 %
A el sl 1 zp, Brickelle] &3 o}ye]io] 1yl
21aell, el o7& A A& algorithm & A&
sto] Asbgl AL abEE oF 27 21be

multiplier =>> 8888

binary value 0000000000010001010111000

multiplicand =>> 7777

binary value 0000000000001111001100001

modular =>> 11111

binary value 0000000000010101101100111
Jj value is 1

B* {—  0000000000001111001100001

K_11 {— 0101001001100100000000000

sum2 <{— 1001

t2 {— Q

K_10 (— 1010100100110010000000000

suml {— 1110

tl {— ¢

K% {—  000000000000000000000000
D {— 1000001111010110111101110
A {— 00000000001 00000C00000000

J value is 2

D {— 0101101000010001111011100
A <{—  000000000100000000C000000

J value is 3
sum2 <~ 1010

t2 {<— 0
Jsuml _ <— 1111

tl {— O

Result value 1011010010010000000000000

(a)
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multiplier =>> 8888

binary value 0000000000010001010111000

multiplicand =>> 7777

binary value 0000000000001111001100001

modular =>> 11111

binary value 0000000000010101101100111
J value is 1

Bx <{— 0000000000001111001100001

K_ 11 {— 0101001001100100000000000

sum? {— 1001

t2 (— 0

K_10 <~ 1010100100110010000000000

suml {(— 1110

t1 {(— 0

K% (G0 000000000000 00000 0000000
D {— 1000001111010110111101110
A <{— 00000000001 0000000000C000

J value is 2

D <{~— 0101101000010001111011100
A <{— 0000000001000000000000000

J value is 3
sum2 {— 1010

t2 {<— 0
= SJ‘———S——m’um —
tl {— 1

Result value 0000011011110100000000000

(b}

a2 2.1 (a) Brickelle] algorithm @ (b} <. # 44l
algorithm.
Fig. 2.1 (a) Brickell's algorithm © (h) Corrected algorithm.

Bk Fabedel el g Aobac 445, ofxla K
00000110111101 28 3reh, iglol Al ke al4b
Al8f) 3l =5 A gbet, Brickelle] algorithmell
ol 3t 334 sumlel AlAF A abryw 23
Aldlloll 4] o] partial product Dol 48l 4bit o}
K 109 4b¢f dbitef =2 7] 7p #teb (42 12 4
BAlofl 2le}h) o) partial product D7} modulo
bt #Ztedow gbEskAl slich 1o lape
control bit t,2] kel 07} xlof, g O;A‘;_O‘M
s Alo) Al =] ofow], shitxl *.!J'P.’.,l 1011
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01001001004 AFsabA sleh ol 72 413+
116060 v &9 4f 4459F chiicl ey 95
A&t algorithmel A $oll alofa]y= Do} K 1
0e] of2l dbit - v 4 Absle] D7 K 108}
ey A% uhs] control bit 9] g 12 A
G IR 2 S L S B A A
0000011011110 0] v o) A& g=zbajell o]l gk
1450k 2l =) ol

of mfl‘l 4|l)lo] R

Prxx’.r‘al FAST MULTIPLICATION:

Do 1=0 to 10 /% Delayed carry register
Do D+ Ali} ~ B De| 2718} w/

End.

ty = 0, tz « O; /% Control bitikel 27|%} &/

BoJ=1ton /% Multiplication & modulo
B% « an-1B + an2B, odah =

K2 - t221'K « £,219F,
D+ 2(D + B% + k%),
A e 2A,
d=Je
While (D = 2**K} do /% Partial dividend2}
D2} Are{ BB 4bit¥ + 21'K: l)dula!‘—" =7} vz #
If 2t1Kof i} overflow /% wlz atof @}E
then tz « 1, cantrol bit tz 4% P
else tz ~ O;
Whiie (D = 2'9K) do
Del el 4-Ed 4bit4] + 2'°K;
If 210Kof r{s}od
overflowo|iL tz = 0
then ti < 1,
else ty «- O
End.
Program End. 1

— P |

/% Control bit t; 4% =

el 220 ot modular o el giaed
Fig. 2.2, Pscudo code for o fast modular multiplication
algonthi,

sk <lol oyl v os a2l modular G A8
algonthmoll w4} pseudo code programe| 1yl
220l ol fdrf o] algorithme] 4= <lid data
ol e abol A 8bgl ol b bl #f 2] s w1 9] o
A AbsE A G o] E-sle] ‘711 et 5 ek o]
41 modular 5 91-2- v & 42l 11 hit 2] multiplier
ol cff sked add 9} shift 4 P% bl el
e v A9 shr) oluwl register Dol
n+11¢] delayed carry-- A #shch of 7] 4] K
+= modular Ce] 2¢] x Fofch ne]a t3f ti-

control bit s Ap-gsied, cf53p P e w

Ayt Dol AH8] 4bit 7} 2"Ce2f 48] 4bit ¥y
tod t=10] x|an, t,=0eli Do} A9 ghit 7}
oC ol Abe] 3bit vl Rul t,=1x set¥lc)
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2.4 Software Description

712 9] modular ZA] otme]Zoll4 7 5l
W o F2 s software simulationd % &}

of, 1 A3ty g 3lolalgick o] simulation-g

on-g
main &4 (function) % 2 3atsled =4 874 2]
g2 FAs e YUk $A main FHae A=
o2 T Y 5 E& ko] algorithme} 133

ZaslA ®Hoh 2E registerel 1 register]
A5 Bhed Aboll HA]BEE B dto] algorithm &
el & 5 A=F stgdow, A kA vich W
B AElE 4 ek v R 7] g
input(), dtob(), multiplication(), add(), shift
(), twos(), output()e] =},

24 o] simulation programe} input() g4+
o abef] 3 2 8} wlelel £ multiplicand, .multi-
plier, modular% keyboard-# %-8fo] ulo} iiof

ol eb-G o A 4w W}
ato] sl Aol FAlshed gly dle|eli akaldt
4 AEF slolch 4 diob()+ A Al4 = 9w
A dlolebd ol Ao & WA 7] 5E vhA
ch o] 4= input() Fhgolf 4 & F gt} =t
multiplication() &<+ 21 2.2¢] pseudo code
Sl A Al HE F 1 EH g 7ie% vhaich
Multiplicand ¢} 4+¢] 11 bite} multiplier ¢] <+ 41-2
oty H¥olct 1 Hie n+ll9 "O] :r
z-E registeroll A Az, whajntefl 4L v gt
I = delayed carry register D2| & 7{3}- 'c]» |
1ok, Add el shift oiAbg Estoi F& xlch
ol dd{)x= FHe olAFe & I
Sz s B A ol Alo)] AbE5|vd kA Add
&gt gk multiplication( Yol 4] -4 ol A2 <=3 8}
7] 93ste] ¥ %5 o} Partial dividend 2 modular
arzlE elastz]l #43ted modular Ceof 29|
+ K& shiftA]z]l 7zi3 Def 4bit4 tlal &
|4 = Z.Fxch olul overflow

2 sled Zoll control bit7kS 72 = &
= 982 kA =l twos() ¥4+~ modular
20 ¥4 Z K& Ab&sby Y-Holc}. shift
&4 partial product®} modulare} =z=7)
v g 913ted Blalel AF&= <= 10 52 11#be]
shiftsl Cef 29 4% A&l Heh vizlahe

oh 4Alghe 2 9l

;n

Ol

)
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& output() 34+ modular 1 4le] 2bxi 3] 4l &)
2% 2F AAEE snidol A EHA H
program kel A}-&E 3= registert: ol o]}
3 2] 45 (typedef) o & wiol 88 2| dspo) T8
shalch Aj7fel ol abeol el registero] bit
3T programell 4 2p4d A ehiz @A) gle] A4k
Gl az)o ue} gyl dol AAG 4 9
c}, & programol 4] 4= 14 bitiz 7} of a4
shelalod o], o] bitdis 4] A wpi 4 glx
AtAlshelsn, Algbshaat shis ghel avlel B
cbal & 4 9lo)
o o] e}= multiplicand, multiplier, mod-
ular A7 el Al x4-7kol v} Keyboard% % 3lod
alud bl o] & 42 w3lslo] oledzke sloj s
F 2deh b ol b4 (operand) = 14 bit= ‘é—'}%a}

ol A gl wip +4a 4 g

= oele keyih el vhfe] od4bg @ step
A FABEEE Shelch HE ol AbS4F w|asled
algorithm-& #telshd 4| 417 algorithm & o 8} &
4 ol ek 7t registers= n-+11 bit, o] program 4ol
3~ 25bit Bjud Abol F 4| 8)aL, & EAe A}
e b siFol e n bith #HeAl floh
n-+11 bitt= multiplier 7} multiplicand 2} 41 8§ 3 o]
2} 4l delayed carry registerol] 7]} gtc}.

7] & 2] algorithmell 4} control bit 3h-2 4 A 3} 7)
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