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ABSTRACT

In recent high-speed data modems for use over PSTN or leased line, the data compression tech-
nique based on CCITT V.42bis Recommendation is of popular use along with CCITT V.42 error
control function, A remaining concern to advanced-application users is the protection against
unintended eavesdropping.

This paper proposes the architectural model on how the security mechanism should be adopted
into the above mentioned error-correction /data compression modems,

Also, the functional definitions and the operational procedures are described in detail for possible
implementation,
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Z)MF : Modem control Function, CF : Compression Function, SF : Security Function,
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Fig. 4. Block diagram of the security function
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ER : Encrytion request / confirm
Al: Algorithm Identifier

IK : Initial Session Key
var : variable

O 5 2t ol AN Qo8 9 XID =8¢ 72
Fig. 5 Structure of an XID frame for negotiation of se-
curity parameters
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Table 2. Parameter and optional procedure identifiers
Gl PI Parameter /Procedure

r- 10000000 00000001 Unique Identifier

(Parameter Negotiation) | 00000010 Class of procedure

00000011 HDIL.C optional function

00000101 Max.length of information field ( TX direction)
00000110 Max.length of information field(RX direction)
00000111 Window size(TX direction)

00001000 Window size(RX direction)

11110000 | 00000000 Parameter set identifier
(Compression Parameter | 00000001 Data compression request (PQ)
Negotiation) 00000010 Number of codewords(P1)
00000011 Maximum string length(P2)
10101010 00000001 Data encryption request /confirm(P()
(Security Parameter Ne- | 00000010 Encryption algorithm identifier (P1)
gotiation) 00000011 Initial session key identifier (P2)
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A8 ool Wy dele okE vl ofsjA oE BEZ 715E 4% YudEe Husn, ¢a(ran
3t doletR R ag Ak ¥ 94 2Y L dom number) #7123 E] AN 72 o] Aug
Z RE A% 2 E ¢35 tolelg i3 sl & Hgws2 S-SETPARM a7 ZgvE|lH g 74
& Auus 7)se WA A8 qoleE NG sted 9.7 Ao} 7)o Wit
at7) el FX Alg 717 B Al el diolekE AEEZ 75 £3 CSETPARM &5 Za)v|
Flag Address Control Encrypted user data field FCS Flag
a1l . x2§9)
Flag Address Control Encrypied test data fiek FCS Flag
b) Test X{9)

38 6.1 ZaJ3 TEST Z# g9 7=
Fig. 6. Structure of an [-frame and a TEST frame
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O3 7. AREE 7159 £4 5%
Fig. 7. Operation of the transmitting security function
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Error Control
Function

S-SETPARM. ind S-DATA.ind S-ESTABLISH.ind Else
S-SETPARM. con S-TEST.ind S-ESTABLISH.con
. . o Algoritym Run
Extract Algorithm Extract Algorithm, o Key Stream
ID & Key ID & Key Generation
| 1
Remove Remove Data Key Loadin,
Security Security Decryption Y "
Parameter Parameter
No
Valid Algorith:
Yes
Security Security Security
Connected disconnected Connceted
L - Compression
Primitive Transmission Function

O 8 ARES 759 4 52t
Fig. 8. Operation of the receiving security function
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el WAL FA8Y, ¢ E 1D A 718
2&stn, EME ez dEId g

4

1458

C-SETPARM #¢l ZeinglBEg & 7|5 da
Lig=a

S-ESTABLISH #4] %& S-ESTABLISH #<!
ZnElBE e AA7E HdYE g5 ¢
2 Foll Fl3t

BoF #H& F S.DATA £+ S-TEST EA] =g
REHE FA8E, YERF 75 BE Y35 vl
B8 23331, C-DATA A £+ C-TEST ¥4
T v E|EE 45 715 "

www.dbpia.co.kr



BRI /V.42bis 2 Q) 2L 2R

LF Ao 7152 RY FAE tE Zaugx
L PRRZ 715 € $3(bypass) S Fc},

E ARET 7|5oiMY 4% gdnazyEe DES
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€ S-SETPARM 23] | vjelHE 43810 441
¢ HG AN E 2280 FHsd Kot H& e
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3 WS MY
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% 473& ¢85%} L-ESTABLISH EA] Zg|n0]g
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=3 44 24
L-SETPARM.1pq
| eree———p| C-SETPARMreq
——t 5.
_S_S_ETPLR}\.dxeq XID command
L »{S-SETPARM.ihd.
|4 C-SETPARMJind
| | LSETPARMind
Parameter
Negotiation —_— _
XID response < | C-SETPARMres
ld————————] S-SETPARM|res
e S-SETPARMkon
|@————— C-SETPARMcon
L-SETPARM jcon
[L-ESTABLISH.req
~— . ESTABLI ngq
-ESTABUiﬁ .req
‘ SABME
4 S-ESTABLIS H.ind
e .

i C-ESTABLIi]- .ind
C°“"e_°“°“ L-ESTABLliH ind
Establish-
ment -

«§——————{L-ESTABLISH res
UA ] C-ESTABLISH res
< S-ESTABLISH res
-
 @————{S-ESTABLISH.con

| @——————C-ESTABLISH.con

I-ESTABLISH.con

L TEST. req

‘ C-TEST. =

bis-Tl-:sr. req
> TEST
Loo —1S TEST. ind
C-TEST. ind
. ~—®L TEST. ind
e
Test |
-——uuee I -TEST. 10
C-TEST.
TEST — req
S-TEST. ind |—eoememm—ed S-TEST.req
C-TEST.ind j@¢———1
L-TEST.ind | e———i
]

*) MF : modem centrol function, CF : compression function, SF : security function, EF : crror control function.

12 9-1. A mdte] T2}
Fig. 9- 1. Operational procedures between the proposed
modems
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MF CF SF EF ﬁF SF TF MF
L-DATA.req
| » C-DATA.r
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|l pls-DATAId
e C-DATA.ind
| L-DATAind
Data ’
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' ¢———i L-DATA.1eq
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 @————] C-DATA.ind
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i -RELEASE 1ch
'—"'_g -RELEASE sy
-RELEASE tch
" DISC
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elease
——ﬂc-REwAsgli'ﬂd
LRELEASElg' H
Ua
—
Q————-k-RELEASE.inl
| @—————{"-RELEASE il
i RELEASE.infl
L-SIGNAL. h
IC-SIGNAL. 1dq
——P}5_SIGNAL. ¢
- h
st I
5 SIGNAL. inl
Break — ;
Signal CSIOTAL BY sioNaL i
T
Transfer
1
p———ermemd-SIGNAL. rds
C-SIGNAL. 1ds
Ul [
li—eeme——eeeun B -SIGNA L 18
Q——E-SIGNAL. coh
[ -SIGNAL. cop
i -SIGNAL. coh

8 9-2 Hotd 297t F24EA)
Fig. 9-2. Operational procedures between the proposed
modems
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