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ABSTRACT

This paper points out some weakpoints in the "A Study on Public Key Cryptosystem for Com-
puter Communication Networks” proposed by Gi Jun Ku at KICS 92-22(’92-3 Vol.17 No.3). This
public key cryptosystem based on polynomials over finite rings is not strong against cipertext-only-
attack. This paper indicate the insecureness of the proposed a public key cryptosystem.

LM & ng Ak
sl e] ohi g thahal S o] 8k FANT 4 AL II. KLS E7H7| &5 AlAH]
eof] gk 1123 F KISC 92-22 “AFE 54 Net-
work & 913 FA7) &5 AlAwd] g J7 oA =F KISC 92-22 “#F€ %4l Network& #1¢
AQrE th g vhaal g o) g8 37 s A2y M7 4E AL BE Ap"[o]s KLS W]
e AR HQ) f(x,y,2), h(x,y,z) ¢ B YL o] & o] “IIl. diole} Bt S s 7] &43" W&&
3l A3x7F v EANAM RS 5 5 Ae & ok dalshd oS3 g,

Aol e HrpA ae]steiof & Abgto] Qo] ¥

CRHTHEPIRS FIE B la.3H3=dd ey
?eﬁt. of Office Automation, Dae Yeu Technical Junior gcd(3, p—1)=10] &5 = & pE A &,
Jollege . N N - .

- aEiE HRmEm 3W 4 x, y, zo W3t A gk 3HE YA P
Korea Telecom Research Center

RS REAEL TSR
Dept. of Information Engineering, Sung Kyun Kwan
Univ.

W& 93108 1051

0<X1'Y|.Zx<p E},izl, 2.3 (l)

www.dbpia.co.kr



B (3B Eram 3Lk '93 -8 Vol.18 No.8

0<a, bj<p @, j=1,273,4,56 (2)
r=—{a-x+b - yz ! (3)
43~ — (a1+3 ° X1+b1+.’§ N Y1)Z|71 ‘\;].', 1= 1‘2. 3

3

f(xy,2)=1I (a - x+b -y+r, - 2) (4)

)=1

h(x.y,z)Zﬁ (aj - x+b-y+r1 - 2) (5)

14

2 (6)& wE3tE dE 74]/‘7”6]—}7_ ¢ oim qed s x
, vi, zi(1=1,2,3)& o]&3to] 4 yol utEg)
ENT-TyTeo &2 9 ¢ TH —f;—@ 39l )
Abated zpale] Mg & gk

3-d=1 (mod p—1) (6)
(T To—T3TO(T To—TyTy) =1
(mod p) (7)
T4T.171 =1 (mod p) (8)
Xy Z
‘(%, T1:X123_X22}:
Xo Zo
Vv Z
To=yiza—ysz:= : :
Y3 Z3
Xy Z)
Ts=x123— X321 =
X3 23
Y1 21
Ti=vize—yezs=| "
Yo Z»

Iz ¢4&53 2y

KLS 4 o] eta sl o4& oAl H 2 vepdlH, of
i o ok

ol 13709 & e My, M, Maf 4] (9) 9]
chada) Hep R ERI e

M(x,y,z) = Mix+M.y +M;z (mod p) (9)
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Al 2. g9 & a b(0<a, b<p)E o] &3,
Hlgl cpehalg A4 ghu)
C(x,y,2) = M(x,y,z)*+af(x,y,z) +bh(x,y,z)
(mod p)} (10)

wlyl gakel AS Cli=1,..,1008 &

KLS w2e] 43538 7
# &} 2ot
HA 1L 1070 ) vl 8 B CE o] &3ka] 4] (10)
o] vpeh e 2 Jepdc)
A 2, Clx,y,z) ol f( xy z), hix,y,z) el & x, vi,
z(i=1,2,3)& tdstd af(x,y,z) € bh
(x,y,2) 2] %Lol 24" gy 370E Al
=0

Mg wAM R dehye, of

Dl(Xl yl,zl)
(mod p) (11)

Clxy, y1, z1) = M(xy, y1, z1)°

= M(xy, vz, 22)* = Dolxy, 2, 2)
(mod p) (12)

= M(xy, y3, z3)* = Dylxs, v3, z3)
(mod p) (13)

Clxy, vs, 2z3)

Al 3. D(xl, yi. z)(i=1,2,3)& ¥4y d= %
bl sstol obd el a4 3% e,

D](Xl, Vi, Z])d = M(X1, Vi, 2} = M1X1+sz1+M321
(rnod p)  (14)

Do(%2, V2, 20)) = M(%2, V2, 22} = My X, + My, +M; 2,
(mod p) (15)

=M xs+Myys +Mzy
(mod p) (16)

Di(x;, Yi, z3)9 = M(xy, V3, 23)

97 439 13 FLEFA Mix, v, 2) (=12,
3ol sl M, M, My& 3ted 352 &
I

www.dbpia.co.kr



#®/ /“AFE 4 NETWORKE #13t 3/47] i Al 2]mo wgh v

.2 x &

M1 KLS Yale| sH=

a, b7t o3 Bazg dHHE A¢(=F KISC
92-229] “1@ 3" X AFH a, bE TR IAUE
AL e FHAA BE WHoR a bE EUSE
72A9) KLS w29 ¢tz sl 54goll A af(x,y,z) % bh
(x,y,2)E T8t B9E Ate 2o ks d
3] B3t F2) £l g3} B AgT
M e AE xY ot ofkEd, T+t+ ot
AE BN HEE o) &3to ol o B
=R E AXH,
ct,

s g E 1.

@A 1. 270 AH a, b, f(x,y,2), h(x,y,2) & o] &

gt ol o} & AlLHE gt

SEEE RIEEX

3% & < oy

4+

= M(x,y,z)?
(mod p)

C(x,y,z) —af(x,y,z) —bh(x,y,2)

(17)

2, 4 (179 Al ohgaF v, 29
A M?, M?, Mg*olth,

mod p— 14l A1 9] 2] (18)0] A3t dE
Euclid &3] Foz Al 4bsict,

@A 2.

(mod p—1) (18)
A 19 23 ek o 8 v 2AEge] Al
€ 2z}7] mod p AolM d&& Hatd, HE
M, M., My& 53}

@A 3.

a, b7t AHE A%, KLS w2 e A4z 8= 7}
SEgE AL 28H7] 9lstd, =5 KISC 92-229)
M AEH)AS A8 E U R o]t =S F
AE A AskArct o] B IBM-PCol A Al & o]
A% Aot}

aeBg a b7h oud Fra dAME A,
KLS w29 a3l 3 F af(x,y,z) &3 bh(x,
2% Hak: B9E AL P el PPl
& FA R, g5 g e AN FohA
= 435 2d ok E3 mod p ol A el TN
vl 7] 9] e, d)o] &2 FNI e N H]
£ Buclid ¥nalZo2 A4 7hsatna okl
e FH et KLS ““l e=3% 5¥d %
v 2 vy dg Euclid &5
= g4l e Aol

_\eimw

o N

oO...fLEE

4
o

4
off oﬁ‘.

)
29
N
N
T?L

]

= o =
Zo8

.2. KLS giAl Ol QlHIX{O| B =

°] 749 KLS #4)e ,] oA Ale ZaRT]e) ekl f(x
v,z), h(x,y,2) & EAlol &3t g2l ¢t x, v
z(i=1,2,3) 3ME T8 FHA= 72 (reduce)d
=2
L 2709) 35 B f(xy,2), hixyz)ol A &

. Y (:1,2,3)%:— ek 242 mod p Aol A
«l-r% 78 l o] & 13 t—% ﬂaqz}@q

e, B ofele] 1070 A& o] &35t
“a, b 3= B4 EE “a, b, e

MMM;H
Tg

AR AAA Al Al 8Lz} ghed,

3]"‘&01’ Lias]

I 1.KLS 317 &3 Al 289 85 (mod 29, a=6, b=25)
Table 1. Cryptanalysis of KLS Public Key Cryptosystem
. %] 8} gk T o4 3 x # £ a5 1 315 3
kX
d e R v 2 | f(x,y,z) | h(xy,z) |a¥f(xy.2z)|b*f(xy,2) | M(xy,2) M,
x* P(16) 27 6 4 7 13 7 16(P)
y?3 u(e1) 10 24 7 28 1 10 21(U)
z3 B( 2) 18 28 25 23 16 3 2(B)
Xy 8 0 28 0 4 4
X4z 13 21 28 10 4 28
xy* 9 17 1 15 25 27
y‘z 5 7 11 13 14 7
xz? 10 7 27 13 8 18
yz? 12 28 15 23 27 20
Xyz 21 4 1 24 25 1
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C =M¢ +af, +bh
C, =M7? +af, +bh
C; =M? +af; +bhy
Ci =3MiM,; —af; +bh,
Cs =3M¢*M; +afs +bhs (19)

Cs =3M, My +afs +bhs
C; =3M#M3 +af; +bh;
Cy =3M|My3? +afy +bhy
Cy =3M;My* —+afy +bhy
Cp=6M M;M;+af,,+bhy

[M.2.1. MEARUUFA ZH =2 HEF

2 (19)2 #AEE 10719 G WEE Files
o] &3te] M= vYF-o) B R A a7t =] 7}
Sk, f W his FAR RO NR AR M,
M, My& 9 A5 ot ddWEde 42 99
7hA gyl o2 Al E Flot,

gaoMe dgddang e shs ek S
o] 5171 flatal 4] (19)F oldtelste] A (2002
2 MY
M;? =C, —afi —bh
M? =C, —af, ~bh,

My =Cy —af; —bh;
3M*M. =C,; —af, —bh,
3M*M; =C; —af; —bhs (20)

3M|M,? =C; —af; —bhs
3M2*M; =C; —af; —bhy
MMy =Cy —afsy —bhy
3M,My# =Cy —afy —bhy
6M; M. M; =Cyy —afi, —bhy

2 (20) Ao @ 1 Erp &R Bt A
KLS Htaloll A Al &g ol4d3 HAutg Az &3t
A8 AAIE7) 98te] mod 29 Aol A F & Ml
sttt 3 % 62] mod 29 *POJ 21 o2l 10, 58 ol
g3, ofeh o} & 10709 A& AE F Alq

1054

M, = (C, — af, - bh
M,? = (C;, — af, - bh
B = C; — afy — bhs
MiM. =10C, ~10at, —10bh,
M¢#M; =10C; —10afs — 10bhs (21)

M, My  =10Cs —10af; — 10bhs
M#M;  =10C; —10af; - 10bh;
M;M4#  =10Cs —10afy — 10bhy
M:My#  =10Cs —10af, — 10bh,

MIMZMX = 5cl()" Safm_ Sbhm
919] 107 & olgstel ofehst 1o 35l ¥
& cg:g = ATh

M, /M, (22)

=M/ /MM, =(C, —af; - by }{(10C, — 10af, — 10bh,)
= MM, /M =(10C, ~ 10af, — 10bh)(C, — af, — bh,)
=M My/M;M;My = (10C; — 10af; ~ 10bh; ) (5C, —5a fyy —5bhy)
=M, M; My /MM, =(5Cy, - 5afy, — 5bhy) (10C; — 10af; — 10bh:;)

M. /M (23)

=M,"/MsM;={C., —af, — bh,)(10C; - 10af; — 10bh;)
=M;*M,/My*={10C, — 10af, -~ 10bhy) (C; — af; — bhy)
=M; M4/ M;M,M; = (10C — 10a f; — 10bhy) (5C,; —5a f1y —Sbhy)
=M; M, M;/M,; My =(5C,, ~ 5af,,— 5bhy,) (10Cs—10a £ — 10bhy)

M /M, (24)
=M;"M;/M*=(10C; - 10af; — 10bh;) (C, — af, — bh)
=My'/M#M,=(Cy— af; — bhy) (10C, - 10af, - 10bhs)
=M, M. M;/M;*M, =(5C,, —5afy, ~5bhyy) (10C; — 10a £, — 10bh,)
=M, My’ /MMM, =(10C, ~ 10af, ~ 10bhy) (5Cyy —5a f1,—5bhyy)

9l 34el 4 M, /M., M,/M,, M,/M,& 72t K|,
Ky, Ks2 310 gejshd, ofeh & 48 + Aok
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B @I B A ATl g n

af1 + bh] +K1(1(X:4 —10af4 —10bh4 ) = C1
103f5 +10bh5 +K1( Cz - afz - bhz ) =10Cﬁ
10&f5 +10bh5 +K1( Sclo" 5a f;o_ 5bh10) = 10C5

53f10+ 5bh1(1+K1(10C7 —]0af7 "10bh7 ) = SCW
(25)

afz + bhz +K2(10C7 -lOaf7 ‘10bh7 ) = Cg
IOafg +10bh9 +Kg( C3 - afa - bh:y ) 210(:9
1Oaf6 +10bh6 +Kz( 5C10‘ 5a f}o_ Sbhlo) =10Cb

53f10+ 5bh1{)+K2(10C3 —IOafg “10bh3 ) - 5Cm
(26)

103f5 +10bh5 +K3( C1 - af] - bh1 )=10C~;
af3 + bh3 +K3(1(ﬁ3 '_103f5 —IObhg ) = Cg
53f10+ 5bh10+K3(10C4 —1Oaf4 —10bh4 ) == SCm

10afy +10bhs +K1( 5Ci— 5a fio— Sbhm) ==10C,
(27)

w3, o 4% a b Ky, Ky, Ke®}aKy, akK,, aK; &
bK;, bK,, bKy& PN 42 B3 Fesd, H57t 5
Mol 3 A4l 470 AHWAH A 3%E d& F U
o,

f at+ h b+ 10C, K1—10f4 aKl_IOhta bK1: Ci
10fh a+ 10h¢, b+ Cz Kx_ fg aK;— hg bK) = IOCh
10& a+10h5 b+ SCmK]‘ 5f1()aK1_ ShmbKlzl()Cr,

Sfma + 5h1()b + 1OC7 Kl - 10f7 aK1 - IOh- bK1 == SCm
(28)

fg a+t+ h;_' b+ lOC‘; Kz - 10f7 aKz - ].Ohj bK_) = Cg
lofg a + ].th b + C;; Kg - f;; aKg - h:; bK: = lOCq
10fs a +10hs b + 5C1() Kz h Sfm aKg - 5hlan3 =10C;

5f1()a + Shlllb + 10Cx Kg — 101« aKz - 10hy bK.= \'_)Cm
(29)

10f; a -+ 10hs b+ C1 K:x“ fl aK;— h1 bK;=10C;
f;g a + h;; b + IOC;} K;; - 1Of5 aK;‘ - thﬁ bK;{ = C.;
5fa -+ 5h1()b + 10C| K;—10f; aK;— 10h, bKi = Sclu

10f9 a+ 10h9 b+ 5C10 Kg‘ Sfm aKa - Shlu bKB = 1OC9
(30)

2 Hzo 107 4% o] 838 “a bE e EA”
EE “a, b, M, My, Ma® 3 ZA4"E &, b, Ky,
K., Ks9} aK;, aK,, aK; 2 bK,, bK,, bK;& n A+
2 Bw, A7k 5ol WA o] 47h AHHA A
34e BAO BEAE HFALPRA) g ol
¥ A2 7 Z(reduce) #rt.

.22 M&EARILE A EO|

gk dolA 545?"? 478 A4 (28), (29), (30)
ZZhe 5709 MAFE e a0 A gy
Fepz Ay /}%6}\:}.

an X1 tap Xo+ap x5+ ay xgt+as xs=h
an X1t ap Xo+ apm X3+ an X4+ axs X5 = by
ag X tap X, tapg X3+ au xy+ay Xs=b
ag X; tap x;tay X3+ ay xat+as xs=by

&+ ox=a, x,=K,, x3=aK,, x,=bK,, x;=b

APAhdBE A e P “'o"d 1*5 PR
&3 Cramer®] 3 3& o] &3 wWio] oy,
Hc}‘?i‘ro: n"—‘~2L. o’v“oﬂ UH' %——17 1’1*'301 o—r°ﬂ
£ 43 Froluh, n=420 -9l thal A= Gauss-
Jordan Wy o] Bt} F A °IC}1‘”

£.3], Gauss-Jordan w3 & AlF8E o] & A (non-
singular) ¥ % glon sl oj4e] &7t ExT
ol BE e 7 F A gHo] Atk aeE
7 B =FoMi= Gauss-Jordan ®¥& o] &3l
KLS %48 #3438t WHE 2435t 17] 9t
#HH o] £ 8 hd3] A At
A 2} A& Ay A 2 (homogenious equation) 2
H] ) 2} A1 &8 & g1k 4] (non-homogenious equation)
2 25 PHE o] &3t sE 4 o, B
FEARQL vl A R} WP AP Aol 3t A3

O

A 2 dE A S A& A5 & (matrix of co-
efficient) S o] &3t UJeh i, ol ot e del 2

% % ek,

(=)
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AX =B (32
@, A=T[apap ay ay as X=[x B=T[ b
dz) dpy Azg Apq d2s X2 bo
dsp dyp dsz ay Az X3 b
Ay Ayz Ag3 844 Ags X4 by
X5

Z, BE Ad] o] F= A e Agola, PH A
o] geof v nAFe Age)ct,

Aojo] FHL2 72 PA
ations) & # sk A3t 8 F A (row-equivalent) !
fod 3t J;ﬁ:El & 4 (reduced form)-& A& 4 At
w3, gEe) AFlrank) iz AT Y] s
T3 T:E“ % H3E szl #HE 9y G

4Helementary row oper-

(vector space) o & X <¢lele] n'ff(H o] 3e# As=

Rre] RE w7t (sub space)o]al, A9 Al4is A9l &l
#37Hrow space) ] 215 vl gk} sg a7bel %19)
& oz} BlQ) g7k YA H o) Fi o] Ay

o] m) gt
H A2 A Adgrd el sfg g de Az
FAYurA o] s et wi b vhEA] "ol
(augmented matrix) [ A B o] &3},
of 71 A sld A9 4702 WWE (row vecter) ]
A=) Ao A 413 %% (linearly independent) o] &k
NAstH, Wb oA ¥ gAE e,
ofgf o} o Hejo] Ha¥ AU 4% ¢ e
Hvk e LA B9l A4 (rank) 1 40] v

LAIB]=7Tay ap ap ay ai | b (33)
Ay ax Az Ay ax . by

ay ap Ay ay ap - by
ay ap ay ay ap | b

[AIBg=[1 0 0 0 asib/’ (34)
01 0 0 as | b
001 0 ag @ by
0 0 0 1 ag b
Fa g2 vE AF 5N F 2HR e 2dl
AP A 4718 2 5 Ak ol Tl M 1H A row
o A Ao 29 At AL a9} bl §HsA ot
o9} gr& WS o ol X £ ) ow R
4 zp ol 2 §3he, ash bl §HE A 34 E Ae 5

Ak of AFFFWYAHE olfhd, I FA=
a b 44 Ane 5+ A FEAEATa, bE A
0'1103 ,‘g} )‘O]ODEKLS A]%g“g‘;. ot—:}——ﬂa]
Z1% 47 ssed,

.3 72! of

ok AolA} At Wgel AAH A% A
915le] KLS =gl Hel Algaold Holerg o)
2 o] gato] sl atel W E s

2l o) 4/Ho1 oigm Vq NS AS £ o, 1 A
e AgwEAg Erigstel Hutdd [AIBlE
nhET oo} rom, 11 AvtaH ] FagdS ¢
ahii ofef e} giuh

622 010 4:27 123 02120:19
2510 52210: 31 =015 519 3:21}| =
718 92419:14 0 2 92224:26

202117 6 5013 02517 21 11:15

1 0 21727:10 1 0 02316:10
0 1109 6:13| =10 1 010 9:13|=
0 018 412: 0 0 0 12620: 0
0 02828 6: 9 0 0 025261 9

0 0 016:21 (35)
001 015:15
000 8: 5
% EFadde) suA galA 4 (368 25 7 3
ut.
atb6b=11 (mod 29) (36)

wak 34 F 2v ohe] AR YNe SUD %
W ash, olehsh povd, Haddel AwA Y
o4 2} (38)2 2L 4 Atk

242117 6 7:10 119 14 22 16:27
1918 1 4 5: 4, =0 5252120:13| =
2518 92410 3 07 72516:24
20 131720 5:18 0102715 4: 0

+
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@ /“UHE] B2 NETWORKE 18 3707) b & Alz-ef ol zhsh o3
E 2.KLS 3749) &5 Al 2 9] v % (mod 29)
Table 2. Cipertext of KLS Public Key Cryptosystem (mod 29)
NEEEREET] TR B
© BE YR | Clxy.2) =M(xy,2)8+a%f(x,y,2) +b*h(xy,z)
x| P(16) 27 27 = My + 6a+ 4b
v | U@ 10 10 = My +24a+ 7b
z? B( 2) 18 18 = My + 28a + 25b
Xty 8 8 = 3M:M, + 28b
X'z 13 13 = 3M2M, + 21a + 28b
xy? | 9 9 = 3M, My +17a+ 1b
vz ‘ 5 5 = 3M:M; + 7a+ 11b
Xzt L0 10 = 3M, My + 7a+27b
vz |12 12 = 3M, My + 28a + 15b
xyz el 21 = 6M,M;M; + 4da+ 1Ib
1 06 627:24 1 0 01512:24
01510 4:20l=1010 3 6:20]= at+22b=5 (mod 29) (40)
00 11317: 0 00 11317: 0
006 22:3 looow 7:3 a, b& abe ol 2lolA 4 (36), 2 (38), 4
(40 F20g ol 85 Hn dEs 54 a bE
1 00 013:12 *dﬂ] T8 genz KIS wale g% gael &
010 012:86 (37) 2 4A S5
001 014:7
000 127:24 vz &
a+13b =12 (mod 29) (38) KLS %48 glell A st afi 55 ol olaf A o
ool 4= a, bE /7] @ BLES o] &5t A
4 (36)9 4] (38)8 AWt EW, a=6, b=25 g AerR mod p el Ae] A2 gt &
g 44 7% F vk &, “n=pqi il RSA ehaef sk el thg4e]
=9, 34 3 30 e A g e BIE £A5F Bao) oA v AL A RIS A}
We Wshw, oleist gov, FAAP ANA g W w7 ks AlxE otk e Pl
A 4l (40)& DG 2 9ok v KLS #2412 RSA 3o M g7h7]15 e=328
Hgah el s AP 4] FAYE A
28 13 17 20 25:18 11612 9 4:11 T Wolr}
727232519:14| =| 0 2262020:24 | = Z KLS W& e=302 2838 RSA w3 £
1918 924 5: 4 0 41327 16:27 st wrAoln, tpHy thaba g Ao zA ou
2022 010 5:18 02121 412: 1 SlE Alstako] Wolgon gEFol ozt HE
ole] o} 333w} Fwt Wl ARE ekt
1 0 72318:22 10011 7:16
0 1131010:12|=|0 1 025 2:5]|= % 1 2 3
0 01916 5: 8 0 0 11014: 5
0 0 926 5:10 0 0 02324:23 1. F71%, o] 9w, A 5 “#3EEe] %A Network
5 A% F7 4E Al Ao w3t A" dak
1 00022:5 A3 =82 '92-3 Vol.17, No.3, pp 206 211
010 015:9 (39) 1992.4
001 025:24 2.9 $F, o WA o] Wl “thik vhaAle] 2%
000 12:1 & 018 Y] DB Ao BE QAR
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A vt vl et
3 &3] (o) ghA)
‘,{f ¥} LH [ LH okol

Gkt

198353 291 :

199141 291 :

o O
el 59l (st
H4h)
19915 39~ &« AJaryhel e
v bl A et v
Ak A ok
19821 12¢ ~ 198851 99 : (£)KOLON Hu SYSTEM
N LI L]»

19931 390~ @R 1o B A el A b shat )
AN

M hal ol i ok F ol Yol &, Yyt

5t & ¥F(Dong-Ho Won) 1€

19491 991 23 4

197681 29 - st ek dxby
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