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ABSTRACT

It will not take too long that the problem of information protection becomes an important issue
as the electronic mail services grow. In this paper, we first analyzed various existing security
services recommunded in CCITT. The analysis includes security services of message handling sys-
tem specified in CCITT Recommendation X.400 series and its key management mechanism speci-
fied CCITT Recommendation X.509. We then proposed a secure message protocol for the following
three services : the message confidentiality, the message integrity, and the data origin authenti-
cation, We also implemented the proposed protocol under the UNIX BSD 4.3 environment,
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Table 1. Security services for threat factors
o] §1 Q. : Bokaju] A
r Impersonnatxon and misuse of the MTS Message Orngm Authentlcatlon
‘ I Probe Origin Authentication
g Secure Access Management
© Falsely acknowledge receipt | Proof of Delivery
2 & ‘ Falsely claim to Originate a message Message Origin Authentication
| Impersonnation of an MTA to an MTA Proof of Submission
‘ i Report Origin Authentication
‘ - Secure Access Management
Impersonnation of an MTA to another MTA \ Report Origin Authentication
| ‘ SeLure Access Managemem
ﬁReplay of Message Mesaage Sequence Integrity
W4 2] | Re-ordering of Message Message Sequence Integrity
#=x'"7 | Pre-play of Message
Delay of Message
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I 2. 7} agent7te] BobMH] A
Table 2. Security services applying between agents

2} 7k UA/ | UA/ | MS/| UA/ MTA|MTA/|MTA| MS/
A 2 UA | MS MTA{MTA| /MS| MTA | /JUA | UA
Message Origin Authentication o o
Origin Probe Origin Authentication o o
Authentication | Report Origin Authentication ) o o
Proof of Submission o
Proof of Delivery o N*
Secure Access | Peer Entity Authentication ° 5 ° o o ) o
Management Security Context o o o o o o o
Data Connection Confidentiality o ° o o o o o
Confidentiality | Content Confidentiality
Message Flow Confidentiality
Data Connection Integrity o o o o o ° o
Integrity Content Integrity
Message Sequence Integrity
Non-requdiation of Origin o
Non-repudiation Non-repudiation of Submission o
Non-repudiation of Delivery
Message Security M S ity Labell
. essage secur eliin; e} o e} o] el o o
Labelling g Y e
Security Change Credentials o o o o o
Management Register o °
MS-Register o ;
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Fig 7. The example of Protected message content
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