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ABSTRACT

The information communication through the computer network has been recently increased rapidly. When sending or storing it,
to prevent the information from being exposed illegaly to others and modified by others, or added to other information by an
invader, the cryptosystem is needed. As in the [1] the Extended DES is used by implementing S/W, but it tuns out to be not
appropriate in real time.

In this paper, by implementing H/W, the top-down design methodology is tried using VHDL, the system designing technical
language which is adopted as the international standard language. The Extended DES is divided into 3 parts, the encryption pro-
cessing part, in which F function implements 16 rounds per 96 bits block data; the key producing part, which implements 128 bits
inputted by key; the control part, which produces the control code in the resister operation and the data flow connected with the
external input and output. The result of simulation shows that the inputted sentences in cryptosystem are equal to the outputted
sentences in decryption.
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Fig. 1. Algorithm of the HDES
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& 433 289 VHDL 71$% d%eld.

entity Cryto is

port(C_CP, C_SHLD. F_select, IP_invert : in bit:
C_input : in bit_vector(7 downto 0):
C_output : out bit_vector(7 downto 0):
Key_subl. Key_sub2 : in bit_vector(47 downto 0):
Keyin ‘out bit_vector(55 downto 0)):

end Cryto:

architecture Cryto st of Cryto is
signal IP signal. IP_invert_signal, Parallel_out,
Load_signal : bit_vector(95 downto 0):
signal F_outl, F out2. Xorl_signal. Xor2 signal
> bit_vector(31 downto 0):

begin
C0:SH_REG
port map(CP =) C_CP. SHLD =) C_SHLD,

SH_in =) C_input, SH_out =) C_output,
REG _in =) Load_signal, REG_out =) Parallel out):

2480

C1L:F function
port map(F_in =) Parallel_out(63 downto 32},
Sub_keyl =) Key_subl, Sub_key2 =) Key_sub2,
F outl =) F outl, F out2 =) F_out2):

C2:Vector XOR
generic map(N =) 32):
port map(XOR_inl =) Parallel_out(31 downto 0},
XOR_in2 =) F outl, XOR_out =) Xorl_signal):

C3:Vector_XOR
port map(XOR_inl =) Parallel_out(95 downto 64),
XOR_in2 =) F_out2, XOR_out =) Xor2 signal):

C4:1P_box
port map(P_in =) Parallel_out, P_out =) IP_signal ).

C5:IP_invert
port map(P_in =) Parallel_out, P_out =) IP_invert signal):

C6:1EP_box
port map(IEP_in =)Parallel_out(63 downto 0).
[EP_out =) Keyin):

CT:SLECT_VEC
generic map(N =) 96):
port map(S0 =)F _select. S1 =)IP_invert,
S inl =) Paralle! out{63 downto 32) & F outl &
F out2,
S.in2 =) IP_signal, 8_in3 =) IP_invert_signal,
S out =) Load_signal):
end Cryto_st:

A5 g EHL AFEanz ste B dolHY J&H
Fgstn FasTAFd Yot of Eze AT
g HA (AP dte AR2HTe G5 vms YHG
HAZ de FEg¥, a8z AgE XORZ 749
=3

tio

i

3.1.1 alX|2
A 29 F32 SHLDA & mebs 8¥]E el
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FPP._REG_CUTLO 31)[+REG_OUT(3247) | ® Swjﬂ.}
&PR_REG_OUT(32 63)f=Xor_out2]  J -
&FR_REG_OUT(64.95)[=Xor_outl] MLF;/*
F_select
Clnput 70) C_Output 7.0y
—
] ¢ OFE % d A A H Pp!
IEP REG_OUT 1
Box | KEY
REG_OUT®31) | REG_OUT:263) | REG_OUT(6495)
Te¥.n —
(—-—-@(—— F ﬁu} o~ ;Ly —
Kor_out | F_outl Fouw? Xor_out2
L 1
Key sub 1, Key_sub2 (47:0)
07 4 gAY yrEds
Fig. 4. Block diagram of the encryption processing
2 A ZEFH ¢33E diole Bojy 7|44 R 7
e dE2YAY, FEFAF o =R FYE .
AR E AR ARde 71FE HAT. o4 if SHLD = ‘0’ then
SH_in(7:0)® SH_out(7:0)2 8¥|E AZE9 ¢ PARALLEL _LOAD:
298] "Hr} Reg_in(95:0)37} Reg_ out(95:0)& ¢x& for Iin 0 to N_bit - 1 loop
F8Fo) dole g YAAAHRL FYIe FHA2EY if REG_in(I) /= ‘0 and REG_in{I) /= ‘I’ then
HHYE Yol Invalid :=1:

452 gA A% VHDL 71%5% dFold exit PARALLEL_LOAD:
entity SH_REG is elsif REG_in(I) = ‘1" then
port(CP, SHLD : in bit: REG _value(l) := ‘1"

SH_in : in bit_vector(7 downto 0): else
SH_out : out bit_vector(7 downto 0): REG_value(l) := '0":
REG_in : in bit_vector(95 downto 0): end if;
REG_out ' out bit_vector(95 downto 0)): end loop PARALLEL_LOAD:
end SH_REG: else
-- Shift
architecture SR of SH_REG is
begin
end if;
. end if:
if rising_edge ( CP ) then —Output
2481
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end SR:

3.1.2 F_function(F&=)

Fase DESHM veg AYsle 48 HReog
W S box, E_box, P box® XORY4tez Ao
Ak WA fzsle] B HolElF 32MEE FEse
YA(F_in(31:0))22 Atz o Jde #A4x 8
(E_box) & AHA 320 E9] HolEl& 48¥ER W B
. ¥gtE AlE 48U E(E_signal)e 7] A RA
BU& MEF)(Sub_keyl(47:0),Sub_key2(47:0)) ¢}
XOREMHS S boxe ¥z 2k S boxg
ERG Aie ded vE YA (P box)S AH &
geo

entity F_function is
port(F_in ! in bit_vector(31 downto 0):
Sub _keyl, Sub_key2 : in bit_vector(47 downto 0):
F outl, I out2 : out bit_vector(31 downto 0)):

end F_function:
architecture FF of F_function is

signal £ signal . K1 signal K2 signal : bit_vector(47 downto 0):
signal S1 signal. S2 signal : bit_vector(31 downto 0):

F in(310)

3 2

SUB KEY1(047)

% 5 FErs
Fig. 5. Part of the F Function
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begin
FO: E_box
port map(E_in =) F_in, E_out =) E_signal):

F1: Vector XOR
generic map(N =) 48):

port map(XOR in1 =) E signal , XOR_in2 =) Sub key].
XOR _out =) K1 _signal):

F2: Vector XOR
generic map(N =) 48):
port map(XOR inl =) E signal , XOR _in2 =) Sub key?2,
XOR_out =) K2_signal):

FF3: S box
port map(S_inl =) K1 signal . S in2 =) K2 signal.
S outl =) Sl signal , S out2 =) S2_signal):

F4: P_box
port map{P_in =) S1_signal, P_out =) F out1):

F5: P_box
port map(P_in =) 82_signal, P_out =) F out2):
end FF:

3.1.3 E_box2 P_box

E_boxw 32HE (1&g wopx] 4BHER Zde
GAAEE Yote FEolh, 4 BEY widE Bl
ARARES YA EE 42t $HEH 283 43
dey, A ANAe 92 HEY Y3 A
o 1E 6ol olel #& F boxe #E-E vehyngl

LT
AT AT
48// 741 :7 I ;1 ;{/i’ \}_} jwlai {ijjﬂ};g t a WMJ

I8 6. E boxel #d
Fig. 6. Pattern of the E_box
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entity E_box is
port(E_in : in bit_vector(31 downto 0):
E_out : out bit_vector(47 downto 0)):
end E_box;

architecture E_B of E_box is
begin
process

begin

E_PATTEN:

for I in 0 to 7 loop
E_out(I*6 +2) (= E_in(I*4 +1):
E_out(I#6 + 3) (= E_in(I*4 +2):
E out(I*6 + 4) (= E_in(I*4 +3):
E_out(I+6 + 5) (= E_in(*4 +4):
E_out(I*6 + 6) (= E_in(I*4 +3):
E out(I*6 +7) (= E_in(I*4 +4):

end loop E_patten:

end process:
end E_B:

P_boxe 32¥ES ¥ 32MEY Y& e
1:1 X golch. & P_boxdl #§ 7)&olt}.

entity P_box is
port( P_in : in bit_vector(31 downto 0):
P_out : out bit_vector(31 downto 0)):
end P_box:
architecture P_B of P_box is

Type Table_array 32 is array(0 to 31) of Positive:
constant P_table : Table array 32:=(15, 6,19, 20, ....... AR

begin
process
begin
PO:
for A in 0 to 31 loop
P_out(A) ¢{= P_in(P_table(A)):
end loop PO:
end process;
end P_B:

3.1.4 S_box

HDES9M+ S box7t 1670 AH8=H, <A 6HE
o dHE PER HAYA ] £8Pt S _boxel
g GHEE ), 8, S5 Si Ss SeE REHS
9 S1 _boxHlol & Hel wielzo] S13t Seo o %
% HolEe o ALREHR, S, 8; S Ssol o
g g2 g2 ArgHA g3 gel A FEe gho] 4nE
2 23 €4,

¥ 1. S1_box table
Table 1. S1_box table

g
01234567 81910111213 1415

1147 211123109 4 61380 515
13154 5126 1117 214301089
176 80125133142 10915114
101214 97 6 1 2 11153 8 413 05

w o — o | %

entity S_box is
port( S_inl, S_in2 : in bit_vector(47 downto 0):
S outl, S.out2 : out bit_vector(31 downto 0)):
end S_box:
architecture S_B of S_box is
begin
S1:process(S_inl(0 to 5))
begin
if S_in1(0) = "0’ then
if 8_in1(5) = 0" then
with S_in1(4 downto 1) select
S_out1(3 downto 0) <=
“” when 0000,

2483
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” " when "0010",

”” when "1111":
end seleted:

else

end if:

else

end process:

S2:process(S_in1(11 downto 6))

end process;
end S_B;

3.1.5 IP_box% IP_invert
IP_boxst IP_invertv 9433} dalEFolr &
o 4 B FEoIA 96uE ¢ 9HE
o FHE AR de ddY AEAFE G g
& [P _boxol dig VHDL7I&0lt}.
entity [P_box is
port( P_in : in bit_vector(95 downto 0):
P out : out bit_vector(95 downto 0)):
end P_box:

architecture IP_B of IP_box is

Type Table_array_96 is array(95 downto 0) of Positive:

constant P_table : Table_array 96 :=(. .. ..... )
begin

process

begin
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PLI—st 7] A A 5 2] shift vesister
PLZ 5 28bg 28wt

SUB_KEY(95.0)

PO:
for Ain 0 to 95 loop
P_out(A) (= P _in(P_table(A)):
end loop PO:
end process.
end IP B

3.2.1 714458

Y45 1288 EF HAZE HES AAT 1124
Ed 7] gog ¢ woir 28MEH 48307 U
ojal MzE #HAxdd xgste], dEFPE o 2
m=olth IHE Eg 28 EX AIZESY 15¥S A
A@ste T AE7) Sub_keyl (47:0), Sub_
key2(47:0)8 43 FYRE ADPc}

entity KEY _gen is
port(K CP, K PL1, K PL2, K LEFT, K_SH 2bit : bit:
K in : in bit_vector(55 downto 0}
Sub keyl,Sub_key2 : out bit_vector(47 downto 0)):
end KEY gen:

architecture K_GEN of KEY gen is

signal REG_Pin, REG_Pout : bit_vector(111 downto 0):

begin

l K_mn(55 0} l K _m550)

/Wt | 28 K_cp
. 1
.

156
/’ 48

&)

a8 7. AR U EEx
Fig. 7. Internal block diagram of the key producing part
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KGO: Key_reg
port map(CP =) K_CP, PL1=) K PL1, PL2=) K PL2,
Left =) K_LEFT, SH_2bit =) K_SH_2bit,
K_reg SH_in =) K_in, K _reg Pin =) REG_Pin,
K_reg_Pout =) REG_Pout):

KG1: EP_box
port map(EP_in =) REG_Pout(55 downto 0),
EP_out =) Sub_keyl):

KG2: EP_box
port map(EP_in =) REG_Pout(111 downto 56),
EP_out =) Sub_key2):

end K_GEN:

3.2.2 71445 e| 3x|AH

gz P dagReA 718 YAwol By ¥EE
AAZE 27 AGAN8E AHAN PR A 2H
9438 K_in(55:0)°] |t} olaig ¥ & FiL 0y
sof Figtez 1129E7 APz ARPpe 28¥E
¥ 4 $E9 AZE HAAHZ GrolAn, uf gex
olet Aol AE Lefte] walr 42 1 Te 28 EH
AZE g}, 47| AIZE AZm R HEE AlZAg
AN7E A% AAdE SH 2bit7} AL, AoA
3 PLI® PL2= Z47 713kel Avreel Fuin g 93
2 Jge W) g Asoln gge AR X
268 VHDLZ 939 7l¢ssn.

entity Key_reg is

port(CP, PL1, PL2, Left, SH_2bit : in bit:
K_reg_Pin @ in bit_vector(55 downto 0):
K_reg Pout : out bit_vector(111 downto 0));

end Key_reg:

architecture K_reg of Key_reg is
begin
process{ CP )
begin

if rising_edge ( CP ) then

LEFT_1BIT_SHIFT:
for I in 0 to 3 loop
Reg_buffer:= Key_reg_value(28°1+27):
LEFT1:
for J in 26 downto 0 loop
Key_reg_value(28°[+J+1) :=
Key_reg_value(28*1+J):
end loop LEFT1:
Key_reg_value(28°I):=Reg_buffer:
end loop LEFT_1BIT_SHIFT:

end K_reg;

3.3.1 Moy

o Fo e garyst 74489 3L AT
A4 5-& PHdER2E HDESY Aojdze A
43302 dE # gled, 7 40 g2e Aoz,
gz d BEHduolg) (96 BIE)E YZHarIAF Ao
3, 23n ¢33t FIE A AJAselr olgL
WA HDES® F%A#& ¢8e SlO(start 1/0)7}
ON =¥ Key_ in 4137} ONQAZ #9sle], ONoj
W PN RE AR(128 HMIE)E AL3e FFd W
@ Aoz g AP, FYANFE slake Aol B
v 2 a8 dolg JEHE A Aozt o
3] B AUEE PAPY. Key_ indlE
7t OFFe|R, w2 J&¥s 43 S84 o A
AN EE AT},

AMeolyel VHDL 71€& vi7le] process & A3
3 processT2 & 7Y, ol Y processEL
B AojAze o8 NEI 2713 AHE ¢AEG. A
ojfe] Aoldae 1Y 89 AR EAE veht 3l
o},

entity MAIN_CONTROL is
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SIO='1"

ey e | kEva™

X
No

o £.814-8

Az A+

- Hie="1"

O8 8. Aloje) &M%
Fig. 8. Flowchart of control part

port(K_sh_2bit, F_control, L_CP, [P_inv, WR, RR.
CP_select, LD1, LD2 : out bit:
CP. SG, Key_in, SIO, HIO : in bit):
end MAIN_CONTROL:

architecture M_CON of MAIN_CONTROL is

signal 10_con, CRPTO, Key_con : bit:

begin
INI_CON:process(SIO, HIO)
begin
if rising_edge ( SIO ) then
—Initial
CPPTO (= '0":
if Key_in = "1" then
Key_con (= "1":
I0_con (= '0":
else
Key_con (= "0":
[I0_con = '17:
end if:
end if:
2486

end process INI_CON:

IO_CONTROL : process(IO_con)

end process IO_CONTROL:

CRPTO_PROCESS : process(CP, CRPTO)

end process CRPTO_PROCESS:
KEY_INPUT : process(IO_con)

end process KEY INPUT:
end M_CON:

3.3.2 &S B HoAE

dzs¥ Y deojHe JEHE ARgde
[0 con A&7 'Volg®, ¢ 2L ANz A
At dx WR(Write Request) 2528 1 & 38l
dolete &8 878 ¥F SG A3k 1€ 97
Zlgbdel. SG AlE7E U HW 8HE dolgtE &3
i, RR(Read Request)AEZ& ‘1I'2 3t dolels
94492 gpadAA SGAEs 1 Edqzx Ziddd,
SG Az U HW gHE dolg g Y. olg
2e 342 1249 £33 9eulE HeolHE BF
293 [O_con AEE 0 o2a9AAN ¢33 Y&
el CRPTO A58 ‘1'2 3z 29 Ao £
o G52 Aoy B2A sleF dFeld

JIO_CONTROL : process{ IO_con. SG)
begin
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if IO_con’event and IO_con = "1’ then

WR 0’ = i I e N
count = 0: W‘R_J—-L ml
se I LT LT L1
: OUIPUT—( ) (T
end if: INPUT , S
N e,
if I0_con = ‘1’ and SG’event and SG = ‘0’ then ‘Daa®™ T Data U
if WR='0" then g% 9. J&8 Aojlig geldx
WR (= ‘1’ after Delay: Fig. 9. Timming chart of the input/output control signal
CP (= 0" after Delay:
count = count + 1: 2. F control = ‘0" and IP_inv = ‘0" : IP_box
else & 23z
RR (= "1” after Delay: 3. F_control = '0' and IP_inv = ‘1’
end if: IP_invert& F3A71c}
( K_sh_2bite FHteel Aed A H7] Y4 slof
if count = 12 then A AZEY WMESE AR 4T AU Tt
IO_con {= ‘0’ after Delay: e GEsNE A Aojg A el
CRPTO {= "1’ after Delay:
end if: CRPTO_PROCESS : process( CP , CRPTO)
end if: variable count : integer:
begin
if I0_con="1" and SG’event and SG = 1’ then if CRPTO event and CRPTO = "1’ then
if WR = "1’ then count := 0;
WR {= "0’ after Delay: CP_select (= "1":
else F_control (= "0":
CP ("1 IP_inv (= '0":
RR (= "0’ after Delay: end if:
end if:
end if: if CP’event and CP = "1’ then
case count is
end process IO_CONTROL: when 0 =)
F_control (= '1" after Delay:
3.3.3 = +HE AT HojME K_sh_2bit (= 0" after Delay:
YEYE AT Ads B, g5 £y Mg when 1 - 15 =)
%2l CRPTO A&7 ‘I'€¥¢. CRPTO7F 'I'&H if table_array (count) = 1 then
A 458 $YPL I LEANTE Vs n, 258 K_sh_2bit (= "1’ after Delay:
g Fd& ZE FFE& CPo 94 Fristdel. g&e else
Aol Fo)] wtg Gz sRe] FRolng, K_sh_2bit (= ‘0" after Delay:
1. F_control= ‘1" : F ¥%& 3. end if:
2487
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when 16 =) KEY_INPUT process(Key_con,SG)
F_control (= '0" after Delay:
IP_inv (= '1" after Delay:

when 17 =)

IP_inv (= ‘0" after Delay: begin
CRPTO (= "0’ after Delay: if Key_con’event and Key_con = 1" then
10 _con (= "1 after Delay: RR (= "17 after Delay:
CP_select (= '0" after Delay: LDI ¢(=70":

end case: LD2<¢="0":

count :=count + 1; CP_count = 0:

end if:

end process CRPTO_PROCESS:

3.3.4 7% ¥ st HojMz end if:

RN AaE 48 DrIHAAM FERe Y&
1€ A EEte] 64HIE A W ZA FIgE dEw if Key_con = 1" and SG’event and SG =1’ then
A€ok AHE dHEE AAe 4nE s8] HAA RR (= "0’ after Delay:
o & SIO7F ONHE ® Key_inel ON ol 7% CP (= "1’ after Delay:
& dgiAg F1gE Y e A 98y g end if:

1. RR(read request)4& <& 'I'23txm SG7t ‘1
ol & w7z} ylthe. if Key_con='1" and SG’event and SG =1’ then

2. SG7t 1 oldW, BHIEE ¢lo| Eo|L(CP (= CP (= '0" after Delay:
1) RR& 0 22 . CP_count = CP_count + 1 :

3.1.% 2.4 2E ¥ 8y wESY ¥ if CP_count = 8 then
IEP box& %3 #i2lE] vieS AASI2 918%& 7] A LD1 (= "1’ after Delay:
AR YA XE ko] Qg &g L_CP <= "1" after Delay:

4. 1., 2., e £24% g wEsy ¥ end if:
IEP box& &3 HEWEE AA%D 7] &4& 71 4 if CP_count = 16 then
A AR 2 Fid g LD2 (= "1’ after Delay:

e A19EE A Aojils YA S A S L_CP ¢= "1 after Delay:
&% 4ol I0_con (= "1” after Delay:

Key con (= '0" after Delay:
end if:
end if.

o UL oo ey mpun
L

F_control J

. M 4. AgdolM ¥ Ae
——— ———
ko ] L b ¥ %7%¥ DES(HDES)E IntergraphAtel EDA
28] 10, ¢35 HojAE Eo|yx EEL A4l 3 Adol Mol A B oML e
Fig. 10. Timming chart of the encryption control signal ok AlBdFolAde HEL el GFHF wEL 9
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NEY oF & 3t e o & 8 ey
fmnm_mzm UL TULUD IO NI
ey S I L
e I I I
se JULHUNA < ( UULTU Y
luput B —E——@- )
. ()ul;.,\m — \LQ——< B e 1 D
Encryption // 5

38 11 838 DESY o - 3 AlBHol4d
Fig. 11. Encryption/decryption simulation of the HDES

F_control
IP_inv
K_SH_2bit
C S8HLD

KCP |
K_PL1

K _PL2

K _LEFT
K_SH_2bit |
K_in(55:0) |
Sub_keyl(47:0) |
Sub_key2(47:0)

b. 7144 %

a8 12, AoiRs} 714800 g AlEH A
Fig. 12. Simulation of the control part and key producing part

B 2 AEYolAA J&YHE HEd HE
Table 2. Plaintext and Ciphertext inputted and outputted in simulation

20 BE CA B0 ED 20 CO0 D6 B4 D9 2E 0D 0A BB E7 C8
#g |EA 20 B5 BF BE C8 20 BO E8 BC D3 20 B7 DO B0 AD
CO BB 20 C7 E0 C7 CF B8 E9 BC AD 20 B3 AA B4 C2
13 C2 EA FD 34 97 D8 OF 78 27 3C 2B B5 OE 8B Cl
¥l& |54 OF 7D FB 9D 6B El 35 57 99 26 3F 9A D7 6E 3B
4A C8 36 B5 81 DD E7 E2 DB 86 2E 07 Bl E9 C6 D4
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