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A study on the structure and encryption algorithm
for securing ATM based network
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ABSTRACT

The use of ATM is growing as it is chosen for the switching technology of B-ISDN. As various services of ATM
is created, the transfer of sensitive information such as the medical record of patient, business information, and
credit card number, will be increased . It is important that the network system guarantees confidentiality when
these services are provided for users.

This paper analyzes the tradeoff of security function when it is located in each layer and designs the security
structure for securing ATM network. And we propose an encryption algorithm using hash function. We prove that

proposed algorithm is more fast as well as not less secure than DES.
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Fig. 2 The protocol stack for ATM security
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Fig. 3 The primitives for ASP sublayer

ASP-UNIT-DATA-invoke, ASP-UNIT-DATA-signal
& 95td 71E9 ZenglEEd F71d WEEL
&3} 2.

typedef struct {
Algrithm_Type; /* 2322& $F+/
Initial_Vector; [+ 2713} e o
Key; [+ A7) 5/

ASP_SDU; /* ASP SDU */
} ASP-UNIT-DATA-invoke, ASP-UNIT-DATA-signal ;

typedef struct {

More;
SAR_LP; /* SAR-Loss Priority */
SAR_CI; /* SAR-Congestion Indication */

Interface_Data;  /* SAR-SDU ¢/
} SAR-UNIT-DATA-invoke, SAR-UNIT-DATA-signal;
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ASP 32A 22 AAL Al39} CSs} SAR Aleldl 9
ek $a1& oA B4 F A F 2] PDU CSelA
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Fig. 4 The message processing at sending system

typedef struct {
Length; /* ASP-PDU 2] Z o] »/
Algrithm_Type; [*dREFE FH
Initial_Vector; J* 2713t WE +f
Enc_Area Enc_Block; /*H@A g +/

} ASP-PDU

o7]M wLA G99 Txe okt 3to] FejFrt

typedef struct {

Next_Key; /*ohel AL +/

Key Seq; [* 71 +/

Data; /* CS PDU */

Pad{]; Jo g+

Pad_Length; [+ H Aol #/

MAC; [« AIAA) QAT E +f
} Enc_Area;

ASPol| A& CS PDUSE th§ 45 3he} WAl A] 4%
2 g AT 4% gzElEe A g $y
#F F7) g eg BEHY = AUk ASPE ol ¢
A NE dIAEL FEY F JAES AAHAAL
MAC ZE=& AAY de 4wt sl4 58 ol &
st} WA Ale] MzE W EE gk Gy F |
2 415 ASPU A 9] A2 AH & RAF Sl
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Algorithm 1. The processing algorithm for transfer

Procedure Message-Transfer
/* MAC 84 +/
CS_PDU =SAR-UNIT-DATA-invoke.Interface Data
Key = ASP-UNIT-DATA-invoke.Key
Initial_Vector = ASP-UNIT-DATA-invoke.Initial_Vector
MAC =MAC_Calcu(CS_PDU, Key, Initial_Vector)

[* & A7 B Y
Next_Key = Generate_Key( )

[+ A% A WE By
Key_Seq=Key_Seq +1

/=i o] A+
Pad_Length = block_unit —((MAC +Next_Key
+Key_Seq + Data) mod block_unit)

/* ASP PDU A +/

ASP PDU.Enc_Block. MAC =MAC

ASP_PDU.Enc_Block.Next_Key = Next_Key

ASP_PDU.Enc_Block.Key_Seq =Key_Seq

ASP_PDU.Enc_Block.Pad_Length=Pad_Length

for (cnt=0;cnt < Pad_Length;cnt*™)
ASP_PDU Enc_Block.Pad[i}]=0

[+ 43 FE FFH we g3/
Alg_Type = ASP-UNIT-DATA-invoke. Alg_Type
Encrypt(Alg_Type, ASP_PDU.Enc_Block, Key,

Initial Vector)

/* SAR-UNIT-DATA-invoke Wl A] 2] W& A4 +/
SAR-UNIT-DATA-invoke.More= ASP-UNIT-
DATA-invoke.More
SAR-UNIT-DATA-invoke.Loss_Prio= ASP-
UNIT-DATA-invoke.Loss_Prio
SAR-UNIT-DATA-invoke.interface_data = ASP_PDU

End Procedure
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Fig. 5 The procedure for lost session key
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Algorithm 2. The algorithm for resynchronize session

key at receiver

declare Recvd_SeqNo /* A} o] £A18 7]&A HE »f
declare Curr_SeqNo /+ @A F:A1 &4 A48 7|64 W3 of
declare Curr_SessionKey /* Al AL-&8FQ A7) +/
Procedure Resync_Session_Key
if (Revd_SeqNo == (Curr_SeqNo +1)
[* AAF17F N8 A S of
Use Curr_SessionKey to decrypt received message
Update Curr_SeqNo to (Curr_SeqNo +1)
else [+ AEN37L DA g A/
Update Curr_SessionKey to initial session key
Send OAM cell to sender for resynchronyzing
end if

End Procedure

V. 84 g@ o8¢t 2lE U A& 3 J|Y

ATM%e) UL 9435 &g §3td +d
Bt gzt e FA7) B uigd] By
el Fel ok FAN7) AL ud 7] gA o ¥l 3
o w7t =7) Wil J1ust VC AF Aol A
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F(K;, X)=H(k1;| X %2;) mod 2%
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L ERE
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- F-function®] 34 :

Fy(kL;, X)=H(kL;| X\kL;) mod 2%/
Fy(kL;, X)=H(ER;| X|kR;) mod 254
(1kL;| = |kR;| =¢/2, | X|=b/4)

433 A4

P=Ao||Bo"Co"Do
4;=B;_,

B;=C;-\® F,(kR;, D;)
C;=D;_,

Di=A4;\® F,(kL; B;_))
Cc=4,18ICID, i=1,2,.7

T Y

C=4,1B,\C,|D,

A; . =D;® F(EL,, A)
B =4;

Ci-1=B® F,(kR, C)
D =C;

P= Aol Byl Coll Dy i=r,r—1,.,21

V.etig % o

olr
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5.1 Q8 B4

Luby/Rackoff= pseudo-random X]§-2 3~47] ¢}
pseudo-random 2 FAE 5 ALE $Y3Y
t}. =3 DES9} 7+& Feistel B8 ¢35 9] F-function
o] Feistel Fejo] E& 4% HAA FashA 2eid
ojA) 1, F-function®] pseudo-random 3PS ZF4
gt} 28] 7 Luby/Rackoffy o] 2§ F-function$
o] g3t 3 A= AiHE Y BS Yse A
g HE FH(chosen plaintext attack)ol] thajA <bA
33, 4 s JAHE FYsle BE dSe Ay
B/43F FF(chosen plaintext/ciphertext attack)ol]
o &le] A E w3 A (S, 6l

¥ =EolA gk BE 433 /1Y kA e
AH o2 &4 <47} pseudo-randomsl, 4
7} Astthe 71 St AL BN £ 9l
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oz wyH v qoh (8] EF B =FoA Alte 2
B8 4353 7¥olv, 4 BE 453l 7y BEL 8
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ek 283 BE G5 geE g2 AMSE
1+ keyed hash functionoll& 34 59 S44,
A& A3l/41 Y S Hdifferential/linear)?] 4o
DESel Hjalo] A o] et 7] djie] &4 ¥
3} F7(differential cryptanalysis) @ M3 A 24
(linear cryptanalysis)oll sl A= tAA & BANE
THE)L B eFdA Aty e s e AF
7hA] e W& 4 Fg FollA vnE kR Aol
# ol RIPEMD-160 932 & & a8 sto] A3l
AoH, ALEEE J1o] 278 128 HIER 97 o
&9, exhaustive key searchol] sl A= 5 ¢tA A
£ pgdteth

5 435 ¢rgFoA Y= uls ok W
7t 2ol B2 WsE Fojof ¥ Mg 78 q
Aot ol2g AF F Yo WS s HEL W
37t 8ol ol Hx FYE A e JME A se
Z o] avalanche F#ojt} ¥ =Fo|A & avalanche
EHE S5A37] 98iA, 2 vlelE ZLol Oxab, Oxcd2
73 st 1IN ER Wstg Fo

B 1& YE 7)o MEE W3 AL 99 ava-
lanche £3& JEld 3ot}

5 4349 avalanche A & HEY U
HE H3l7t &8 HEo ANA K 9L F& A
o] tAF Aoz Brp B =FoA Aot ¢as)

¥ 1. avalanche 2}
Table 1. The avalanche effect

DES |2E8E 4% | 48% 3
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Table 2. The performance evaluation of processing speed
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