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ABSTRACT

We investigate here problems related to a subscriber authentication protocol in CDPD, and suggest an improved
alternative. Associated with an anonymity of the subscriber, another method of generating and distributing alias is

proposed other than the conventional approach initiated by an authentication server in his home network.
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Fig. 1 The Primary Components of CDPD system.
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Fig. 2 Configuration of CDPD Network.
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Fig. 6 The Authentication Protocol which secured
anonymity
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Fig. 7 The Authentication Protocol With Group ID.
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Fig. 8 Synchronized Alias recovery mechanism.

1% Mele 2§ W3 IDgE §3llA 22 o]F 71
7t &8 253 26 AZeke WY 7] K o1&
gta] o] F 7Fd kel A A IDug FetEtz 19
v 7] K2 f(K, (1Dy, Time)) & %353} gc}. oo,
Dy olF 7FIA7E 48 UEQA] A4 H9&
LR 5L (K, (IDy, Time))& ©]F 7d=tel dig
AT BHow Al8" F7t Uk AF Ave Al
2& 717 Alias; +1=h(K, IDm, Time)& 2]4t3te] o]
g Gt fK, (Aliasi+,, Time))& o & @27
A Bt} o]F W] HA 713 @ M2 7HE

1267

www.dbpia.co.kr



BEEEPE® LIS "985 Vol.23 No.b

Alias; | & A4l #2018 7Hg 3 vLso 5715
& ol &t} ol f(K, (Aliasi+, Time)) 1F A
of tigh AF AL A €t o] Aol v
AA Nl gk xE:2 A "ot

V.d &

E =59 CDPD %4 dojg %4l Al2d 9
Herel Hopdg xHEL a3g Bestr] A%
;A AASIATE Fal, 7 Ae) Ay A
st 584 7t A WAUEY At 18
7t 4 7HEE Bste dAYESE A AAEH
th. 53], At 7R A 7t 7|2 21 ZA 7L <)
2ol %361 EE ARE WXy g E F719 ¢

1 875 A e % &< 7R
alL CDPDoll %= 24" F7} st} ofw]
sz upg} 7o) A} CDPD 49 Bt g2 g g
> B2 AL Y2 U7 el st F3 o

A Aok & Ao g AtgE Y.

l

‘&lm

2o F 3

1. W. Diffie and M. Hellman, “New Directions in
Cryptography,” IEEE Trans. on Inform. Theory,
vol. 22, pp. 644-655, 1976.

2. M. Tatebayashi, N. Matsuzaki, and D.B. Newman,
“Key Distribution Protocol for Digital Mobile
Communication Systems”, Advances in Cryptology,
Proceedings of Crypto’89, pp. 324-334, 1989.

3. ETSI-GSM, Technical Specification GSM 03.20,
“Security Related Network Functions,” Version 3.
3.2 (Release 92, Phase 1), 1992

4. Cellular Digital Packet Data (CDPD) System Spec-
ification, Release 1.0, July 19, 1993.

5. M.J. Beller, L.F. Chang, and Y. Yacobi, “Privacy
and Authentication on a Portable Communication
System”, IEEE Journal on Selected Areas in Com-
munications, vol. 11, no. 6, pp. 821-829, Aug. 1993.

6. A. Herzberg, H. Krawczyk, and G. Tsudik, “On
Traveling Incognito,” Proceedings of IEEE Work-
shop on Mobile Computing Systems and Applic-

ations, Santa Cruz, Ca., Dec. 8-9, 1994.

7. D. Samfat and R. Molva, “A Method Providing
Identity Privacy to Mobile Users during Authentic-
ation,” Proceedings of IEEE Workshop on Mobile
Computing Systems and Applications, Santa Cruz,
Ca., Dec. 8-9, 1994,

8. k=% Al7]4 ¢ 3], TTA Interim Standard:800MHz
ol A= o] F A3 A4 QIE|H o] 2, A 1 W, 1994,

9.Y. Frankel, A. Herzberg, P.A. Karger, H. Krawczyk,
C.A. Kunzinger, and M. Yung, “Security Issues in
a CDPD Wireless Network,” IEEE Personal Com-
munication, vol. 2, no. 4, pp. 16-27, Aug. 1995.

10. D. Samfat, R. Molva, and N. Asokan, “Anon-

ymity and Untraceability in Mobile Networks,”
Proc. of the ACM International Conference on

Mobile Computing and Networking, Nov. 1995,

Berkeley, Ca.

0| % 9(Suyoun Lee) A3 Y
19903 29 = sk A zbA| b
gt} A}

1993 29 = st HAVEA)
gt} A4}

1996 29 A3y ARy

&3} ghate R
19970 ~ & 4] : M ko) Fo A B
S e B EAD
XE[A B PBo HT olF, AW BT A&, F
Meda Ta g A4 @ Ay B4

ot § ©i(Hyobeom Ahn) 4 3¢

1992'd 24 =it A AA L
gst gFA}

19943 29 A= 5k HAHEA
&b A A}

1996\ 29 ~& A G=o) gt A
Abg A st AL
kS
1997 98~ SPAGFT AR YrFAA A
o) 7¥ A}
FHARUENA R, FFEH 489
dTolF

1268 www.dbpia.co.kr



%% /CDPD %4 dlolg £ Al2%9 dF X E&y 7192 P4

g} &} M(Changseop Park) 7 3] €1
AAM 7 A 8HAL
U] 5 LEHIGH 48 AJAL, upA}
A eFoista HAA e
Has
KED4Fop:Ys B 2T 08,
H X8 EZ

0| & #(Donghoon Lee) % 3] ¢

1984 : I io) ki 7 A8z} AL

1988'd : Oklahomath & 3 A}tz
A A}

1992'd : Oklahomat} 8 A A+8}z}
BA}

19923 =i stm A apA 4k}
o A G7EA

199313 ~1997\d : wjof 8h . A4+ &ha =

1997d~E A wejoi 8w Qabats) B

XFJA PO AR EO T A o]B

2~
T

1269

www.dbpia.co.kr



