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ABSTRACT

We summarize the password-based authentication protocol KI1P which was introduced in our earlier papers [1,2]
and then propose three more extended protocols. These protocols preserve a design concept of K1P, ie., security
and efficiency, and can be used for various purposes. They are a One-time key KIP, a Client public key KI1P,

and an Exponential key exchange K1P.
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RE2EA) FEE AAE PH Aafs 7y L2E
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Mo e g4" KIPE Agten IV Za
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& ZIEF 3oz} Aold FAEA FujE 5 Q1o
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12 43P =2yE A dLi=E §@
&, =g BE du BuiE @8 B ot
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FNIE AHddl e EA FAERT R Zp e

(3) WA= 7tk oz

KIPg} 9158 HAHEE EaAl o)A ng b
2957t &% FHo x=&HA & vAxE 7
ggick. WA FAYE 4E3EE AF 8T HAA
e HAYE P& vhaAsid A48 &, o
29 =8 ddat shiel XOR A4 AAg wAA
o TFH=HE Pk wdHM AFE HEMe
{nal, na2, P4 nal } ., 3 #2 wAA7 Ag8
F der, o] WANE BF3R F vlagE M
A= P, & B3l A5 & o1& & Ut

(4) AZol gk ol 9 A AF

Kipdide e dig &E #4 e 54
A o]#A Bt F, AFE FE AF MuE viAA
nal @ na2 , (P, P nal, na2)& A$sted iz}
7b Rbalel Q1B Wi 8L & ¢ UEE Pk
H, Aol tig AFe M9 FAF)e dig A
g g % &l WAIAE BEAM ol F gtk F,
Auizt 2 gEstd WAANE B3 e
Aal A9 eg FRItn Uvhe S BA
AW E AF3A ek

(5) Ad71e] Fol

AA7le 94 d=z dzgsied 2=, 79
RAA AMelEe 4ol ojgdtt & vWiAA
nal ®nd DK, Py D nal, K, na2) 2 A437]
& Pujstn 7)o RALE et
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A7 Bul Abdel i Elo] F4dA o) F
ojzofgt 1 I & HHY 4 Utk wA A
gto g FAE WAA (P4 @ na2, K, nal)7t AA
71& AT AF AelA ddslojoptt 1 A7
b GEEE AsM AHEE o SUen HEa 2E
1F dag A gk
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A WEdH EAo 2Wdz Uk B oM KiP
o Tz disjA 3] HdsEE Frl ofu)e)
ZZEFES A8 =& (1l AQE KIPE 23
A MAF Azjoln], 1 MMY dAME 2z 4
PIEE Fck

(D) 3AH A5 Z35F

KIP 34 Q% Z2EZL HY2AH=E 7ulez
e SERlAE-My fANA 2431710 AHisin
&3 ol 7k F§/7} ot

@
1. A— S: A, {nal,na2, Pa® nal },
2.85—> A: mal ®nd2 @K, h(P,® nal K, na2)
3. A= S: MP,® nd2,K,nal)
(2.1-1)

(ii)
1. A— S: A, {na, Pa® na}y,

2.S5— A: na®ns, h(P,D na,ns)
3. A= S: M PsD ns,K,na)

(a) K = K h(na,ns))
(0 K= Kg* mod n)
(na=g" mod n, ns=g” mod »)
2.14i)

o] Z2EZe] 3 Aol NP 43 ¢ A
T A AP BN A =F (1A A
A oF1 Utk A2 T2EF 2149 e A~
A= P, B8N S/t AE 4A AFEa A
K& dAsA EuE & lon, gags 32 7
Aol iy rAFch TREFE 2.1-)dNE 4
# Diffie-Hellman #2i[3], = 43 7 a@
(exponential key exchange) W& B3lM A9 St
ME Fejdtell AA7IE FELE HHY F Atk

3 29 (1M 9y zolde AAHsd g
E7]ge] vtk HF (2.14i) Z2EZAM MM
719 27] AgE A% 5 K7t FEUGE A
oltt. k)& UTIHE AT YuAFd we gue
7]l ARFE AHEAEE 37 A48 FEEA, ¢
Yol 277} A9 gneFe ¢E7) Asd AR
¥ Afole ol QA% Y JYFL I
Y= Yo
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2831710 Ajsn g3 o] AL,

1. A—B:{A,B,nal,na2, P,&® nal ) ¢,

2. B—S: {A,B,nal, na2, PA® nal }_,
{B, A, nbl, n2, Pp® nbl } ,

3. S»B: nal ®n2 DK, i(Ps® nal ,K,nd2, A® B),
nbl @ nt2 @ K, (P nbl ,K, ni2, A® B)

4. B~A: nal @ na2 ® K,h(PA® nal , K, nd2. A® B),
{(AF4), nbl D nb2)

5 A—B: Anbl G n2) D K)

22

o] ZREZ 3 Mo g MW L kA
T A diF B QA =F (1AM gAsA
R 3tk o] ZZEFO EXL vAlx] 19 BB
& BN #E2 AU Ay AFL)S 0w 7
A% dA A= bl QiR E AAI] K2 o33
o] AM7) ol BAE 9% =A-3Hchallenge-
response) 3122 o] &-gthe HotH1l.

31 28 (1] RHAEE oAA] SolM g4
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g AHRES ke Holoh wakM &4
Aito] 13 Eojube HhA 438 dilo] 13] FolE

= 2ol A HY, A3 A4 I+ dnaE
I gu3l dunEel A we xeH He A
3tz Hol vigdtin ¥ 4 Uk

I, &&E K1Pel Al

KIPY| ZH <F Zzgge Foide-My &
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o] &aA A AFE olE F UER T} a7
U zzege] 324 gy 2L ATe et

@ WA ZZEZM ALEHE =239 A7)

7} AA71e] A7 Bt 2AY Aol ik
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WX/AEYE 71N AF ZREF KIPY 8%

43 Q1% KIPd 2Zh3ta ek welA A8 =&
[119l4 A3 1% KIPo| Uizt 32d 248 GNY
2% Eio FP5AY] o] B =RdMe ¥
2H BNE AReE v, gads 35 FH
g bAAS $HH R AYSEE

3.1 /Al 7I-K1P

dA slE=vt e §AF shite HEH o),
aejm GEEe AV|7t Zue Helth YA HE=g
AgEHe A AF KIP/L @)% 2e AHE 2
He ofe AA7E gidlsle 9A fz=r) oA
A 10] 3 F =2E XOR Aibg Azjelr)
o Folr}). meld Agste ¢isl duelge 43
7] 27lel wte} T2EZS E=ag A7 GgE L
A EE Rolch olE SolA [E 2]} 2ol ¢E7|e]
=A7]7} 256 W EQ] GOST[18] ¢n&3 160 H|E
o] #i#atE wr= SHA[S] dxnelEe AME 7
%, olof wet maghe] A7z 2 256 H|[EH o2
AYUXA AAA = eAlA] 28] 2V 416 HIER
Al A=A Ak

¥ 2. w2370 AR 27 v

w2t 271 | dAA 28] 37

AA 91 KIP (2.14) | 256 H|E 416 ¥|E

dA] FI-KIP (3.1) | 64(7F¥) ¥|E | 320071) BIE

(¢r37] 256 HWIE, &gk 160 ¥IE)

gt SAE A(Pa©® nal, na2)E IA 71E A
3 =2gkel A7) B ohat wiAlAl 29 ZV|E
Y & Uk o] AdME =23t MHE R
HAFE 2712 2Y F den, o w Az 28 2
71 320 WEZL Eotk A4 @ el B
S HHER JZ2 AHEE A= A3 & PRF
£ etk 53 o] Jle AF AHd H5H 71 I
& A% Fe AR EtelTt dAHeR AHEHER
bA3ct. K1PolAe] DA 7] Ao diaid e A1
BE (113 R1AME FA A3 vk Slok 24 7
& AHgld &3€ dAl 71KIPE T Eoh

1. A— S: A,{nal,na2, P, ® nal },
2. S— A {(nal,K} up, & nal.na) G0
3.A—S: (P, nd2,K,nal)

o] ZREFL TREZ (2109 e F2E
gk 2A 2604 dA] H= i dA) T2 G
o 71& EWizhs Zelrl vk TREF (2.1-)9M4
v 43t MK, Pnal, K, na2)d M2 HA7|
K7F TSR Z2EF @A ATZ A}
BHE MELiD nal, na2)de MR K7} 235
A ettt WA 260M =2 nal & viAlRe] B
AN FAANE A% =2 E A8 o] T2
EZo qhiyde #e X e B3N ZzEg
(2.14)8} 2t}

3.2 A8 B7H71-K1P

N3 % KIPe Z2EZ9 F24 @A 144
Felo|QEd #FEe A7t Mwdl HFe Se
FANE AF 8T vARAE Gx3E7] G o b)
s} e A genh 42 59 FAFIL gelX
A e Afde T2EEE £9Y 4 glen S9
N7 BAA Fo] Aok §H Av WEA]l S¢
918 BEEAY 39 ddgeld FRor &
ot ol e AFE FHI] YA EFPo|dES
A AHgaL A9 FNAE AESES KIPE 83
F Utk A7 A9 FAE AAEA Yelz A
g5ojd 4 glon wet Fh7) 3l Fge ¢
< gk ohlel Frh7] ddEEM Fel¥E LIt
gitk. AL 2771K1PE te- Bt

1. A hand S: Ay {KA}PA
2. S— A (ns,K,Pa® nshg, 62)
3. A= S: KP,D ns,K,ns)

9A 1eld AR Ae ool I K, €
g F ojzg A2H=2 G338 WA 1§
A SoA AEPct

@A 22ME S7F =23 nssk MA7) K& A
AR F AY N K 2 FEA ST
A€ ° WANE B3AF F ass} vpx3aA Y
Pa@nsolA A2=HE Pu7t 3342 e 3
$ SE QFdH AdY] K9 FA8E 8$A¥d.

oA 3eME A7} H4lakE AN SAA &
geich S 94 Ao} 23 e HER AL A4
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ALtg ¢ F A$E sHAGI o] AF s+ gk
2 vlmch F gol XY AY S AE AT
g F gley, =F% A7t AH7] K& ¥usE &
A & Uk

o] Z2EZ] 7 WAlAe 2T ZZEFA A
°1& KI1P9 olA|x] F2& w2z Yok EZF WA
2} 20Me S RAALE, aEla vAA] 3eA
o2 nsd #24ES BAM Z dAxe RE
Aol gl ohebx] wAJA] AAFel oA <t
stk HAYeE 5T FHAL AAA 1S F32
& gagee Eaalsuats Az 29 344 7]
9 HAY=e] it #Rle] Hrbednz o] X2E
F& A T HAYE A 9F XT2EFo|th

X

JN

3.3 X[+X 7| 1g-K1P

Fu 28 319 AFH 7] af PHe AF 7T
& ztm YA YAR, ZREF FAArt ¥4 N5
A £ Sltke Aol vk wEhA o] W2 3
4 9% KI1P[1], EKE[l1] 5o % &8¢ v} Slth
agu F3 1P KIP .1-lAME 347 dE Al
2€lo) AlgEojol Fole Alfe] Uk wepr B
doMe N7 gdE A2RE AR EEE 8
A€ KIPE #A|gc) o] LR EF L Diffie-Hellman
wra31el ol tiF EAl0] 2e] 718 AT
£ %) webd ojitdle BAl 7Nty R4F 7] w
g "o ¢HHAE 23tz X4FH 7] wB-KIP
g sln, 3.2700x AR AMeR F7HF)-K1Pe
Tz digeg uga go] dAdrt

1. A= S: A, {na}p,
2. S— A: {ns}p,, h(na, na” mod =)

3. A— S: h(ns* mod n, ns)
(3.3)
(*) K= Kh(g™ mod n))
(na=g”* mod n, ns=g” mod n)
(nga®> = ns* = g™ (mod n))

A tela Ae dele] Widg & AYE ¥
FNUA gt ng olg3td AF ANE P 2
2|3 2 23 na(=g" mod S HEH=R 43
33l SeflAl et

@A 20lMe S HAl de2 dEg HAg yel
ALAMER ns(= g¥ mod n)E A9 Hx¥
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2 gEsldich aEm AAA] 1€ B335 dx
) na$t @A o} g Apde] WG yeol AFA
A AR na® mod n& YHEFLE 3o SIS
ALt S o] Hrkx] WAlA] BEog ACA
St

Ax AR 2444 HEEgt g aseb ARle] v
gk x9 AFAL AF ns” mod n3 FAH zplo]
A 1A AR ne E dHeE & A% Ang,
ns* mod )& "AIZ] 29 #llek A(na, na’ mod n)
I vlm@ty. F glo] YAEH Aw S7t neE 32
glil Aol nsE FAHoR EssPess A
Utk oA FBliA 5 sl ko] YXE] fjsiA
ne’=ns*=g" (mod n)e ZBVL W= w
glof stng, F g9 vlmd 98 Ae SE
e W Mz 3EE g g® mod n& FRI
UL FAY F Uk
A 3eMe A7F WAIA 2004 DL g onsst
g o] k3 Al wdgk xof AANE AR
ns* mod nE YHZ & sNHak Alns® mod n, ns)
& A3k Se o @g A ANT ne’ mod 2
I nso] AU Alna” mod n, ns) < vlmE
th. A F ogisigle] YA Se =2 5
335 ¢t nadl FEY AL FolA AE AFE
A Hn, =8 A2 F5H & g¥ mod n e FH
i AFE FAUE ¢ Uck

4= A9 S FHIa Ue #9Y g® mod 2
o2 NE e AAYE AdE 5 don el #
& AA7E A3 e HIE 5 el ojHe
Mg Ayt g mod nE FHIL Uths AH
& LREZE FalA] gy wFolrt

o] ZRERM FHI Fg¥ HE A7 KE
WA Bol) o] X2EZNME AM7] K¢
A Al HA g™ mod nel L3} MRS
de F o) kg 7] W & K)o YYIHEE T
o ol9} #o] FR UA g£¥ mod & AHH 7] H
g ol B Gx B 84 geE I
AXE olfe, A K7F fEHUL do| e
9 & AL w4l Mol a8y o|AE 7]
HE g5 kO Wid Mo weld YE £

Y
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WX/ Es s N A

ol

ZZEZ K1Pd &%

ALk F, 7] WA ol duEg §ed Atde d
4 {’J‘rﬂ AHe-E EaU) A 234 4& 35
= gasjch

A& EoA, 7] Hs ¢ K7 8% ol
°}‘—LTL T Gk 4 dot AMRSA e A
S& dvxzl HA Tz #E2d9 A7 BE
ozl Zzed A4 MARE o =AM A
& Aolrh o9} Ho] AHI K7 FEHAET
- FARE o el #)e dE¥rE A 83
g% mod ng& A4sld # itk a2ln &5 o
29=8 WAA 13 AR 29 dEEE B33
o na ¥ & P 282 g mod nd
7 Baalg ztzte] g Yoz & sdgE 7t
o &3 wARg o o) vwd 4 gt

hing, g° mod n) vs. h(na, na’ mod n)
(3.4
(g™ mod n, ns') vs. h(ns* mod n, ns)

ukek o] ghEel o] Az YAJ/H F5 o
29z fFHAo]l AAHE Heln, AF I
Aage FAe] AFEA s Helth 2 7]
e 3 K7 9 FeolAY A A
7t AA AMREAE ALoe FHAL d=IF A
A712RE g7 mod ng A& 4 glenz o9

2o FZFo WA ckAdA €k wepd A5H
7l ag-KiPdAe 4% dAd8+,E g mod n
d H4% dizHe A47] KE FE3E%H 3
o} o]%A s K7t el BE g” mod
7 AR ghon| wEbd si@E o8 2T
Q #& FAE 4 £ ek 2 vrA 29 34
A QFe) FpsdteR, FAHI ¢F A=Y E o) &3
2 2 A4E 7] AFKIPE sfafe 32 33
o tislA] <A st

IV. SHEHE K1Pe| 84 W|J}

B goMe B =8dA AU #&FE KIPE
grAslthn Yrlksle oE AA9E v Z2EEE
Z BEAWAA vmsEE gt o]} Fo] ¢hAE
Z2EZ¥Y AY vl AMe FnEH []ddAM 4

[atn Ut} Hn 2 Z2EFo] MM AL,
7t Fogzte] e A A, AN 433 A
A sleg PR, 53 ¢33t Jae I &
%3}, &8 433, dd ¥ T AvbA Al o
A w3

HA s vivte A AF ZREFZEL Y|
n¥ Ade (F 3% Frh 3]%3 AF, 9A 7], A%
A g7 o2 $REE KIPe 25 Z2EZ o
A7} 3942 ¥, Gonge] Optimal direct TE2EZ
€ A% Yojx], & Strengthened EKES} GLNS
nonce direct TEEZL SWAZ o]Fojxch =F
b A Best ¢ast #¥ d4 HellM = KiPvt
€53 AAHoIH, iAoz KIP7H AEHoge
AE ¢ F Ak FnE [ 319 dF A4 R
A S7t A7 E AAste S, AR 349
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