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ABSTRACT

The Improved DES algorithm had been published as a replacement to the Data Encryption Standard(DES) in
[1] and [2]. It has a key length of 112 bits. The plaintext data consists of 96 bits divided into 3 sub-blocks with
32 bits. The Improved DES has a potentially higher resistance to differential cryptanalysis than the DES due to
the asymmetric number of f functions performed on each of the 3 sub-blocks and due to the increase of S-boxes
from 8 to 16.

We have designed the Improved DES as hardware using the high-speed parallel pipeline structure first. And
then we have performed the simulation of the ultra high-speed block cipher system described by VHDL.
Designed hardware has parallel pipeline structure, pipeline depth is 83 step that is very large step. Therefore, the
structure was compatible in large data or stream data communication network. As result of the simulation, we
could got the high speed encryption chip of 33.33Gbps at the input pulse of 350MHz.
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