DEri=

=& 99-24-12B-19 FPREA &3 2E7] '99-12 Vol.24 No.12B
G AI3E o] &3 HAE AF QA A2

Ay & F A &5 FEF, P2

Secure Fingerprint Identification System based on Optical
Encryption

Jong-Wook Han*, Choon-Soo Kim*, Kwang-Ho Park*, Eun-Soo Kim** Regular Members
2 <

B =RME AR dAE o487 Bl Ao AR AHRE QA 33 5 e iiieR ¢ust w
e =XT AR IR BRAAERE Aaksidch. #3bE FE fisle] LCD A8 o), AHE oA 7
Fha} AE G4 vlolelE 2304 F AR2 TGl or, LCDS WG AL ol83le| ¢35 Al # XOR
Aabg Aesigck A3z hEss) GAhe v CCD shjzlell fiste] Aesm, o Avhe o] ol o
Itsle] ARG el wolag AREE viwgozsd dHE A 9] fE rE s 1n ¥
Rl ARE Aewe] Aed FE) st AFE Aol saAgeRA A oY 9] WY
g e gEdgs Belw h3s AR wold W Aad A4S BT & =Reld A’ Al
S ol g3l otas) bl Fel F-8% A AHRE I $ qlow, AR ofuE} 2akd Wi ol 1
s} A2d 7] 2 $-80) rheshlek

ABSTRACT

We propose a new optical method which conceals the data of authorized persons by encryption before they are
stored or compated in the pattern recognition system for security systems. This proposed security system is made
up of two subsystems : a proposed optical encryption system and a pattern recognition system based on the JTC
which has been shown to perform well. In this system, each image of authorized persons as a reference image is
stored in memory units through the proposed encryption system. And if a fingerprint image is placed in the input
plane of this security system for access to a restricted area, the image is encoded by the encryption system then
compared with the encrypted reference image. Therefore because the captured input image and the reference data
are encrypted, it is difficult to decrypt the image if one does not know the encryption key bit stream. The basic
idea is that the input image is encrypted by performing optical XOR operations with the key bit stream that is
generated by digital encryption algorithms. The optical XOR operations between the key bit stream and the input
image are performed by the polarization encoding method using the polarization characteristics of LCDs. The
results of XOR operations which are detected by a CCD camera should be used as an input to the JTC for
comparison with a data base. We have verified the idea proposed here with computer simulations and the
simulation results were also shown.
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