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ABSTRACT

Self-certified public keys, introduced by Girsult allow the amutheniicity of public keys to be verifled implicitly
during the use of the keys. This paper first presents new concept of verifiable self-certified public keys and
provides concrete examples satlsfying our conditions. Verifiable self-certified public keys combine the benefit of
certification-based schemes and Girault’s self-certifled public keys. Furthermore, we also cryptanalyze Petersen's

pseudonymous self-certified keys and present the more secure protocol.
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CA(Certificate Authority)=- RSA ZEZ] n = peq
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CAx o™ o AMA} FlelalRe] =g FHidel o
¥ RSA A& #fo=s witness§ chs} o)
AlAsbate}

w=(-D (mod n)
A3 o] 9P & devth
wt+ley (mod n) (1)

22y} Girault®] M3 HAelle ZE AL
A= knownkey attackgto 2w AWDE HEHe
# @y, w A& 5 ek
w Ex Zy,
(mod n)

y=w +1

T ek ClAEAMe FFe] A S F
A7 AHEA ARk MEe] e FA
717F ARF=A] SAA7E wt

1 : user's identfication string, (s, P): user’s key-pair(secret key, public key),

G : witness that P s really the public key of user 1

Public key Secret key Witness Trust
System i i i Verify
(gencration) (generation) (generation) | level
Public-key (s, P) P:user 8 @ user
Certification- @ s P, W) LP : user s : user authority's 3 explicit
based schemes P W : authority sig. on (I,P)
Identity-based d, s)
schemes Pel W-s I s:authority authority 1 (implicit)
Sclf-certified 1, s, P
public keys W =P a1 P 8 @ user authority 23 implicit
Self-certified {, s) . o
identity Pal=W I 8 : user authority 2,3 (implicit)
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3.1 RSA CIX|E MY LalE olBft W4

3.1.1 AR et

WA 1L F A8 2217 AY A F 2 pst
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q=2q +102peqg HA &4

WA 2. $47hr = peq’ (&, ' = 1 (mod m)
q 71H a # 1

WA 3. & A u (r & AY
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Y 3 gk
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Al Ao ZMEdctl witness walt AT
witmess wat: CHAH AR

w74 1. dlae ARY BET) xa (ol AW
A v AR AR1e T At
£ CAR rEaA ya & CAdlA MR}

ya= a ™ (mod 1)
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eq = hya)
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er = Kyp)
VB, €3
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(w§ + D)™ (wf + D"

T8 1. Agotett AN 7] o ZEZRE

3.1.3 7 Ut =R

(Maxawacarl W29 Aoz} 3
(IDp,xs,wa,ea) & W9 ezl #ak ol 0+t
3 o ZH e ANEEEEMN AE Qe 7
* 2P (ad 1 D)

Kap = (w} + IDp™ =
(mod n)
(Wi + IDy)™ o g "™

ol2{q L2 eFL Giraults] WA} A4 7t
Aek aeivt 2ighe o2 qiek ) aE Zaw
Fo) AMebd, Zte] AMgAbe et 3de] At
#4718 e AU 4 slvk

Yap = wiip + MDap (mod n)

eam = A §A(n))
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3.2 SchnorrCXx|§ M alig oS8t 2

3.2.1 AR EbA

A L [pl = 512, |o] = 140 2|3 ql(p-1)&
3N F AT p, ¢ AW

A 2. $ @8l Zi¥ g afe] SHsle
A a( a® = 1 (mod @)F AW

3A 3. &Y =7} 128 w)ERch & by 4
T A

A 4. CAE WY 9 xea Er Z)E AMLE ¥
q7|2A Addsin aple] FA7E Rt 7o
A4t

yea = a™ (mod p)

CAE pv n a, h'& '%L]}lt]'-‘l—’— XCA‘& H]‘:"—:IE.IO-" _‘i’_
it

3.2.2 HB7kEtE XMRIE 7| A4 coHl
@A 1 d2jaR AR ¥ CAe WY S
ka€pZi# IS hRat 3ho] At

~ '
YA = a 4

(mod p)

CAE 7.8 duj2olA A4

A 2. delie WY P a8 AUHA
chgt o] Ak

Ya = ;A~a“ (mOd p)
o] ris DA%} ral CAlA A%

7 3. CAE A& ohgadt o] ALt

EA = ICA'h(IDA,TA)+ EA (mod q)

At g 58 dejelA] A

A 4. de]AE x4 = 54 +a (mod q)% HY
7124 B

A 5. ARl AE K eRZ0E o284
Fa=4g" (mod p) & ANBEZ c{AMFH (e,
8' )& A4t

c'a = h(r’s)

§'a = k’A - XA'C'A

(mod q)

A, dujae] AE:obaat AMelE N7 1A,
c'a sa0lck o] wl FoN mjoep yca, IDa, 149]
Foixm g 3 Ao] whE¥c)

%1 MiTa,va)
cA T

ya=d'=y (mod p)

tgo) uiek ok, A AF 7] afh e
e by e Rge] ANch, (e'a, s'a)e] F
oAl AbelollA] AMgAlE thEal o] HAlBhLEMH
AT Y A3 A

e’A — h(ﬂ’u 4, (yé&”’mh)‘ TA)' A)

(mod p)

Aatay fhela] nAE= Aokt ghale alF
714k ghalel] wis) AlAlEE &9 5= glek &, wek
F& Hax o, e = 3§ A7 wAlelA AReat
ol B WAL wa = (ya - IDalh(ya))® (mod m)
E2 wa = (ya - IDash(ya))’ (mod m)F AM-Y
4 ok ekt E B yhale apAlE 2 7
Wl oh2A uls] Aed 4 slch(E2e 38
Ak1)

2. RSA WA o444t 7F7et AR Figlel i A% vl

(o] = 512, |ef = |hQ| =~ 128) (number : the amount of work to perform modular multiplica-
tion in 512 bits, WI(b) : the amount of work to perform b-bit modular inversion, WH(b) :
the amount of work to compute a hash function with a b-bit long input [10])

computational work
Total length
Verlfy (implicit) Verify (cxplicit)
Certification-based schemes [13) 1024 not avallable 160 + WH(|n+LD})
Selfcertified public keys (2] 512 160 not available
Qurs 640 160 (optional) WH([n()
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E 3. Schoor WAl& o84 Ag7Fett xS W7 et Ay vl

(Ipl = 512, lg| = 140, |hQ| = 128)

computational work
Total length -
Verlfy (implicit) Verify (explicit)
Certification-based schemes [13] 780 not available 217 + WH(jp{+[ID])
Self-certifled public keys [2] 512 161 + WH(fp|+{ID|) not available
Qurs 780 161 + WH(|p|+{ID}) (optional) 217 + WH(p)

K. Pseudonymous KHIIE R3] W

¥ Giraulte clebgt Hele] QAF why
i AlY FELE o] ¥ARlen&E AlE 4
< 1, 2, 3), & [8]l4 Petersent ¥ FE&
“pscudonymous  self-certified public keys™@} H#e&
& W 47 Bk

%] 2. (pseudonymous AHQ)F -F7H7)) Al¥Al
Bt A N7\ selfcertified public keys)&
psoudonymous PSe} A AlgAlelA] wgalth o,
ALgALe] AlAE AR AlE)AlE o)A e7ick 2%
X oR] Af- pseudonymf ARSI TE Q4
Ak} Ayt <+ slek

2#]A] pseudonymous ARN|IF E7NF] wARNE A
A} Wt e 44 AH85Ich Petersen® blind

Schnorr A1 WAIMg AL#1A pseudonymous A}
A FAF b Z2RFE AHch(ad 2
Ax) 714 slzlae ALY A AlE- IDa A
| pseudonym PS @ Algdich 1)1 CAy i
AR AFT) (Faa, Yed)d O TEugE
T Sl AR

v AlE] ¢F 48 5HEIER Petersend] X
Zegd ATshd el AldRle A
pseudonym th4lell 2]~2] pseudonym PS,&
A=A A AHE P sle el itk aElm
Sacedniad] =EAE Ajgbdo] ofele] CAsg} <
8]8] AlAHE THE ¢ Yo A% Petersen
9] WAl Al8] g 3FALE WhERAF)A] ik

ofele] Aakalzl Zh pseudonymi AM4-iA A}
Al IR e A& ] e ' =
Folde 71 A4 W& CALl RA(Registration

Alice CA
ka ErZ,
~ _ ki
Ya = a (mOd p)
7
—— A
a, bex Z,
ra = 74 a®yta (mod p)
ea = h(PS4, r4)
EA == eA+ b (mOd q)
€a R
EA = ECA' 5A+ kA
sa
Xa = §A + a (mod Q

JR| 2. Petersen's 7] W ZREF
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o] A4t
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WA 2. dR)lae aspZl& syl Ad<slw
IDa, PSa, 74-2* (mod p)& oFHY HPHSE RA
oA A

A 3. @] 28] A& AARE F RAS PSa
& FEAL e A
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ra=( rara yha (mod p),
éa = (PS4, 7a)+ & (mod q)

2] RAE 49 ool oitt A& d=lx
oA HE

A 4. delie g9} A& CAdlA] A&

A 5 RAS] Mwg AHARE F CAE
§4 = Zca 64+ ks (mod )& Ge]ollA 441

A 6. delae ARle] viRlFIEA ohid AW

xa= Sqa+a (mod q)
a3 AN REEE PWNE TRt Al
Ak
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Vi = a*= yca YA (mod p)
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ARE AMSSHE 24 W8] 9)at uh e RA
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