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ABSTRACT

The SSL(Secure Socket Layer) protocol is one of the mechanism widely used in the recent network system.
The improved information security mechanism based on the SSL is designed in this paper. There are important
four information security services. The first is the authentication service using the Certificate offered from the
SSL(Secure Socket Layer), the second is the message confidentiality service using the DES encryption algorithm,
the third is the message integrity service using Hash function, and the fourth is Non-repudiation service.

Therefore, information could be transferred securely under the information security mechanism including
Non-repudiation service especially designed in this paper.
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Change Cipher Spec Protocol, Alert protocol,
Handshake protocolZ v}roizle) Record Layer:
change cipher spec, alert, handshake, application
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Record Layerol= wloJejel] oigh A xe} Alx) wlo]
B7t Eol7kA el pxE 2] AlsiEa SSL
Header2} SSL Body® ‘}r<izlt}. SSL Headerol
£ Message Type, WA, dloje] Zo|& =jiejm
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1.1 data® AEIUE J[HRE 0I8S0] gEMSID
A # of AL
stream-ciphered struct{
opaque MAC[CipherSpec.hash_size];
opaque content[SSLCompressed.length];
} GenericStreamCipher;

1.2 data@i S22¥ 7|H= ol25(0 UdASIOX|
B o A

block-ciphered struct{

opaque MAC[CipherSpec.hash_size];

opaque content{SSLCompressed.lengthl;

uint8 padding

[GenericBlockCipher.paddi_nglength];

nint§ padding_length;

} GenericBlockCipher;
m'%%f‘g"” | Eﬂua:mare/gnmxlmﬁ L\
(=2E [=un] [|=mee]| [oaox] [euo)
2, U li_{
3. MAC ai
4. B8} |___I
5.88L 3O
e
SSLHTE NE

a8 2. SSL #H=E A

3. SSLe HEEE AMd|A

SSLe A <%, Gas, $ANE ATsE 9
o} SSLellAl AlFshe AFollids FElo]dEL) A
w7l M2 2Rl QE(Certificate)§ ¥Rl
aelm zhzhE Apale] W QlEA e 71E=e] 9]

= F17h M-S Hele) SepldE= o)F
of ralE Ese} HAA] 4F F= (MAC
Message Authentication Code)2] AJAlell D%
FEEINE P o|RAE AW 7R ¢
Zalale] AMueA F$g) AuAE e Bt
A% okusl dzeiEs AP 58 2A
ek o] FAelM= FeloldErl AMle] AFE
T e i3 dae]Fe] B2EE AueA A
Agtar o}F FollA shiE AWt Addsld Fet
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€ ¢ ¥ ol4dich $Alabe wiAlA]
F 71 o183l ol |lHal] 1 Zalel
YA Zol9] dlolE] (o]7E& MACe|etz H-Er))
€ BEE wAAR 34 ek e SalA)
€ A8 dAAE 71E ol8sle st 4l
[ale 1 Ag AHle] 413 MACe} wladlict,

4. SSLOIM HBEEK| ZEShs Ad|A
SSLolMw aF, s, FAAE AFsa 9l
At R BAF Ay oA ek A SSL
i AFsA Rehe FAB MHag AARe
4 BAHE SSL7WF Awyel Aage A

IV SSL7Id SAE HR8E HHHUS A

1. SSLoME BAlE HESE opUF 47

1.1 Secrets A 3 Fz
(1). pre_master_secretA]4] Hby
pre_master_secret= Client®] SSLwizIv} aitigh
o8 FAse] gick Client®] WA 2upe|=R 7
AEe) glz, PR LAl AR gheEs
agulol =2 FAElo] Slek.
struct {
ProtocolVersion client_version;
opaque random[46];
}PreMasterSecret;

(2). pre_master_secret A<
pre_master_secret(d48byte)Z 2] FAFIE <
3} AJA Mz Ayl

struct
public-key-encrypted PreMasterSecret

pre_master_secret;
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}EncryptedPreMasterSecret;

(3). master_secret(d48byte) APAd.

Client2-%€] ¥+ pre_master secretd o]-4-3}e]
master_secret 443 g1}
pre_master_secret, ClientHello.random, Se
_rverHello.random 2. A1=]e] gjct

1) ClientHelo.random

Random-2- e}q}2vzme} ksl YA A5t
22 PAdEe gk
struct {

uint32 gmt_unix_time;

opaque random_bytes[28];

} Random;

ClientHello=  client_version,
_ion_id, cipher_suites, compression_metho _ds2
TAEe] g)rk client_versiont S¢ojelEL] SSL
Wad-g vehlan, session_ide sess _ione] A& 2]
Pzl Eab AR2E AAjo]s, cipher_suitest of
3wy, 453 duwlE, okl 2dd Jy
HRE 72 93, Compre _ssion_Methodi= %}
Zuhlell A% ARE 7}A2 ok Client_Hello:
vhEst zle] A glvk

struct {

master_secrety=

random,  sess

ProtocolVersion client_version;
Random random;
SessionID session_id;
CipherSuite cipher_suites<2,.2*16-1>;
CompressionMethod
compression_methods<1..2°8-1>;
] ClientHello; .
ClientHello2] 2% CipherSuites]] ¥ 7kE
S Al Anlzl FEleld Bl v Fo
A Es dsEled s wWHs Zshl
stk
2) ServerHello.random
Random-& EejojlEst 2k 729 elglags
sk ktshA AN APghes TR Aok
struct {
ProtogolVersion server_version;
Random random;
SessionID session_id;
CipherSuite cipher_suiteg<2..2*16-1>;
CompressionMethod
compression_methods<1..2°8-1>;
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} ServerHello;
ServerHello~=  server_version, random, se
_ssion_id, cipher_suites, compression_meth _ods=,
TFAd=le]  glek  ServerHello: client_  version,
random, session_id, cipher suites, compression_
methods = -7A¥]e] gt} client _versiont Z8}]
e §SL WA-& Jehla, session_idi session
o] A& =T Fok AHE ARy,
cipher_suitest &3} uby, 953} d3ElE, ¢
3 29 gk ARE 73 913, Compression_
Method = $H&ubie] & ARE 7o glch
Cipher_Suitex Clientsfl4] 2y ClientHelloS- 33
slo] Am7} ShbE AHsld ohA) ClientollA] 2]
zd.

3) master_secret

mastef_secret— pre_master_secret, Client
_Hello,random, ServerHello.random 2.2 F-AJ=o]
o)t} master_secret§Ad wpH-L MD5 3|4 ks
o1 gale] olzls} o] Al

master_secret =

MD5(pre_master_secret + SHACA’ +

pre_master_secret + ClientHello,random +

ServerHello.random)) +

MD35(pre_master_secret +

SHA('BB’ + pre_master_secret +

ClientHello.random +

ServerHello.random)) +

MD5(pre_master_secret +

SHA('CCC’® + pre_master_secret +

ClientHello.random +

ServerHello.random));
4. 71 34
FelolalE Aw  zZkzt client-Mac-secret,

server-Mac-secret, client-write-key, server
-write-key, client-write-IV, server-write-IV gt& AJ
ki

1) key_block AjAdui

key_block =

MD35(master_secret +

SHA(*A’ + master_secret +

ServerHello.random +

ClientHello.random)) +

MD35(master_secret +

SHA(‘BB’ + master_secret +
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ServerHello.random +

ClientHello.random)) +

MD35(master_secret +

SHA(*CCC’ + master_secret +

ServerHello.random +

ClientHello.random)) + [...};

2) MACe| A3 7] QA

client-Mac-secret2- client®] Mac 3hg& AH}7]
218t keydlel ¥ 31, server-Mac-secret: server2)
Macgte Al 918 keygte] ok
client. MAC_secret = key_block[0..15]
server_MAC_secret = key_block[16..31]

3) 3871 BAEAT] A

client-write-key+ client7} dataZ <}334% of
A8l FEF|7} #ck server-write-key= server
7} data$ EEE w] ARgshs FE17F ek
client_write_key = key_block[32..36]
server_write_key = key_block[37..41]
final_client_write_key =

MD5(client_write_key +

ClientHello.random +

ServerHello,random)[0..15];
final_server_write_key =

MD35(server _write_key +

ServerHello.random +

ClientHello.random){0..15];

4) 2] WERE

client-write-IVE client®] Z7] #e] Fo] =3,
server-write-IVE server®] 7] wle] o] ek
client_write_IV =

MD35(ClientHello.random +

ServerHello.random)[0..7];
server_write_IV =

MD5(ServerHello.random +

ClientHello.random)[0..7];
Felo|9l B pre_master_secretAlA] #lq o)7L
AHe] 72 dEBlEle] AMelAl BuETh
pre_master_secrety= Client®] SSLWH(2 ulo)=)3}
WUenlel Doz A=, Agghe s
A% grolvk 2r}e2 ClientZ¥€ W& pre_
master_secretS o]43}¢] master _secretAJAd 7).
el vA|Re R A AR 718 AR o
Z1ellE  client-Mac-secret, ser_ver-Mac-secret,
client-write-key, server -write-key, client-write-IV,
server-write- 1V gre] AJAxich

client-Mac-secret-2- client®?] Mac Z-& AlXlslr]
2§ keyzle] =3, server-Mac-secreti= server£)
Macgt& Al4telr] 1%k keyglo] ek

client-write-key= client7} datag <33 o
AHsle TE7)7) ¥k server-write-key+ server
7} data& 33 o ARk FEF)7) "ok
client-write-IVE client?] Z7] wig] o] =,
server-write-IVE server?] Z>]| wle] glo] v}

1.2 BME SSLEERS HHUE

B ERld At R SSLANR S o))
S AARNY 97)dAde E=llgdast ek
AEQE wAAle) FEA, w"A, Felid Ay
28] AgaAA-g A9 shasl 3

WA AxglEe AE71Hella] dFAE kg v
opy FElolelEs} Auwrt Mz wEE ) oF
off AZlFe] olFeizlet 2 tiE SuplddEeEs
A ZPE] e FINF)E o]83lo] MAC Secret,
FE710t 21HE Frell AMEE Secret ghg A9
AR g AHA AuelA] HEg) o] 3
Aoz Mz WAXE 42+ e T8
£ a2%ich 223 j48eE o83l MACSR
A}, o)A dARe] FAAEE A7) sist
o AHErek elrge g BBy ARE Pl
g o]A& AHgAle] uid, FAE O], IP i
alFelz] ot ojgAl AAHE MACs Hal¥sd A
BEE viAz]g} A Balz]= okwsl AAA )
oldEx AudA Addlm, v FeloldEd)
A ZL wPYeR WARE APgemH kRl
SSLARE T ojAVFS Ad ¥ 4 ek

(1) Notation

C : client S : server

SKi : = i9) ¥|WUF) PK; : == i) T
Ver : xt i2] B4 CKi : X% ig] F417]
Suite; : = iellA] XU 5 e gE G

2 BlaE :
Message : Message Header2} Message Content
= 744
N; : Random number®} Time stamp® A%
TEA

Message Header : AM-RMl| digh Ay A=k
Message Content : 414 dlo]e] B3

MAC : Message Authenticate Code

P AHEAL PP} oW A58 3] $17F AR
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P — QM : ARgal P7L AR QollA] w4
ME Rl aaidA
(P, PKp)Cert; : 157]3 iofld] 33k po] 1A
pre_master_secret SSL Versiona} Random
numbet 2 FAIE] 24
Pad  : ZolE 25| $I%} Pad
Msgs : ClientHello®] wjAx)5e] 2}7)=}4] o
AlA] A=Al =nE wjAlA]
M: A | B: M2 A2} B2 7435 Qlct
IMIA : AS HEIP|2 slo] w]AIR] M& tE3}
Master : pre_master_secretE Al4kele] AAF
Master7]
(M)Hash : w|A]%] M2 Hashdve]&e g <)

2y dueE

1) Connect

C > 8. C, Ver, Suite,, N,

/* Suiter= FEP|EAA AUF + Qe o
335 duels o

S -» C : Ver, Suite,, N;

/* A WA, Eslelae, Gxge) ey ~
dzas] pA A ¥

2) Certificate or KeyExchange

S -> C : (S, PK,}Certca

/¥ F7IezNE] AHH AFAE PEMY 4
22 Fjo|dEA HE ¥

cC » § {C, PK:|Certca, [premaster_
secret. } PK,

[* pre_master_secret(48byte) S AMuje] T 7|2
HEZAA MujelAR A ¥

3) ClientVerify

C > 8 : {(Master + Pad2 + (Msgs +
Master)Hash + Padl)Hash}SK.

Master : Nc || Ns || pre_master_secret,

Msgs : Connect || KeyExchange

4) Finished

§ > C : ((Master + Pad2 + (Msgs + § +
Master + Padl)Hash) Hash}Master

Master : N. || Ns || pre_master_secret.

Msgs : Connect || KeyExchange || ClientVerify
C -> 8 : {(Master + Pad2 +(Msgs + C +
Master + Padl)Hash) Hash}Master
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Master : N; || Ns || pre_master_secret.
Msgs : Connect

5) Data Exchange

C -> § : {Message;}CK,

[* BANE AR E hEsle] A 4

Message. : Message Header. | Message content,

Message Header. : Type. || MajorVer. ||
MinorVer. || CompressLen,

Message content. : {UID., UID,, IP., IP,,
MAC:}SK. || Data.

S -» C : {Message;}CK,

[ MAC #% : MAC; == MAC, */

1.3 Xighel LnalE 24

el B} MuE 42 Ale] ARz gle
241714} DES &78|&8 ¢)43led MessageS ot
Z383le] Messaged] vWAlg& ypAkslw, AlEE <)
Z713NA] AFME UF uelx] FelolddEe} A
W7l A QAgAE A2 e as, Fulo)
B2} v Az AlE 5 9JA "ok 2=ln
FeloldEr RS ol4sled MAC ANRE
o AeelAA Hdslz, = Fep|dER HE
e MACT zj4le] AJAJRE MACE wlasle] 3t
< Fhe] Hei=x] gldie) e g A$ AR
o] §240] ZF He Zolx a#x @& A%E
& Ee wEEes o ¢ 3k

¥ =il B3] Aok daelae Rl
§ e Ry BAL §2 ¥ 471 slA =3k
%, Z¥lollEs) vl Rql B4 ARE YA}
o Zge] A2 kEE dlm 3ol BHAE
g dAx)s} g oA FA7IR kEElE AlAA
A2 2 AR 2184 Ause AR
nid, FAE o]F, P F4v} glu}k o] ARE A=
8 A2 ¢38E sy|dEel URegA e 5
AT EQick 7129] SSL 3.0 oA Reluy
£ A¥sA] R3] wiiol] FeloldEs} Amale)
of FAe] aejupx NEE 5K Egch a=hd
AgkEl GwE|SolMe ErlogdEet AuEe Z7
Felgd ARE PAsle] M2 usgo e FF
FAo] Aol o5 a7 ¥ 4 A Hrh

V.28

B34 F5% dst tiEe] o9 A5E
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£& Internet® 2 BAlo R oAEe] gled,
ol2igt V==Y AL A7Ae B ARMEL A4
Bl el el ook Bl Bl A}
B Fo3X 9L A% A #HAl AkA,
Ll &9, Fai7)elld AHgE= widel mAks]e]
ofgt dl= F8% BT g 4 Sick wep
AR 3~ o]l guule) A ARET Algle]
A ¥2E e

AN B Fo| F9e] Hrlulmy, HHRFE AlKle]
ARFAN AN AA]sle v]Fe] ol i),
B m=idde AR FeAs Q2 WA,
FAA, FA84 5 A8 7R AERE AulaE
o sl 7le sgvh =3 ARET Au]AE A
F57] 93 ElE o9 sl FERE WA
UESES AT, o] Foll £ =Fe] Hio] 5
= SSL8| 7= 3 HRMT Au|AE FAsl A
9] SSL3.0-& AljkHel ARV E Mu|AE A)lEs}
I givhes Z2E 9 gl

maba] B =58 SSLE 7ule s & Zeleldd
Eo} A2 <l W FepolglEs) AMujilele F
b wAR)] wPEA 9 FEA el Bl
e BAY < 9l SSLruke) Mgl AERE
HAUEFE AAREC AN AREE e
2] AgE v} ok

A, Zele| e} Hul= 27} Q1FAE meyt
22N A% UFE 5 ok

=, 35 o143 wAAlY) DigestE A
AezA M=l delHy FAAE Y 5
ATk

A, FeloldEel Mwzlel] A=l A&
Hedwe]lEed DESE ol43le] gzEgho gk
w|x]A] 2] w]hAdE AR

WA, 71E9] SSL3.00x AUskA]| eke FolE
HE £ =FoME A 7Pl

E Ao AREE M)A Pl w]EA,
A, g U FelBs) Mujar) o sleE A
Aslgom, FFo] ko g AARE Hrn
I WAYEE Web SAol4 A9F ¢ gl A=
g Teslaal gk
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