DEri=

=& 01-26-2A-1 FLEA 8| =8 R) 012 Vol.26 No2A

2l a AW A 2HolA Al 7
g7k EAle] Kt A2 A

BN L A4 T, A A e

Design of Role-Based Access Control Secure System on LINUX
Server Systems without Kernel Changes
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ABSTRACT

This paper applies Role-Based Access Contro}(RBAC) policy for solving on the security problems when it will
be operated several business on the Linux server environments and designed the RBAC_ Linux security systems
that it is possible to manage security systems on the Linux environments. The RBAC_Linux is security system
which is designed for applicable on the Linux environment. The applying RBAC model is based on RBAC96
model due to Sandhu et al. Therefor, the using designed RBAC_Linux security system on the Linux server
system have the advantage of the following: it can be implemented scrver system without modifying its source
code, high migration, easy and simple of secure managing.
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<et778]% 1> RBAC_Linux £33

while ( count < init )
{ gets username and password;
if match username and password
{ if set session
search role_table(username)
case found :
display active_role_sets;
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select ARS;
assign selected_ARS;
case not_found :
puts “You have not the
assigned role.”;
return;
}
otherwise {
increase count;
puts “tty again, mismatch
username and password”;

}
retumn;

4. RBAC_Linux ¢i&
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