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A Design of Security Protocol for Mobile Agent Systems
Applying the Identity-based Digital Signature Scheme
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ABSTRACT

Mobile agent system comes into the spotlight since it contributes largely to mobile computing on distributed
network environment. However, this system has a number of significant security problems. In this paper, we
analyze the components threatening security and solve them by employing appropriate cryptographic methods. To
accomplish this, we suggest a new mechanism to solve these security problems of mobile agent system by using
1D based key distribution and digital multi-signature scheme, which are security methods that users sign the same
message electronically.

The proposed protocol is designed to simplify the distribution and management of key, to simplify authentica-
tion process, to provide authentication and nonrepudiation service for the platform which execute the agent and to
guarantee the liveness of agent, and confidentiality and integrity of execution data. It also detects the modification
and deletion of message immediately by verifying every step of agent execution at each server.
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