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Design of Cryptographic Processor for AES Rijndael Algorithm
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ABSTRACT

In this paper a design of cryptographic processor which implements AES Rijndael algorithm is described. The
processor has structure that 1 round operation is divided into 2 subrounds and then each subround is executed
for four clocks. To achieve average throughput of 1 round per 5 clocks, subround pipelined operation between
current round and next round is applied. Also to eliminate key setup latency time, on-the-fly generation scheme
for round key is adopted. To apply the processor to various applications, three key sizes such as 128, 192, 256
bits are supported. The cryptographic processor is designed using 025 gm CMOS technology and consists of
about 36,000 gates. Its peak performance is about 512 Mbps encryption or decryption rate under 200 Mhz clock
frequency and 128-bit key ECB mode(AES-128 ECB).
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