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ABSTRACT

This paper analyzes Security Performance and Processing Performance to measure performance between nodes
by using AH and ESP protocol, IPSec VPN provides application with security service implemented in IP Layer
while traffic cost and packet processing time is increased by encryption, decryption and authentication in AH and
ESP. We measured overall packet processing time and IPSec module processing time. The result of the
efficeiency test showed that the factors of influencing electrical transmission efficiency were the size of electrical
transmission packets, codes used for tunnelling, authentication functions, CPU velocity of hosts, and the
embodiment of IPSec; for a high capacity traffic, IPSec wansmission was not appropriate, because transmission
velocity was delayed by more than ten times in comparison with Non-IPSec.
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