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ABSTRACT

Unlikely unicast transmission, there are many elements that threaten security. Thus, key management of
creating and distributing group keys to authorized group members is a critical aspect of secure multicast
operations. To offer security in multicast environment, the recent reserches are related to most group key
distribution.

In this thesis, we propose a group key management protocol for efficient, scalable, and multicast operation.
This proposed protocol architecture can distribute traffic centralized to the key server. since the group key
rekeyed by sub-group manager. The detailed simulation compared with other group key management protocol

show that the proposed group key management protocol is better for join, leave, and data latency.
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