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ABSTRACT

As the need for stable and high speed wireless Internet service grows, the wireless LAN service provider
hurries to preempt wireless LAN service market. [APP(InterAccess Point protocol) is defined to be able to
provide a secure handoff mechanism of wireless LAN terminal information between AP(Access Point)s, and the
related IEEE standard is IEEE 802.11f. For the secure handoff of wireless LAN terminal, it is necessary to
transfer terminal’s authentication & accounting information securely from old AP to new AP. IEEE 802.11f
recommends RADIUS server as IAPP server which authenticates AP and provides information for secure channel
between APs. This paper proposes IAPP server using Diameter protocol to overcome the limit of RADIUS

server, and describes about the interaction between server components and integration method with the current

IAPP client system.
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Z+(PairSA Generate, GroupSA Update & Mgmt)&
#Z38lt}.  APQIZDBol= BSSID¥EZ BSSID
Secret, IP5=4>, Transform ID(3}&3pk2] AHID),
Authentication ID(vl|A|#|84]81Z4}4] AHID)5o|
A= 7, SSIDWE Group SAA NI} A=)
AP<lE DB whE A&t 7Me] 7hssle] Al
o] Ase A F QRS wlmelde]euo]x
(Memory DB)E Al2algich. o] Hhe] Group SA
] update timeoutA|7Fe- AR APYE
Configuration X5} #|A%¥ A]7kvlc} timer event
Z WA 7] timer®-go] St

287} QlEHo) A8 3le] F= i F8d o
e gkl e 7R eE 2t A" vl HE)
2 s T felell viAxie} oMIES FAle] 3}
@ 4 ol ARTEE ek 7ol A exieeld
el Gnput_q0) e} FE=(del_queue()
Eslojut A2o] 7lsslar 3= mutex lock
AHgate] ol gk gAY S Bejl 18l 5
£ 5ol ApEAtzel] digh aslelck

o wju rlo

«OIHIE S DIIAIXI 7 (NASREQ Queve) & RtEFE

enum {

DIAMETER_IAPP_REQEUST,  // AA-Request E= AA-Answer
DIANETER_ | APP_ANSWER, /| M -Request SEi= AA-Answer
DIAMETER_ I APP_T IMEOUT , // GroupSA Timeout

} eventType:

typedef struct _QUEUE_DATA{

eventType etype: /] #0A BAS Event BF

void * msg: /! &R DIAIX ZQIH
void = etc: /l i@ |D S8 X8 3%
} queueData:

typedef struct _EVENT_Q {

int front:

int rear:

queueData data[MAX_Q]:
} EVENT_Q:

EVENT_Q NASREQ_Queue:

«O#IE % DIAIXI 77 (NASREQ Queve) 2IE2Bt<= Prototype

queueReturnCode input_q(EVENT_Q * queue, queueData data, ...):
queueReturnCode del_queue(EVENT_Q * queue, queueData *data):

a3 5. §+9 AEF= ¥ Prototype
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Diameter Base Protocol -%; Timer ¥-%; [APPmain ¥-5;
APS-E-E3] APSIZDBE o]Fo%l Diameter IAPPA{H
dipe FelollezRE 24+ AA-RequestlAAE Az
33 F714”] GroupSAZHALE- $isle] fo71Hsl Aeake
& 5300 FERKL of7lellis o]9l 22 Diameter IAPP
e} 2l wlAlA] Hellgel disle] Al
Diameter IAPPA{H= 37| 37}#)2] owlEE- 2e]gkc})
A= GroupSA timeout ¢|¥lEF Configuration I}
olol] AA=o]A] TimerZEolr] F7IHeE HAE=
oMl Eo|c} [APPmain 5> A|AHAlel| Configuration=}
19| TimeoutA|Zhe- efe|HFE FaliA] Ele]nol] AlE]
sk, el L A7kl Z52] Timeouto|WIES
ANFNRL olF S855 S3iA IAPPmain 5ol A
gtk Timeout o|WlE7} #hlshA TAPPmain -5 )
g 3ESle] Grouwp SAE 7JAlsla Al
GroupSA+= t}A| AP<IZDBe]| #|Akglck

|Registration Request 2l |

BSSID,
BSSID Secret,

APRIE
Configurat]

APSER

HEGlRequesm el
REG Request

Jlsel g

Pair A GroupSA

|Generate Undate &
Mgmt.

D AA-Answer
(Group SA)

¢ AA-Request

EHOIH 7

18] 6. IAPPA]r¥{2] Registration Request#|z]

Al Registration request oJ@lEolch 7] 62
Registration ~ requesto|Ml E2]  zelz}ale  HojFc)
IAPPAIHo]  AA-RequestiA<7} =25}H  Base
Protocol-& E2RgE oA -§-8515 53lo] IAPPmain
wEo]| gl [APPmain Eol|4] AA-Request WA
A5 ukew  “Service-Type” AVPE 7}A|aL o¢]7lo]

B
xl

g

t J=e X E 7 Diameter LAPPAIH 9] A7)
Registration Request8l#| opdz| 5 3} wjA#]7}
Registration Requestd] 7§ IAPPmain®5-2  vfA]#]
£ APSEFE E3lo] APSEREA AHdslaL AP
E 52 BSSID Secret, IPF4, Nas-Identifier 5-2] #
EE APSIZDBe| AARKL 1 tgell 71RI3E
3Z3) Group SAAHR(FZIHCR A=l Sl
GroupSA)E APRIZDBENE $olEoaL o|F 233}
£ AAAmwer WAAE AAE] Aol Yol
Base Protocol Mty Base Protocol-> AA-Request
= B TAoA AA-Answerm|AJA]E Wulich

A= IAPP requesto]dlEolc)k 18] 72 IAPP
requesto[HlE2]  AHelA)S  HOFECL  IAPPA{|<|
AA-RequestH] 2| 2|7} =2l5pA Base Protocol-S- E=3gF
HAAE S87E E3lo] IAPPmainR-Eol| A3}
IAPPmain 2-5ol|4] “Service-Type”©e] IAPP Request3]
AA-Request|A]A]E  Hiow  F)FR|3E 5SSl
Pair SAA XS AJA15)aL Regis- tration o]dl EAJe]| 2}
3} F9Ixl 77kPair AP)©] BSSID Secrets} PFs 4
BE ¢HoiERIc}k Pair SAAR: IPFAARE) 3
Old-BSSID-Security-Block3} New-BSSID-Security-Block
OF uhsozl Fol| zhzte] BSSID Secretel] ©slo ¢
35| AA-Answerslel] F744] A4S F51e] Base
Protocol 2 Hilj#lt}. Base ProtocolZ AA-Answerv|A|
A2 AA-Request= Ryl TAolA| xxlick

IAPP Request 2|

GroupSA timeout
i L]
Configuration APESR
R T -
uesl d
Pair A GroupSA BPBE
Generate gpdala
\‘_ Mamt. (i
% BSSID,
BSSID
............. Seart

H&ER

23] 7. IAPPA]H 2] IAPP Request*]2]
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