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ABSTRACT

Nowadays, the development of wireless communications provides a convenience for many people. On the
other hand, the openness of wireless communications poses serious security threats and the security of wireless
communications is necessary to support the secure communication channel. The common security method on
wireless is the stream cipher that generates the pseudorandom number.

In this paper, we propose the usage of the nonlinear function S-box and the mechanism according to it in
stream cipher as the study to securely protect data transferred on wireless communications. Besides, it goes
abreast a study on S-box with the best random characteristic among the used S-boxes on wireless
communications. By means of test, we investigate the most appropriate S-box of DES on wircless
communications environment and prove the efficiency of the proposed model by comparing and analysis of the

randomness of the based stream cipher and the proposed model.
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Sbox_row = gb[0]*2 + gb[l];
Sbox_col = gb[2]*8 + gb[3]*4 +gb[4]*2 + gb[5];

Sbhox_out = Sbox_input[Sbgirow][Sbox_col];

Asle S ARagck E 1o AjkRdleA ALS-
=

Sbox_rowi= @Al A4 5‘ HEF A
v]Eq] gbl0]9} A H|EQ] gb[1]S AME-s] A4t
5 Anghe AAshe WeEA, 38 AR A3

S- vlepdic)h Sbox_col-2 @skAlel|lA] A% 3~6
WA u]EQ]l gb[2], gb[3], gb[4], gblS]E Alitsl
o8 ZA#lsl= WSo]c}. Sbox_out> Sbox_inputal
g ol el AR i) de] greg syt

20
Copyright (C) 2003 NuriMedia Co., Ltd.

2% B9 39 EH3e i

oL 5 WA 3 - AFHUFeEA 7]ESY
DES Supssl zke wpoz oS AT A4
doll 2931 Al4te] Fihe Fo)7]| fal b £ 2
o} o] 7z} /mIER 33} AL AR s W
olct. F Wi 3 - A wAUGSE $1% Supe] F
AL 4X1634ql sub~g sX8ad = AFA 74
gt o] o, sx8sid® A3t o] FAE 4749
zb &) Awle] == o] $)AelAM shie] e
T MR o] Ui HREL 3hA geE, sy
2 FHA oz A 7]Ee] 4X163de]
FEAMo] WAHA YEF AU} «lE 5o, 3
vje] o] [1,2,3.4,5,6,7,8,9,0,11,12,13,14,15.16] 2
o] FAEe] g1E o, SdAEE s1A] % FE
o] s o] =w, SedHZt FEL2 FlH 3
o] HEE sokilct

x2 FHAH-duAdE

Sbox_row = gb[0]*4 + gb[1]*2 + gb[2];
Sbox_col = gb[3]*4 + gb[4]*2 + gb[5];

WA oo wiFUEe] AR AS 3ue)
B 3 A ool st o
A ehigla, adsEE R HA o -
Q@ WAEs FU% A8 ehich
subag ki o ZeulEe o8 )
o] YT 4 alvk

Ot =0 S5O0t 5] 3)
oA714,  Out ,,. = SU2E F9EP] A9 &9
o224 QA AR EHE Aulste, S
Atredoly AMgsh= 31ole] subaE el
AogA @l &3h= eIk Out 4,
@Al 5oz SutAE SRt o] 29
oulgict ol23t WHoE BE S 3%

dr l'lF

ru|o r]r

wdle R 7} w|Ee} £AYE XORE a5}
Giailo

£ |

V. 23843} 2 34

# Aol AR 2] o
A2 AHZE
4al 7Fg $E AAELL 7P DESS] Supse]

e Age A

www.dbpia.co.kr



=E/FAAd g DES| Subxo #F AF

gk Age ek Axle] AL FFs7) S8 7|
Zo wdyl AgE meld] iyt AFAAE W
- pAska, FAE 2Ee) Sla) 8 sue)
Zztol gt ASIElAEE Al waa g,

A1§1374L IBM peellA| Clol & AMgslals,
o4 HAEERE ] Walkerr} %WHE  Ent
Pseudorandom Number Sequence Test Program-2-
A28 12).

1. 712 2%

Alglo] AHEgF F v]EL oF 153600]E0) 1, o] A
A H|EE ealoE thre] ApiA afn|Ee W
AL Agsla, oS AAe} FHA aFHEE
A algAde Ad, 2 ke Ahidel FiA)
a0 s A 2ENES §ha) Agslsls W
e AMgsiglel & 32 @A) seral correlation
& Age 7Asje] dielck edwle] AFIAEelA
arithmetic mean = W] 57.0)°] ke Aejelae
7)o w5 56.002) kS &4 §lar, serial correlation
o] zke 101 v|Eke] 0.09vHe] Fhe EFHehs A&
Aelslus Ao i 0109 ke M55k

2. 2 setAE BB 28

B AHol|x]i= DESQ] 87 Sulx Fof 7} F&
WA EHS 7lAe SukAE Fohflm o SHEAE
Altzdlel] #-857] 9184, 2} Sukel wigh Al
g H2Egc) HAEE 93 7 SRaE AQR
de] el we} 258 Alo|Hd] 2gaje] A&
glojalaiict. 8709] sutx wlwE ¢ls] AL8€ %
H|Ed= oF 305000 ERA 127922 ire] AFs}
ek 23 32 7 Supxd] digk dldElAE s
olch. AYAAE Fal 87)e] BE Sutrrt 7|E9
apne} o $2& APSAHE 7 A ohE
t AKE @ 5 sl AR SHkA Pl 71
& AREAS e Sutae 42 ehc

3. 7|E nde] AyAs}
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56.8852 0.101178
56.7131 0.020351
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57.6107 0.109424
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57.2881 0.112420
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56.7447 0.084738

Copziright (C) 2003 NuriMedia Co., Ltd.

E 5. FUA o -d vFfE

Arithmetic mean Serial correl_gtion
57.7377 -0.044541
57.5328 -0.093626
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57.3082 -0.037564
57.5820 -0.054280
57.5059 -0.061407
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