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ABSTRACT

In mobile agent environments, cascaded delegations among places occur frequently due to the mobility of
agents. Cascaded delegation in mobile agent environments can be defined as the process whereby the delegated
place delegates the rights of the delegating place further. The representative study for delegation in mobile agent
environments is Berkovits et al.'s study. Their study only defines the messages that is sent between the place
executing the agent and the place where the agent migrates. Because their study considers only the delegation
between two places which participate in migration of an agent, it is inadequate in the situation that the cascaded
delegation is necessary. In other words, the relationships among the messages sent from and to places is
necessary. However, their study does not exist the relationships. In this paper, we propose a delegation scheme
that provides agents with secure cascaded delegation. The proposed scheme achieves the goal by nesting each
delegation token within the signed part of the next immediate delegation token. We prove that the proposed
scheme is secure against the attack of replaying a message and of substituting a delegation token.
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1| Delegator | Delegatee Sigppageier(DA DT
DT:.: | b l D Privilege 's Nonce) Timestamp Py

a7 5. S =D 7=

a3 54 DI HAR] APEA
(Delegator_ID), ) 2] #}2] Al )
(Delegatee_ID), 9131417} s19191AelA oishe
HUgKPrivilege), DA vilA|A]e] whpel] ohgh £]9)2}

Copyright (C) 2003 NuriMedia Co., Ltd.

©] A7(SigeieguorDA’s nonce)), $19J¢] FE A
ZHe vEhle B}l 2Bl Z(Timestamp), ©]4e] $]
JEZ(DIp.) o2 FAEC) o9 EES
WEAZE WAL o)A gl EHjo] 2o 23 9]
B 2% FAonNE $YETS BEdc) wd,
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dnElE 1 Edelx Pl xl S8 2713
dispatch and execute #4 with DTy ;
// DTy, is the token of MA's creator
if migrate(P,;) is executed in M4

then
{ send DE(F,, Np) message to F;
wait until DA(P, Sige (Np). Ng)
message is sent from F,;
auth_result < verify(Sigp (Np )3
/1 Sigp, (Ng,) is in DA
if auth result is false
then discard #4;
// terminate cascaded delegation
DTp «— createDT(Fy, Fy, Privg (F),
.."-'ag‘.,—.‘(.f\}} ) tp, DTy )i
send #4 with DTy, to P
}

d3e|ZF 164 P& DIp s X3 MAE T~
g F gl wlef MAS] A3 Fo PR
o] o|F7} 8=, P& AMle] ApEzAle} Wi
Np & A% DR vAAE P2 $21% 3 PR
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//F; receives DR(F;_;, Np_ ) message from Fi_,

// handling E;_,
send DA(F;, Sigp(Np_ ). Np) nessage to F;_;:
if ¥4 with DTp arrived fron F;_,

then

{ auth_result — verify(Sigp_ (Np)):
/1 Sigg_ (Np) is in DTy

if guth resuit is false
then discard #4:
// terminate cascaded delegation
}

resume the execution of M4:

// handling P,
if migrate(F,,) is executed in #4
then
{ send DR(P,, Np) message to P, ,:
wait until DA(F,y,. Sigp, (Ng), Ng,,)
nessage is sent from Fiy,:
auth_result — verify(Sigg, (Ng)):
/! Sigg, (Ng) is in DA

if auth result is false
then discard #4:
//terninate cascaded delegation
DI, — createDT(F; P,,,, Privg(P,,,).

ﬂ%(%+l )' tﬁ' DTP«-I.) :
send ¥4 with DTp to Py,
}

F= i3 AR 34E AXA, PoLENE $)
QJEZ DIp.o] EFE MAS 218 F, MA9
A ANglck wlef MA2] 3 Fol] SEe] A
HlA Qo] MRl A9, P2 ARAle] Azl o
s Np.o2 AE DR WARE ST AL F
SEHE] DA wjAA]e] A& 7|clRic) o] df, §
E4€] DA vAR7} 4415l 73§, P2 DA w4
A12] Sigs(Np.)& Z3%ck ZHF A3 glFe] A
3 A4 P2 SE AEIAE 2AsP] 918 SR
| XA E AAJEle] SE 441%kc). SR dAAlE= Py
o] APz}, Nell tig P2 A4, $19EE DIp.,
AMu]ze] Azaig Aok SR wAR1E AR
S SR vAA] Sigp(No)et A9 9109 o
o) 5 DTp..o| W8-S FHFqc} FHFe) 4
33 =, Se 233 Mulag g §F
ZAIE SA VARl o} P22 A Kok

3.4. F AL
# AlE ARk e 5 Shge Ajele
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/* F, receives DR(F,_, Np ) message

from F,_; */
// handling P,_,
send DA(F,. Sigp (Np ). Np ) message
102y

if MA with DT | arrived from F,_,

then
{ auth_result — verify(Sigp_ (Np)):
/ Sigp_ (Np) is in DTp |
if auth resultis false
then discard MA;
// terminate cascaded delegation

}
resume the execution of MA;

// requesting a service to S
if request(S.service) is executed in A4

then
{ send DR(F,, Np) message to 5

wait until DA(S, Sigg(Np ), N;)
message is sent from S
auth_result — verify(Sigs(Ng)):
if guth resultis false
then discard MA.
// terminate cascaded delegation;
send SR(F,, Sigp (N;). DTy _,. service)
i rmessage to S
receive SA(S, service, result) message
from S,
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