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ABSTRACT

Packet classification is an important factor to support various services such as QoS guarantee and VPN for users in
Internet. Packet classification is a searching process for best matching rule on rule tables by employing multi-field such as
source address, protocol, and port number as well as destination address in IP header. In this paper, we propose hardware
based packet classification algorithm by employing tree bitmap of multi-bit trie. We divided prefixes of searching fields
and rule into multi-bit stride, and perform a rule searching with multi-bit of fixed size. The proposed scheme can reduce
the access times taking for rule search by employing indexing key in a fixed size of upper bits of rule prefixes. We also
employ a marker prefixes in order to remove backtracking during searching a rule. In this paper, we generate two
dimensional random rule set of source address and destination address using routing tables provided by IPMA Project, and

compare its memory usages and performance.
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Rule Search

get DA and SA of packet P
Index = DA_index & SA_index;
if (IndexData.attribute = null)
get RuleInformationPointer
else
get MutibitRootNodePointer
PrefixFlagli,1]=1;
PrefixFlagli,2]=1;
for(i=1; i<N; i++)

for(j=1;j=<2;j++) /* 1: DA stride node, 2:SA stride node */
{
get MutibitNodelnformation(NextNodePointer)
if(NextNode.type==Marker)
get SwitchPointer for Prefix Nodeli,j|
else
perform treeFunction(node.IPB, node.EPB, DA _stride[i,j|)
if(node.EPB(DA_stride[i,j]) = null)
PrefixFlagl[i,j] = 0;
else
NextNodePointer=node.NextPointer+
CountOnes(IPB, EPB)
end if;
end if;

}
if (PrefixFlag[i,1]==PrefixFlag|i,2|]==0)

RulelnformationPointer=node.NextPointer+
CountOnes(IPB, EPB)
break;
}
end if;
return(RuleInformationPointer);

I3 8. 7 i E AY daelE

V. Hi22]| A2 3 2N 85 B

B =i Agkshe R 2R SR B8 7
A= "ol gl A glo| B3} ¥ o tﬂfﬂ
H|E9] An 9 o} stride = vld EQIEE A
Asle HE v|E Ef] vER] AR gHo|EE 74
ok

1. QlE~ Hols

Jdx dHo]E2 £& FAsh= DA¢L SA9 A
8 HlEd &3l 7z ddA 99 DAmpex$}
SAmpex 3¥e] A2 A FAE Y2 HelE
Fa2 ARSSld E A digt $4 2 RS
$13 HE v|E FE rof FohEE IQEE
AAskaL st

struct index_node

{
attribute; 2
multibit root node pointer (or rule information
pointer); 16

attribute= £°] DAinpex, SAmpex7} 235 1€~
7} Ml S, & T4z o)t a1y
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struct bitmap_node

{
attribute; 3
internal prefixes bitmap; 15
extending paths bitmap; 16
next child array node pointer(or rule
information pointer, switch pointer); 18
i
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