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ABSTRACT

This paper proposes a RSA crypto-processor for embedded systems. The architecture of the RSA
crypto-processor should be used relying on Big Montgomery algorithm, and is supported by configurable bit size.
The RSA crypto-processor includes a RSA control signal generator, an optimal Big Montgomery processor{adder,
multiplier). We use diverse arithmetic unit(adder, multiplier) algorithm. After we compared the various results, we
selected the optimal arithmetic unit which can be connected with ARM core-processor. The RSA crypto-processor
was implemented with Verilog HDL with top-down methodology, and it was verified by C language and
Cadence Verilog-XI.. The verified models were synthesized with a Hynix 0.25um, CMOS standard cell library
while using Synopsys Design Compiler. The RSA crypto-processor can operate at a clock speed of 51 MHz in
this worst case conditions of 2.7V, 100°C and has about 36,639 gates.
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Table 1. Comparison of Big Montgomery Algorithms

45%+2s+1

2s%+s 4s°+3s+1 |5s*+4s | 2s%+4s | s+3

28%+s 4s*+s+1 [5s%+3s| 2s%+2s | s+3

2s*+s 4s’+s+1 |7s™+7s| 3s%+7s | s+3
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Table 2. Modified Big Montgomery Algorithm(FIOS)

(C,S) := a[0] * b[0]
t[1] := C
m := S * n’[0] mod W
(C,S) =S + m * n[0]
forj=1tos -1
(C,S) := t[j] + a[j] * b[0] + C

tj+1]:=C
(C,S) := S + m * nfj]
tfj-1:=S8

(C,S) :=t[s] + C
tls - 1] == S
tfs] ;== C
fori=1tos-1
(C,S) := t[0] + a[0] * bli]
Cc,S) =1t[1] + C
t[f1] := 8
m := S * n’[0] mod W
(C,S) := S + m * n[0]
forj=1tos -1
(C,S) := t[j] + a[j] * b[i] + C
CcS)=tj+1]+C+C

tj+1] =8
(C,S) := S + m * n[j]
thi-1]:=S
(CS) =t[s] + C
tls - 1] :=8S
(CS)=C+C
t[s] := S
if (t[0]&1)
=1t +Mn
t=1t>1
u=t-n
if u > 0, then return u[0], ... , u[s - 1]
else return t[0], ... , t[s - 1]

Big Montgomery Processor

73] 1. RSA o] 413 wbA7|e} ¥) Fawle] Zaay 72
Fig. 1. Structure of RSA Control Signal Generator and Big
Montgomery Processor
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2ZAA7F 4lst 91y wlEZ} H) 2048B]|Ec|m R
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Aol 71 Fasicl

sA719} 79 @717} oh2y] el {4
2—1 AAhe & 7folle FAle] B We] diks

g Fol glAe FYsle F2E gk webd F
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FA 4 QAarix] =2xA] Ho)h wep e
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43 $4ble A Azle] UF 2E=E AMSE 4
Slct

4l w|Er} FHoj 2048¥]|E olumR 4|8 =2
717} 2455 FA Qo F4 A 4kl 2
Alo]Z 71 Hojx|A "k 64 * 328 E 477}
32 * 328|E $Ab|dc) o] & HHE Z2A FHA
(89.15% Z7h), 64 * 328|E HAb|S ARSEbd 32
* U E S Hc) ko] 29 lolE +F 2
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weta] B =RexE ddnt AQAAZRE A3}
s}7] $13}e] Radix-4 5% Booth dwe|F+} 3 : 2
Mgl AR 7K1 o]43t dH~ E|E FAE
A& Aldslz|2 gl o] FHASE b=
1443 MHz®| 452 Ex}5}0, nand2 Alo|E 7]E
o2 of 212799) WAL Zer)

flo

5
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VI. RSA &3t ZZMMQ| T8

1. RSA 2538t Z2AMAMe| X

¥ Zavz] gwelEe] RSA h5s) d4ks 3
s A], 128, 256H]E TlAlL 128B]E FA4l, 128H]E
FA 4 d4ade] "k FA vH ‘_’ﬂ’7 |
(Multiply Accumulate Unit)S- AAshd, Bl4l, =2
FA damt £ A o dike FEA
odom ok v A "J*} 4 °ﬂ’§l‘a‘ 25 53
a1#] dgellE, F ik 3 gle
o2, fze] Aoz 34 EJ‘:]'- mei £ =F

ol RSA 53} ZRANS wAS A7)
7] $l8led, $xblet JMbE HEE Ak
18] 5= Fo|Z 7 A|A|(core-processor) 2} oFE 3}t F
3 2 A|A(co-processor) 2] QlE]H|o] AZ WolFc) F
olz@AM e} ksl ZZIAAME AMBA HAE
Eaje Q1 2sl)

ARM instruction set
includes configurable
co-processor extension

2% 5. ARM Fo]L2A|x2} RSA IIZ2AA 2 glejsfo]x
Fig. 5. Interface between ARM Core-processor and RSA
Co-processor
1) Hloi7|

A|e7]%= Smart MACe]| alw} Aol a3k A
o] AsE Ml st vzl Alejsle] Baj
BHee Yoloxs s | stsick A
al4lke] 9loA]= Smart MACS- o]-8-81o] 3ltd RSA
7] ﬁ;ﬂ]o]i\'— 2]3t = R B 4 = g 2 u)
Save] dueEs ol4%t wEE F4S AYst
T2 AA 53 AE FEA Aol AEE IH
shul, olo] AR AA2E] Tl AelE st 3
G Fash 97l [ 29) xS A TR
4% Smart MACe]u} A% 28] sjale] &wrt ¢
& ol e Fao E Wy 4 o] A
o it/ 7] | 2ole] S REF skl 2
ok SR e ANAD ZAE AYEES
o] grk.

£ 7 Aol ¥ Favlel duelEe S
al7] glal 7 AR AASHe Aletalselch

2) Smart MAC

Smart MACS 1280]E°] 9l= wig|E 7jHog
slo] 128H]E tig)e] 41, Al 2 256M]E ]9
22k 4 ol4Kmultiply-and-accumulate)-2- A1} =
2 AA=gck 7|EHgoe g 1288]|E =7|9] A&
B 6705 WAsle, o] HAIAEE o]83le dedt
AxLS FalE 3 A A EE §lar Sii=8

Mlsh 541 olgstel, el mieh S
golt AAZE e ol8die] We FUNES
k3L Qlr

Smart MAC <14HS- 9]5le] 64 * 328 E Z4l7]c
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gule] olalte] TQshe, 1280 EL] Ailel= 61
o] dxte] dgsje} 2} 32 * 328 E F4b7|e}
E 7HI7E 0|83 79, 256H|E Aol
16M2] olite] Fashe, 1288]ES] Azjel= 10W
o] qlile] F a3tk
3 82 Smart MACHA A|sh= A4bES vl
g+ Zo]ck

¥ 8. Smart MACo||4] A el ol4t
Table 8. Operations of Smart MAC

(REG1, REGO) = (REG3) + (REG1)
(REG1, REGO) = (REG1, REGO) + (RINO)
(REG1, REGO) = (RINO) + (REGI)
(REG3, REG2) = (RIN0O) + (REG3)

(REG3, REG2) = (REG3, REG2) + (REG1)

(REG5) = (REGO) * (REG4)

(REG1, REGO) = ((REGO) + (REG5) * (RIN1))

(REG1, REGO) = ((REG1) + (RINO) * (RIN1))

(REG1, REGO) = ((REGO) + (RINO) * (RIN1))

(REG1, REGO) = ((RINO) * (RIN1))

(REGO, carry) = (carry, RINO)

(carry, REGO) = (RINO) + (RIN1) + carry

(carry, REGO) = (RINO) + (T(RIN1)) + carry

set output REGO

set output REGI

set output REG2

(RINO)

= (RINI)

(RINO)

(RIN1)

(RINO)

2. RSA 253 =2AMAMe| &4 Zo}

AekEl RSA ols3} ZgA|x+= Verilog-HDL-S-
o]g3}le] &}3FA] AA HFA](top-down methodology)
o2 AAF e} Cadence?] Verilog-XL-S- o]-83}]
diE e 10000042 AZS  solHs
0.25um CMOS standard cell z}o]Hz2]E- o]-83}
o] 3L slglem, 2.3(V), 100(°C) ot 2A1elA
Eakglc), WA-S nand2 gate 7]5C & report3FSith

F 9% RSA Ao A% WA7]e} 44|, 7Mb|
£ Egshe 9 FawilE] ZE2A47F AR RSA
33} Z2AAMC] A AFfe|ct

¥ 9. RSA ot&sl xaAxe] §H4d Azt
Table 9. Synthesis Result of RSA Crypto-Processor

RSA ¢33} ZZA A
36,639 gates

19.49 ns

51.3 Mhz

17.63 mW

3. RSA =3t Z2AMMe| s EIt

X 10& Agkel RSA otsslt Z A9} o
RSA §t&3} Z2AME wlagh Zlojvk & =il
A A|gkgt RSA <t3st T4 ohd RSA &
3} Z2AMEC o wE 2 FaeE 7, A4
4315 RSA §15s} zaAMuct wAe] 2 =4
=gic}. ¥ e darelEe] FIOSE A3t
Aikat wime] Aleje] 3E £ Aol &= 79
S} whelzl f1lojelar Azt

2|3 £ el ARkRE RSA shEst Z2A4
£ R RSA 53} zaAMRc dekit viE 2
o]= x4k}, Fudan Univ.e] RSA 9}&3} 24|
Arc} tlekil v|E Zol g A|UStER, Alo] F-#2
W3 Zole webd Wze] FRRE Aes Azt

B E=Tede WAd Alzgle 38317 915k,
Al Azk} w3 g 7R f4elwt HAskE g A
o] opal, Al Azt HAH mF WEF - e
HA 3% RSA 33t Z2AKE A3kt

¥ 10. RSA ¢}&3} Z2AA9] u]aL
Table 10. Comparison of RSA Crypto-processors

14(K) 38(K)
1024 W) E configurable | configurable
o (51271024) (12872048)
5(Mhz) 40(Mhz) 51(Mhz)
0.6(um) 0.5(um) 0.25(um)
- Yang's 74 | 8 &1y
1] 2]
Foad | smae | exas
- gz FM (FIOS)
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