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ABSTRACT

Transport Control Protocol (TCP) has been implemented in software running on CPU in end systems, and the
protocol processing has appeared as a new bottleneck due to advanced link technology. TCP processing is a
critical issue in Storage Area Network (SAN) such as iSCSI, and the overall performance of the Storage Area
Network heavily depends on speed of TCP processing. TCP Engine implemented in hardware reduces the load
of CPU in end systems as well as accelerates the protocol processing, and hence high speed data processing is
achieved. In this paper, we have proposed a hardware engine for TCP processing. TCP engine consists of three
major blocks, TCP Connection block, Rx TCP block, and Tx TCP block. TCP Connection block is responsible
for managing TCP connection states. Rx TCP block is responsible for receive flow which receives packets from
network and sends to CPU. Rx TCP performs header and data processing and sends header information to TCP
connection block and Tx TCP block. It also assembles out-of-ordered data to in-ordered before it transfers data
to CPU. Tx TCP block is responsible for transmit flow which transfers data from CPU to network. Tx TCP
performs retransmission for reliable data transfer and management of transmit window and sequence number.
Various test-cases are used to verify the TCP functions. The TCP Engine is synthesized using 0.18 micron
technology and results in 51K gates not including buffers for temporal data storage.
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I. Introduction
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out-of-order®] 25, 3), @ sequence number A}o]
ol A& AgEE & AEEZAN AAHA] i
A dlER] S 7o) A A sequence number
o] E A7]a FHA dEE FASIAICL ®
W #71x%] Acked End Sequence Number<}
Sequence Number Management Tableol] *1%5l <l
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Acked Start Acked End ‘

Sequence Number Sequence numoer
FRovd Start FRovd End @ D @ &1 &2
aEnrs | somges
@ 0 120
Powe | ® 121 129
| = < Sequence Number Managerment Table >
| @ 150 170 —
x M=
@
\ i i ® ©@3|®@ @ 61 &2
I ~ | |8
‘ ® P [ = | ‘:i'u 5-3|@ @
L= | = | (M= (1]
‘ ] 0 0 ‘

8 10. Sequence Number Management

Eg] Alo]e] Alo] A= ZF 54 Acked End
Sequence NumberZ} JdHlo|E |31 o]o] Acked
Number®} in-orderq! <lE=]E
Sequence Number Management Tableol|4] Zko}
Acked End Sequence Numbers t}4| jd|o|E 4]
7]3L Sequence Number Management Table2| &t
AEe= FASNE

End Sequence

V. Tx TCP

5.1 Overview
Tx TCP +3-> TCP protocol% transmission-s-
Fhe o2 A ARE A= =
reliabledt dlo]e] AFS 93 TS Tt
Rx TCP &3 ellA A5 ¥ #71e] A 4.2} Host
InterfaceollA] sl sjzle] ARE x3lsle] 74z}
o] A3}l A A7lS AL

5.2 Control

13112 Tx TCP2| Finite State MachineS .
ofFa gtk Tx TCP E#HL TCP protocol 2]
transmit 7|5 @9@¥E Tx  TCP £
‘SET_HEADER_INFO’ stateol|4] A% s)712] ]
ARE 33l dols Ak T2k gk
‘SET_ DATA_INFO’ stateol|4]:= {7le] do]g]
AR5 o]gslo] Tx TCP Buffer24E 12| ¢
ole]S ¢Je] Tx TCP FIFO°| #Ash= 52hs 5
sigkcl. ‘FAST_RETRANS’ statet= duplicated ack
=L I L B L i AR e e A B L
712l ARZ wol= stateo|t) ‘SEND_SEG’ state
M= AR FFlelvt AHFE SF ABlE
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5.3 Function

Tx TCP £ A3 WA 7Is3t AE AAE
] reliable A4S BAEP| 93 715 55 383
tk Tx TCP &322 75 F 3hibe 2 Al %2
= e Hls AAske Zleldh Tx TCp £

ol AAEE AR ERE Abviuw

{ IDLE

MK_SEG

fast_re v -

SET_HEA
\DER_INFO/

return_header_checksum &&
with_data==1

. |
&FAST_RET sErxDAT return_send

. RANS
With_data==0 && \

A
return_header_checksum ~INFO /)

return_datainfo && !fast_re
snd_retrans_data 4

SEND_ |

» }
SEG )

J& 11. Tx TCP FSM

® SYN packet

® SYN-ACK packet
® ACK packet

® ACK+DATA packet
® DATA packet

® FIN packet

® FIN-ACK packet

® RST packet

o] Slek

o2 3] 7|5 reliable dlole] A4S ¥A
k= Zlolch o5 Slsl F3E|elof = TS

AR

@ Duplicated acknowledgment *|2]
@ Fast retransmit <3

@ Transmit window 2]

Packet_type NextState
HI_info Tx RxTCP_Info
Flag_Set Set_SeqAck

Header_Checksum z Header_Gen
Data_Info P SND_Segment
Frame_status CHK_duplicate

a8 12 Tx TCP2]| 7|58 sub-module

@ Delayed acknowledgment <=3}
@ Sequence number Al e
7} Slck

Tx TCP &3 9]¢ dEA F 714 7152
F3star F71H 22 dlo]e] checksum 5£3-S 713l
t}l dlo]E checksum &322 Tx TCP EZlolx] #
A dlo]e]  checksume AAFR= 79 Host
Interface E2°| ¢]% RAMA ¢jof2 dloJE]E
W Tx TCP bufferol] 227] 91§+ vilze] dhx
g, Tx TCP £3o] d|o]e] checksum #H4Fs}7]
93 dize] AHA I 2|3 Tx TCP B0
do|elE AF3sr] SI7E vlme] AAl ghHe] I
Q3 A s sizle Aelslr] s Al ®
Hze] HH2rt QA ok o]zt wxe] of
Al 355 Z017] fl3l Tx TCP &3 ylol dlo]
E] checksum 28 7%t} dlo]E] checksum &
22 Host Interface £2°] Tx TCP bufferel| 2=
dlo]elE F3kell o} dlo]E] checksum= AAFSHA
gl o]E  ¢J@l Host Interfaceol|4] dlo]E]
segmentations =83} Host Interface 522 3}
o] dizle] digk dlojels AFshe w3t A
valid signal- setd}o] ©l|o]€] checksum £2o] 7
Zlell &t checksums AXFsHAl gkl Tx TCPell
A FEle 7155 a2 B 5 elRe] 2
702] sub-module 5= A= it

Packet Type Module Connection setup= |3
AAslelol ke HZle]  Elgle AAIE

Connection setup= $]1&+ F{Zlelli= syn packet,

syn-ack packet, ack packet, rst packet, fin packet
o] gick olgt A eljle] ZAL TCP e
flag fieldell #& g} TCP Connection module-
TCP9| states} W F71e] E}]] == Host
Interface S| o 23E{2] W&ol w2} connection
Hzle] efls AASHA =t

Set_SeqAck Module A3 sfz1e] elglo] AA]

Copyright (C) 2003 NuriMedia Co., Ltd.
www.dbpia.co.kr



=1/ TCP/IP Hardware Accelerators $]%+ TCP Engine A 7|

==l djzle]  eRjlel]l w2} sequence number<}
acknowledge numberE Al=gcl  Syn  IHFlS
initial sequence numbers ZAl ==dl initial
sequence numberi= Tx TCPel|4| random3}A| A1=)
3HA| =}

Ack #|712] acknowledgment numberi= Rx TCP
Eolla]  Adwlel ARkl dlolg]  7le]
sequence numberi= next sequence numbers AHE-
817 ==t next sequence number: A 43+
3§712] sequence numberel Hlo|E] Zo]E tis}e]
747t

Header_Gen Module 7] €}3]#} sequence
number, acknowledgment number7} ZZA =W &
HRES o]83led TCP checksume A|¢J§F TCP
dti=S E9e| uwle} kA3l “Header_Checksum
module” TCP &2} TCP pseudo #|t]2]
checksum= A48k dlo]e] checksum o7
5E]  dlo]e]  checksumeS Wl TCP  djzle]
checksum-S $HgHc}

SND_Segment Module Tx TCP £ oj|A] ub=
#t]E Network Interface® H43h= 7]158 3
gl #o]7) $hAd =9 Network Interface® 1 bytes
2 ARt

Frame Status Module Tx TCP9| reliable t|o]
E] A4S 2918 transmit window ¥2]2} duplicated
acknowledgment I|Z1°] AHF 5ol 7]5S 3
gk}, “Frame Status module”> 9|9} %2 752
T3] 18l g szl scquence number, |
©JE] length, buffer address HH 5% 1}3]?5}-—— Eﬂ
7}A| 3L C} o] &2
acknowledgment 55 Yehll= bitS 7R gl
o] aclcnowledgmema LI IS T EARC IS O
acknowledgment 5 #k>- 71 ‘0’9 Fhe 7FA|a
A k. 7313 Frame Status Table2] o=
HoqFT g)c)

Tx TCP9| transmit window+ 13142} Zt}
Window sizet= A5E 5 sl Azl & 7o}
7). A48 F acknowledgmentZ RS 371>
transmit window ¥} -, z$sigl o) o}z
acknowledgmentE W2 F3 F71E transmit
window?| QFH-E ofx] HEelz] 3 e
transmit window®| Sl--oll $1x]3HA ) Tx
TCP £3-2 window?| WA s 3lel| tfs}e]
retransmit timers setgtc}h o] FFlo] timeout =
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TXTCP Buffer Next Sequenece
Akhess Data Length A Unadk
0 16H00eb 16h20 Rhallb 1
L — 1 16h005 16H20 haidb 1
Wndow
Sz
7 0

12 13. Frame Status Table <]

Transmit Window

S ==
Already Usable Not
Sent, NotyetACKed o Vet Sent  Usable

Retransmit Timer Pointer

18 14. Transmit Window

wj7}4] acknowledgments A SgcbH Tx TCP
2L o] RS QS gk

“Frame Status Module”<> Transmit Window ¥
25 213 527} @7 Delayed acknowledgment
715 TRt o= A WA dlolE] el 7t
acknowledgment F71-& Ruj7]  $Js] delayed
acknowledgment timer53F 7]c}2|A] Hc} Timerol|
7188 A1 <t g F 5 HA dloly d)
7lo] 501 7% cumulative ack 542 o]-&3}o]
7 "A dzlol] ik ACK FHZluke Buj7] $i3to]
t}. Timeout 53t F WA dlo]g] zlo] Sojex]
% 73 3 A dlele] A7l didt ACKE B
WA =t} “Frame status module”-2 H|o]E-2] wj7)
% acknowledgmentE -2 7] buffer &
addressE Host Interfaceo]| UelFA] ) o] )
T AZe deleE o ol AT Fast ¢lv)
oji-olc}. =8 “Frame Status Module”-2- El|o]E-o]
window-1"g 2bd o] o]} Hzls AL 5 ¢l
th= 712 Host Interface 2o <teiZFch Tx
TCP= dlole] AL 93 6000bytes®] buffers-
75 Q)

VI. Testcases

TCP Connection, Rx TCP, Tx TCP £3-& ¥#1
2] Alolzoll Nt HIAES 3l
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VI. Synthesis Report

32+ Synopsys®] Design  Analyzer(version
2000.05)¢} Samsung 0.18 vlo]=2 7]%&(std130)=
o]&3}od TCP Connection, Rx TCP, Tx TCP +%
°] synthesis ZA¥= HMojFrlk Rx TCP Buffer,
TXTCP BufferZ #|¢|§ TCP Engine®] synthesis
A7} 51260710 E7F 488E & o ek

#1. 7} 529 testcases

TCP Connection Block
1. TCP ® 4 FSMe] 7} state 3

Rx TCP Block
1.TCP statedl] w2 3] 2 dlo]g Az
2.00%3% 2719 vlolE HolHE 9= dolH
2 Ags =¥
395 deolge A 9=u vix g J=rk B
g 9= PA3sk= 4% Rx TCP Bufferol
A 9] prefetch 2 A Y=9to] =7
4.sequence number®l| w& addressing % A%
50+%E =7]9 in-order® Eol2E HAE
g3 A2
6.0+%3 =79 out-of-order2 S0l 7

S sequence number management table®l] #

oX

7.Rx TCP Buffer Controller2}2] &=
8.Duplicated |2 2 overflowell g &2t

Tx TCP Block
1.Connection setup2 $13F sj7l A4 &l
2Data §lE 9 #H3 44 #<
3.ACK $lt data A A &<
4Data + ACK packet A <l
5.Duplicated ACK 37l @& 79 HAE
6.Fast retransmit 53}
7.8 AR B Ay
8.Retransmit timer”} timeout ¥ 7 -
9.Delayed ack 3| ] 44
1038 AR7E A8 BEE A oAF

2. 7} 52{°] Synthesis report(area)

Area report
TCP Connection 547
Rx TCP 23453
Tx TCP 27260
Total 51260

VIl. Conclusion
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o] TCP Connection £33} Tx TCP HZ°o=Z 3|
] ABZ F3 out-of-order H|°]E]+= in-order®
AxFisle] HIZ 3loda 9% Rx RAMel| x5
3}gich Rx TCP £3-2 Rx TCP Buffer®] T4
sequence numberE 112 UAA xFe] &
o]5lE= 3}¢ic}. Out-of-orderd] dHlo|E]S-S $13)4]
= sequence numbers HERZ FE|3le] wf FH7lo]
£01& dult} dolg] Aol AL A=AE &
olsldek Tx TCP £3& Rx TCP7} vk 7l
& ackS A$3la HIS 58 Ad v CPUZL
Bz} sk HoleE dzlos vbEe] AFdh=
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