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ABSTRACT

In this paper, we proposed a new scalar multiplier structure needed for an elliptic curve cryptosystem(ECC)

over the standard basis in GF(2163

). It consists of a bit-serial multiplier and a divider with control logics, and
the divider consumes most of the processing time. To speed up the division processing, we developed a new
division algorithm based on the extended Euclid algorithm. Dynamic data dependency of the Euclid algorithm
has been transformed to static and fixed data flow by a localization technique, to make it independent of the
input and field polynomial. Compared to other existing scalar multipliers, the new scalar multiplier requires
smaller gate counts with improved processor performance. It has been synthesized using Samsung 0.18 um
CMOS technology, and the maximum operating frequency is estimated 250 MHz. The resulting performance is
148 kbps, that is, it takes 1.1 msec to process a 163-bit data frame. We assure that this performance is enough

to be used for digital signature, encryption/decryption, and key exchanges in real time environments.
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for i = m-1 downto 0 do (2)
2Q //doubling one point

; //adding two point
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if P == 0 then P3 = P2 and stop
else if P; == 0 then P3 = P; and stop
else if x; == xg then
if y1 == ys then
N=x1+y1/X1
xg=XN2+ X +a (3)
YB:X12+ NX3+ X3
else P3 = 0
else //adding two points
X =(y1+y2)/(x1+x2)
x3= X2+ X +x1+x2+a
y3=X(x1+x3) +X2+y1

//doubling one point
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CEeAle TR A% B fEels daelE
& chet geks).

( Equation : B-1 = 1/B mod F )
R=F.D=B:U=1.V =0
while (R != 0) begin
// Polynomial Division (4)
R=R=Q=+D
ReD:
// Polynomial Multiplication
V=Q-U+V :
Ve U

end
return V(=B-1)
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ehilch. kel ()eldst 2o] s fEels o
1
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ehte ol slegle] TaE ojsiAl el 3l
o] e},

1.2 Hekshks A2 LM ¢T2|E

ShollA Awidh AAMH 4 fFels daeEe
A dlojefell F5H4l F2E 7R 9le] 4k
218l deg(R)-deg(D) (deg( )= thahrle] zl=)we]
7 e] QA AileE de g gFo g =g
2 AP ofedge] st skARE 2 f-F
= dwe]ES ] Sla Z2odk A gk
5lAle] ik 2m+ 12 A = glon, o]=
slesol 2 Falo] folaAl | = 93-S ofvlgkd
(5). w=bA 2m+19] uHEAQl A4l Fab Al
Alzp F ae]a o] wgt XS AT 5
b sl=glol 2 AP 7Fssicl B =tellA
Al diks Alefslz] $lsl Rl eAle] Al
HAIQIA] ol dl AXRS- $18F 8] wHAIIA]E e}
W= modeilsel 7 tglxlo] glo] 1A wghEx|
= vehlE swapAlE, 2813 mode®} swapS 2
A37] 913 71”1 ofgkA] GoF HE o83l &
Asigdch VeAlS flel B =l Algkele o
ae) g ohea 2t

{ Eqaution : A/ B mod F )
D=F R=EB:T=A: V=0
swap = 0: mode = 1:

G = (0...0)02: H = (10...0)2:
for i = 1 to 2m-1 begin

q = I'm :

Rp=R:

R = R®&(nm D)

swap_p = (hm + ~mode)rm :

mode = 1y + mode - ~hp
U={a-V) ® (hn-T)BU} mod F :
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if(gm == 0)
U=U-x:V=V:T=T:
else (5)
U=0:v=U:T=V:

end

Em <> Dy

if(swap == 1) begin
8m-1:00 < him1:00 +
D=Rp:

end

R=R'x:G=G/x:H=H-x:

swap = swap_p -

end.

return V(=A/B)
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<
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Ept of| 2 3 +x+1/X° ¢ +1 mod X'Hx+18 AR 7

E 1. Ak Al ez oAl (C+x+ 1/ +x7+ 1 mod xTHx+1)
mode swap H G R D \Y U il

1 1 0 x* 0 xX°+x*+1 x'+x+1 0 +x+1 0

2 1 1 0 x' x'+x’+x x'+x+1 X’ +x+1 0 0

3 1 0 x' 0 x'+x x4+‘("f+¥ X +x+1 x’+x7+x 0

4 | I 0 x* x? x+xP+x x+1 0 X +x+1
5 1 0 x* 0 x'+x° x* x'+1 1 X +x+1
6 0 0 0 x’ x’ x* XH+xP+x+1 0 x'+1

7 1 1 0 xx' x* L+x*+x+1 0 x*+1

8 1 0 x> 00 x! CHxf+x+1 X+xP+1 XP+1

Cépyright (C) 2003 NuriMedia Co., Ltd.
www.dbpia.co.kr



= N ZE FEA A7) E o83 eRIFAYI(ECO) 2 7)ol AlA

polynomial, F(x)°] A7} '1'ql PEeRt Hg3}

28 291 @eldiz 4 @)9] R 344 3

/“ a3 2. 7t k=9 Al 2RSS KoE ZHA s
Oi‘\ic g RS A3 Alo] ALBE Ak et Alo]
A& swape] 14 749 D2} Re 3 w3ksh= =

_. .‘ o0 A 7hedl D} Re| msbE m&ksiAl =9 Geof H
o] A9 o] Fhe wd gl 17 29] (b)ollA]

/-;nra/o’—\nbpe 0. R Hi
a8 1. Akshe Geale Tx P
/ TN

swap_po
i

0

Gul

olch. De] H4k9) &e] grol &4 1o]m T &l / \
A Vel vheale] Azt oz x’+xP +x+10] vheht ! I
£ 28 # 4 glch o] Azks thewt o] vhcAl | W ; |
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|

= xX*(x+1)+x*+x+1 —F i
PN 2 3 ;‘\j..
= x"+x"+x +X+1 switch_p switoloo

= x*+x+1 i Z -0
only second
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Soll= sum i ¥ A 19 FS i’ ol A3} Fhel
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