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A Policy-based Secure Framework for Constructing Secure
Networking

Sang-Kil Park*, Jong-Soo Jang*, Seung-Won Son*, Bong-Nam Noh** Regular Members
2 ¢

QEIMIS] A5A wF AT e ol8F Tl Aulse] FUHE Fo MENZE B Holel B
A3l AREEe 917 Alelel Amr} FAskn Q= FAeleh ol AUVAAAS AEBAeE we 3
g 710 AT, dbdel WENZ A WA AxRe EYS el sE Fal st A6 st
of Azl 7P AY WA BES Faje] A WA Bk A vEAZYe) Juuse F2 0
of 3rE, 54 wel Az WR Adde Auwsgont WA A2R ALY Asdse] Fahel e
woliselo] Aokt Aelolch 54 Euigle] FRHele] An vESZ Aol AEHN Bk V=N A 5
PA7 4 Q= wak dAUEe] AFEelop ). & EFolME o|F dsly] 913l DARPAS] IS ¥-4sh
W2 RS B9 AARANR /4e Aec) mk Able) AR 2ok BAEES d2sk] 918 Policy
ke weRlde] 4 Auns Auls TEE sk, 24 2 AF 71l sl Auluct weby
Aol xae ASHle MENZ f31AHa AelEdle] Al AR WYIAALDE Fo) s, Fohse
AUl Foke] webAlo NS Baje] ANZER Hiedue] AeiErh o]F Fsjel Helwvell i HFH
Q) mepgAe) A7 o Aae] Sebec

ABSTRACT

Cyber-terror trials are increased in nowadays and these attacks are commonly using security vulnerability and
information gathering method by variable services grew by the continuous development of Internet Technology.
IDS’s application environment is affected by this increasing Cyber Terror. General Network based IDS detects
intrusion by signature based Intrusion Detection module about inflowing packet through network devices. Up to
now security in network is commonly secure host, an regional issue adopted in special security system but these
system is vulnerable intrusion about the attack in globally connected Internet systems. Security mechanism should
be produced to expand the security in whole networks. In this paper, we analyzer the DARPA’s program and
study Intrusion Detection related Technology. We design policy security framework for policy enforcing in whole
network and look at the modules’s function. Enforcement of security policy is acted by Intrusion Detection
system on gateway system which is located in network packet’s inflow point. Additional security policy is
operated on-line. We can design and execute central security policy in managed domain in this method.
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