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ABSTRACT

In this paper, with targeting on the drawback of RSA of operation speed, a new 1024-bit RSA cryptosystem
has been proposed and implemented in hardware to increase the operational speed and perform the
variable-length encryption. The proposed cryptosystem mainly consists of the modular exponentiation part and
the modular  multiplication part. For the modular exponentiation, the RL-binary method, which performs
squaring and modular multiplying in parallel, was improved, and then applied. And 4-stage CSA structure and
radix-4 booth algorithm were applied to enhance the variable-length operation and reduce the number of partial
product in modular multiplication arithmetic.

The proposed RSA cryptosystem which can calculate at most 1024 bits at a time was mapped into the
integrated circuit using the Hynix Phantom Cell Library for Hynix 0.35um 2-Poly 4-Metal CMOS process. Also,
the result of software implementation,which had been programmed prior to the hardware research, has been

used to verify the operation of the hardware system. The size of the result from the hardware implementation

* Pgoiistal Az}l 5-3-813} Digital Design & Test 174
W E . 020281-0624, AJZ=lx): 20024 6% 240)
# o] =2 2002\ % steulista ) kel 2| Rdel| o3 dEels-

Copyright (C) 2003 NuriMedia Co., Ltd. 861
www.dbpia.co.kr



FHLEAI8}F3]=-A] 029 Vol.27 No.9C

was about 190k gate count and the operational clock frequency was 150MHz. By considering a variable-length

of modulus number, the baud rate of the proposed scheme is one and half times faster than the previous

works. Therefore, the proposed high speed variable-length RSA cryptosystem should be able to be used in

various information security system which requires high speed operation.
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for (i=0 ; i<k ; i++) {
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}
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}
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