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ABSTRACT

In this paper, a way of constituting optimized S box and G function was suggested in the block cipher whose
structure is similar to SEED, which is KOREA standard of 128-bit block cipher. S box can be formed with
nonlinear function and an affine transform. Nonlinear function must be strong with differential attack and linear
attack, and it consists of an inverse number over GF(28) which has neither a fixed point, whose input and output
are the same except 0 and 1, nor an opposite fixed number, whose output is one’s complement of the input.
Affine transform can be constituted so that the input/output correlation can be the lowest and there can be no
fixed point or opposite fixed point. G function undergoes diffusive linear transform with 4 S-box outputs using
the matrix of 4 x4 over GF(ZS). G function can be constituted so that MDS(Maximum Distance Separable) code
can be formed, SAC(Strict Avalanche Criterion) can be met, there can be no weak input, where a fixed point, an
opposite fixed point, and output can be two’s complement of input, and the construction of hardware can be
made easy. The S box and G function suggested in this paper can be used as a constituent of the block cipher
with high security, in that they are strong with differential attack and linear attack with no weak input and they
are excellent at diffusion.
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ZA=] ek
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o ola] 571¢] %W <olare]Z(Rijndael, Twofish,
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Yj = S:(X]), Y: =
Y1 = SxXy), Yo =

7 %5ch

Si(X2),
S1(Xo)

Z5 = (Yo&ms) B (Y 1&mo) B (Y2&m) B (Y3&m;)
Z> = (Yo&my) B (Y 1&ms) B (Y2&mo) B (Ys&m;)
Z; = (Yo&m))DH (Y 1&m:) B (Y2&m;3) & (Y3&mop)
Zz = (Yo&mo)E (Y 1&m)) D (Y2&m:o) B (Ys&ms)
where m0=0xfc, m1=0xf3, m2=0xcf,
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G o= 7 M9 S vk~ S19 S28 ARSR
t}. S13} S23= 717+ GF(2%) Ake] 9Ac}aha] 0x163
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Z= SS83(X3)BSS2(X2)H SS1(X 1) SS0(X0)
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SS2 = SI(X2)&ml || S1(X2)&mO ||
S1(X2)&m3 || S1(X2)&m?2
SS3 = S2(X1)&mO || S2(X1)&m3 ||
S2(X1)&m2 || S2(X1)&ml
SS3 = S1(X0)&m3 || S1(X0)&m2 ||
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Oxla3 0.010 0x171 0.037 Oxlcf 0.080 0x17b 0.124
0x163 0.015 Ox1dd 0.047 Ox15f 0.080 Ox12d 0.133
0x18b 0.019 0x19f 0.052 Ox1a9 0.081 Ox11d 0.182
0x12b 0.020 Oxlc3 0.066 0x165 0.111 Ox1bl 0.196
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G 5= 32 H|E Y XF
Hilsh= G 1 X — Z 352 Aodd ¢

V. G &9 82

83} e B4 FHe

4.1. ':._MHS:J'T
F 35 Wi T0g} Tl oleupials £oi4
el wod o] GES EHSp chew
o] =c}.
TO_O0 = RO " roundkey[Ki][0] ;
T1_0 = Rl " roundkey[Ki][1] ;
Ti_1 = TOO " T1_O ;
T1_2 = G(T1_1) ;
TO_1 = TO_O + T1_2 ;
TO_ 2 = G(TO_1) ;
T1.3 =T02 + T1 2 ;
Ti_4 = G(T1_3) ;
TO_3 = TO 2 + T1_4 ;
RO’ = TO_3;
R1' = TI1_4;
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32 v|E
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FREeS SETE e SEED s s
AA R4 = ATl Can d4EY H|ar
Q M P C A
Oxla3 0x38 Ox1c5 0x94 0.000056 G1-S1 b~
0x163 0Oxc8 0x159 0x3f 0.000303 G1-S2 kA
0x18b Oxba Oxled Ox11 0.000112 G2-S1 vk~
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Ox1bl 0x08 0x187 0x56 0.000020
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A 29 G F5ellA] S mbn] 8 HIE W] &
& PiE(Po,P,PoPs}} &7, shbdywist o
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walch T1 2 = G(T1_1) ;
TO_1 = TOO + T1.2 ;
Zo | | A B As As | |S1(%) TO.2 = G(TO_1) = -TO_1 = -TO.O - T1_2 ;
Z1 B A A Az Ao S2(Xy) T1. 3 =T02 + T1_2 = -TO_O ;
Zo | | A2 As Ao A S1(X») T1 4 = G(T1_3) = TOO ;
7 As Ao AL A | |S2(Xs)| © TO.3 = TO.2 + Tl 4
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W Agelol 920 o] TAIEe] Slek F @

ek % S el A ARESEE BER s 0ol o) G s A Ase

AR Tl = e QiRE) B RO B gl AR o 3
webd e WMSkE ERel B ML pe) g gs Apgeld Sae) SRR ele
ola|A] G 4= SACE ZFZFAAc} itk Ae= wasle] 3708 G ¥4 Gl, G2et G3 &
19 45 AP 7 G el A 2 ERO S
s o st S ubme] wARESe] IEHAWASTH
s olzd.o =23 =

G 3= X 9lES 7 o7 WEksh= 32 ¥ Do SAqdE AN 7 G Yol ALEE S

E A& Heo|rk mehd ‘GX) = X'l A el

ulas §20] wlwEhel FAKIck

'GX)=~X"3l 7L 47t qiHe] ek =& F = )
e G el o disle] Bl odaks 3 Al29] shabxlawist jzdAle Zio] i3t FrE

gl 'GX) = -X'7F HE= qlE Xef| disleds] F Zo= THEA® ®RsIch
Zo = 2 (Ai * Si(Xi)) mod Ap

TO_0 = RO " roundkey[Ki][O] ; Ai= GFQY)AbelA] Fspom shibaawsr szl
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v/ SEED @4} stZell4] S wpzsh G g Aol whgh A

AW GFQ)Ake] sigdrlow x%3ldr o= ojrk Cy 000O0O0O0TU 01 A;
GF(2") #F°] n ¥]E & A%} B ¥ UA|t}akA] P Cs 1 00 0O0O0O0 1 As
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G| | 00100000 Ay
i S5k, B= ol B g Cs 00010000 As
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o] GF2)4 444 #d
for (i=2n-2 ; i > n-1 ; i-)
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6= St bennbatep-a © b

E2¥E 5 9ot

t=slol s HAR dhe G e ks
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!
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2 55t}
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step-4) bW st el Alo] oY PE{1,23,,2 -1} tlale] A]-32] H33pAA| 7} 5Ql7FS gholg
t}. 5 vluto]wl MDS F 2 AJAIskA| 9Fom R step-1O i ¥ Eol7hc)

==
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YA S A sh e G okt AL A step-1 2 5 Solghr.
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T 4. S ukxo} 1YW Ao G 3

S w2 I R e R
Gl = {Oxla3, 0x38, Oxlc5, 0x94} Ai = {0x04, 0x01, 0x01, Oxc3}
2 = [0x163, Oxc8, 0x159, Ox3f} Ap = 0x187
2 = {0x18b, Oxba, Oxlcd, Ox11} Ai = {0x02, 0x01, Oxa2, 0x02})
= {0x12b, 0x71, 0x182, 0xd9} = 0x187
G3 = |0x171, Oxcl, Oxla4, 0x40} Ai = {0x02, 0x02, 0x01, 0x91}
= {0x1dd, Ox4d, Oxl1fc, Ox2f} Ap = 0x187

Ai={Ao, A1, Az, As}i= A5 GF(2%) 49 4x4
gYle) 7k JE-S vpehlim, Ape R ] WA
chaajolch

vi. 7 9 Bt

G F5E axmedelz Tk A9l 32
H|E SS ¥lAE wlzl= 7jo| FHAo|rl SS ¥pA
L 270e) 8x32 vime|E Bew )

seslolz Falshs 9ol 4709 8x8 S 1}

£ HEAI

3 SEED G 3o] AH-giHAls Bde 45
MDC F=& AR 2o, SACavri} SACdev
= 7HF 03763} 0.2195 SACE ukEA]|7]#] H38h
t}. =3k SEED9] S1 vk~ S2 ¥bxs 9 G JHp=
b33} 7-e- oFgk gl2S 7pxIchk SEED G §=
2 °“’4 XOR Alo|E 64717} Dasle] o =]
A 7Fe- 2 gateo]r)

SEED S1 uhxe] ofgh 9] :

s O TR AR A0S skt s 744 : S1(0x17) = 0x17, S1(0xe6) = Oxe6
e B b A G, B S o A4 : S1(0x48) = 0xb7, S1(0xfa) = 0x05
ROMOo R Taahs 790 Eaxiagus gadre SEED 82 ntAe} ofgh §1H -
Fasl= 9 4% 2 9ld XOR AllEe] # TAA : S2(0xlc) = Oxlc
9 3o) AP ESol melk SEED G §<-¢] ok <1 -
2t 542 MDS FeoRA SACE RH3hs A GOx32f732f7) = 0x32f732f7
7tz Add & Qlok £ =82 G = MDS G(0xa867a867) = 0xa867a867
Feg PHIER SACE HEsh: hhe s A 744 : G(0x52¢96fb0) = 0xa516904f
Wock Vijel i SACavr, Vije] EEHA G(0x6fb052¢9) = 0x904fa516
SACdev AHESe] 5ol meleh 29] B4 : G(0xd60b3903) = 0x29f4c6fd
3 594 Vij(SACavr*n 3lz.o
SACavre] ¢, o} nHH°l SACdev 7ol H-¥3} Vi.Z2 =
= ViiE vepdich 28 Vijzl Hdgt F9lel HA
% AR TR B 89 G P SAC AFEISh AEAl] WIYFE 0% W Yu
E 5. G I 5Mx%
Gl G2 G3
No of 2 input XOR gates 128 gates 140 gates 140 gates
Maximum Tpd 3 gates 3 gates 3 gates
SACavr 0.501 0.505 0.504
SACdev 0.032 0.031 0.031
Vij(SACavr+1 SACdev) 67 % 62 % 65 %
Vij(SACavr£2 SACdev) 97 % 98 % 9 %
Vij(SACavr+3 SACdev) 100 % 100 % 100 %
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