DEri=

== 04-29-7C-10 &

it
offt
r>~
-‘\?r‘i
E

4] "04-7 Vol.29 No.7C
e VEHNZ s A3 5 ALEA Al&=H

g1 o A B,

PN

2 A A S

r O

An Integrated Intrusion Detection System for a Large-scale
Network Environment

Jeong-Mo Ahn* Regular Members, Jinsung Cho**, Byeong-Soo Jeong* Regular Members

o oF
2 =

232 sfulch FEehe vk AR sk 1@ wkkoss, WYHA Alzdel sl gleh s €
o} e dh WlESlZ BANE A WA Axgoz cik Fele] Agke wAshe del we
2AES A ek olel AN P4 8aFE FATIAL ASHom P 9B ATsh EES
# mzeae] A 9 A A2UE el 2BEE A4S EEHR IS Gk ATt B %

[

‘

ez glek B =Tl o71F WA Axd 2kl BEsHE Asiw] A wake glsl] w8 oA
A A W mReze Algsin, FHE AUEA PuSe o 4 Y ¥ Bl woh AgHel @
2o} e AT ool B YA A2 4 L FHIC B el AR Asdelde wa
YR 295 BEAL $8E A3 WA Z2Adg Ao - bk, oDiE Az 43 Q%
2 slsje] PKIZ o] 8aith. oleidt AAE 7O 2 Snorze] 443 AU HlolElE IDMEF §4je] w4

2 w3}

A2 Wgksio] BEEP 7|ke] IDXP ZREZE AMgslo] $54lstm o1& cha] $7 o] 7hsd A
a17] 918k B3 AigA] AlaHe] T2 eeljlS sl *é‘o S FAct
Key Words : IDS, IDXP, IDMEF, Policy Profile

ABSTRACT

In order to solve the increasing security problems, IDSs(Intrusion Detection System) have appeared. However,
local IDSs have a limit to detect various intrusions in a large-scale network environment. So there are a lot of
researches in progress which organize the elements of IDS in a distributed or hierarchical manner. In this paper,
we design a integrated IDS which exchanges messages between them through the standardized message format
(IDMEF) and communication protocol (IDXP). We also propose a policy profile for an effective control of IDSs,
and employ the PKI mechanism for mutual authentication. We implement a prototype system for the proposed
IDSs communicating with Snort and analyze its performance.
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E3lod HAale] ARE {41k} Policy= Analyzer,
Manaer, Source, Target, Classification, Assessment,
TransportCycle, ManagerStates sl9] #gko= z+
=} ololl ik XML DTD+: ka3 7.

<!ELEMENT policy (
Analyzer*, Manager*, Source*,
Target=, Classification*,
Assessment#*, TransportCycle,
ManagerState

)>

<!ATTLIST policy

version CDATA #FIXED '1.0 J

>

A.2 2A47| H&

AR ARE A #4717 ES = 7
A Z2E 7HRRIA] of w3k A He} zro] BA{7]
7 BAE ks whel WE AHRE z3sle
7ARE AFshs ¥A7)E AlgRi). Analyzers
Node, Processs 31¢] #3ko& zkil analyerid.,
model, version, class, ostype, osversions 4402
Zk=t). olofl digk XML DTD+ the-3} 2},

o3

<!ELEMENT Analyzer (
Node?, Process?

)
<!ATTLIST Analyzer

analyzerid CDATA 'O

model CDATA  #IMPLIED
version CDATA  #IMPLIED
class CDATA  #IMPLIED
ostype CDATA  #IMPLIED
osversion CDATA  #IMPLIED
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A.3 27| 85

AR Alz"] Yeol] EAjsls F71ES] #
g IDE EFEI A=A 74 84T AleldlA
We)71E 83k} Manageri= Node, ProcessE- &}
%1 #3ke 2 23 managerid, model, version, class,
ostype, osversions $A°o zZe=t} ol gt
XML DTD+ &3} %l

<!ELEMENT Manager (
Node?. Process?
)>
<!ATTLIST Manager
managerid CDATA  #IMPLIED

model CDATA  #IMPLIED
version CDATA  #IMPLIED
class CDATA  #IMPLIED
ostype CDATA  #IMPLIED

osversion CDATA  #IMPLIED

A.4 OHIE Z9x| My

FA7)7} whEo] W ABe] x]e) 7 AR
£ E3sle] zRale] Yskes WAl Qe ARAE
“Al&ke} Source= Node, User, Process, Services
s1¢] Aghe R 2k3 ident, interfaces A0 7
=t} olell Wigk XML DTD+ o3 2},

<IELEMENT Source (
Node?, User?. Process?, Service?
)>
<!ATTLIST Source
ident CDATA 0
interface CDATA  #IMPLIED

A.5 O|HE =XX| M2

BA7)7} whEo] W ARe] Exx|o A3t AR
£ E3sl 2Rle] Wsh= Wele AHE AR
Target<= Node, User, Process, Service, FileListE
319] #A1gke 2 z+k7 ident, interfaces Ao 2+
£t} ool tig XML DTD: ok 2t}

<!ELEMENT Target (
Node?, User?, Process?, Service?,
FileList?

)>

<!ATTLIST Target
ident CDATA '0'
interface CDATA  #IMPLIED

A.6 O|HE F7 M=

7dne] olgely 7|7t L ARl thste] ek
& 4 9l F1HQl A RS 318t} Classification
< name, url$ 3] AgoZ 2 origing $42
2 zZrer} olel digk XML DTDE vt %2t}
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<IENTITY %attvals.origin
(unknown | bugtraqgid | cve |
vendor—specific )
<!ELEMENT Classification (
name, url
)>
IATTLIST Classification
origin  %attvals.origin  'unknown’
>

A.7 BE FE F7|

7t 7] Alolel] Afdhe ARE AR WA F
Al 2 1A, deke] F71E 7Rz By ZA1A]
of gt A 2E £33} TransportCycle times
gAog zker) ol Wigk XML DTD+: o3t

Rt

<!ELEMENT TransportCycle
(#PCDATA)
>
<!ATTLIST TransportCycle
time DATETIME #REQUIRED

>

A.8 OHIE Ty} M&

X717} Bl ARe| dizle] A A7)zt 3
gk oMl EC] kot A% AEE Eisle] HH
o] 4241 of -2 WA3Ir}. Assessment Impact,
Action, Confidences 3] #§ro2 zh=t}. o]
gk XML DTD: oF&3} 7},

<!ELEMENT Assessment
Impact?, Action*, Confidence?

)>

A9 ZE7| Mef M2

4k AQIER] A xdeold HRE TRl ZE
)75 digt g £33t ManagerState=
Manager, CreateTime2 3] 3132 2k ident
£ $Aoz zher) o]o gk XML DTD: the-

3} 7]

<!ELEMENT ManagerState (
Manager, CreateTime
)>
<!ATTLIST ManagerState
ident CDATA 0’
>
ngs
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