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ABSTRACT

In this paper, H.235 based security mechanism for H.323 multimedia applications was implemented in
embedded environment. H.235 covers authentication using HMAC-SHA1-96, authenticated Diffie-Hellman key
exchange, security capability exchange, session key management for voice encryption, and encryption functions

such as DES, 3DES, RC2. H.235-based mechanisms were also analyzed in terms of its security and possible

attacks.
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