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ABSTRACT

Privacy enforcement has been one of the most important pioblems m IT aea Privacy protechion can be
achieved by enforcing privacy pohcies within an orgamzanon’s data processing systems  Traditional secutity
models ate more o1 less mappropiiate for enforcing basie privacy requiements, such as privacy bincding  This
paper proposes an cxtended tole-bascd access conttol (RBAC) model for enfoicmg privacy policies withm an
organtzation  For providing privacy protection and context based access conttol, this model combmes RBAC,
Domam-Type Bnforcement, and prvacy policies Privacy policies are to assign privacy levels o user roles
according to thewr tasks and to asugn data privacy levels to data acconding to consented consumer privacy

preferences 1ecorded az data usage pohcies For appheation of this model, smali hospital model 1s constdered
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XRP X-Ray Proc,
DGP Diagnoscs Proc
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Role_Domain{DP, MDD}}

Subject-Domain. Mapping = Subject_Domain

(IDP, AD), Subject_Domain{CAP,LD),
Subject_Domamn(XRP, PHD),
Subject_Domain{DGP, MDD}}

Subject-Role Mapping = {Subject_Role(IDP, A},
Subject_Role(CAP, L}, Subject_Role(XRP, NH),
Subject_Role(DGP, DP)}

Domam-Type Access Mainx(C create, U update,
D delete, V view)

I3 mel-Elg] A gE

Domain Onject-Type / Access Modes
Patient Medical
Adm\Tn;spt;aiion LO%EECS Hospitalization | Decision
Type Typs
AD CuDy v
LD v CUV
PHD v Cuv vV
MDD v vV CuUv

2 HMehE melof|M2] Zelo|HAIR S

Qolla] kb WAkYe] AAE Fal i vl
8 41945 LRSS AYEm, 1 AYEE
@ AedA] mE AR AAAE B0

23 1 A2} Iohno| Insurance Data Procedure

(IDP)E Z&3)o], Insurance Datasll A& 848
o}

M-62] /AA 2b shAll] gk AlE 1
od%}re] Admumstration(A)®]
Administration Domam3} 9% =7
Role-Domamn Mappimg< F5l] #elskz, IDP7|

of 2]3l John2)

www.dbpia.co.kr



RSl &3] "04-8 Vol 29 Ne 8C
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Domain Mappmg—"* Zale] #algdl F, Subject-
Role(IDP, A) & AS} IDP2] <AxA)e Elelgh
. ll-62] 7]1] ZE Al gt ARk 20 2]
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(RolePL(A)=1) 2z} 1DPY} DSHE privacy

level 3(SubjectPLUIDP)=3)0] $x|&l=z A 27]
al A ¢tol Johne] <fdlgl A<l 2]gt 1DP2] A
=0 ] o) A] k=)

834 2 Head Nurse(NH)2| <13k zF= Susane]

X-Ray Procedure(XRP)S 3FZ8l] X-Ray 7=l
s SR
l-62 A2 2 Aol Hgt A5k 1o 2]sl NH7]

Patient Hospitalization Domam(PHD)¥| &l =)=
solo] #felsia, XRP7H
PHDel| <75l=R] Subject-Domamn Mappmgr 53]
o]  #Hgch x  NHe XRpe ARl
Subject-Role{XRP, NH)% -F3lo] #glat &, 6
o A =t Al digk AR 20 28] NHS
puvacy  level S Al4RI(RolePL(NH)=5)  o]d]
XRP7} DSHE| privacy level 3(SubjectPL(XRP)=3)
A SAFEE A 27 o] Aol saIch

Role-Domamn Mapping 2

£4 3 Head Nurse(NH)®| <ah&
Procedure(BPPy s F&sle] Medical

wi]q1e] U3l

zH= Susan®]
Expectations
Decisions 7
(update) & 712 @

Expcctations
J3he

ESRRRLS
Matrix)ol] 2]l Patient
(PHD)o| <43} puvacy level 5% ZR= Susan?|
&l NHY- DSH®2] privacy level 4¢] #2|3F
Medical Decision Type?! Expectations Procedwie
EPPYl W2 5 Gk zelt elRleg) A
1ol 2)8] 27 A(view) ¥ FEFER 23 3
2 A}

H ME(Domain-Type  Access

Hospitalizatton - Domam
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