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ABSTRACT

Recently, there are rapid developement of information and communication and rapid growth of e-business users Therefore we try
to solve security problem on the internet environment which charges from wire miemet to wireless internet or wirefwireless
mternet Since the wireless mobile environment 1s limited, researches such as small size, end-to-end and privacy security are
performed by many people

Wireless e-business adopts credut card WPP protocel and ATP protocol proposed by ASPeCT WAP, one of the protocol used by
WPP has weakness of leakang out information from WG which conned wire and wireless commumcation certification chain
based AIP protocol requures a lot of computation fime and user IDs are kmown to others

We propose a Micro-Payment protocol based on credit card, Our protocol use the encryption techniques of the public key with 1D
to ensure the secret of transaction 1n the step of session key generation IDs are generated using ECC based Weil Paring We also
use the certification wath hidden electromc sign to transmit the payment result The proposed protocol solves the privacy protection
and Non-repudtation problem

We solve not only the safety and efficiency problem but aiso independent of specific wireless platform The protocol requires the
certification organization attent the certification process of payment Therefore, other domain provide also recerve an efficient and

safe service

Keywords: mobile, 1D based Public Key Cryptosystem, electrome payment, end-to-end security, certeficate
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