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An Efficient Certificate Path Discovery Algorithm Making High a
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ABSTRACT

To discover a certificate path is a very umportant topic m the PKI with a lot of candidate paths The
certificate path discovery processing is executed via many verificanons and as the number of venfication hmes
increases, the validity of the discovered path becomes high The selection of the path with high validity provides
high-speed certificate validation by reducing the number of repetition fimes of path discovery and validation
processing Otherwise, there 15 a problem that the speed and computation overheads are imcreased In this paper,
we propose an efficient certificate path discovery algorithm can make high the certificate validity with low
overhead
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- CC. : Crypto Calculation

- HC - Hash Calculation

Start-CA = TrustedCA,
Start-cert = Crustedca,,
Final-cert = Certrarg,
Next-CA = Subject of Start-cert,
WHILE (Start-cert + Final-cert) {
Start-CRL = Download CRL 1ssued by Start-CA,
CA-~cert = Download Crggca,
Perform <Start-CA, Next-CA>-Discovery ;
Perform<Start-CA,Next-CA>-8V by CC,
IF (<8Start~CA, Next-CA>-Discovery = No OR
<Btart-CA, Next-CA>-SV by CC=No) {
Next-CA = Another-Subject of Start-cert,
CA-~cert =Download Crextca,
Perform <Start-CA, Next-CA>-Discovery ,
Perform <Start-CA Next-CA>-SV by CC;}
Include CA-cert on the Path,
Start-CA =Next-CA,
Start-cert =CA-cert,
Next-CA = Subject of Start-cert, }
Include CA-cert on the Path,
Retum the Final Certificate Path,
Fish Certificate Path Discovery,
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Start-CA = TrustedCA,

Start-cert = Crrusedca,

Fmal-cert = CCI't‘fmggt ,

Next-CA = Subject of Start-ceit,

Start-CRL = Download CRL 1ssued by Start-CA,

CA-~cert = Download Cyex.ca,

Perform <Start-CA, Next-CA>-Dhscovery,

WHILE {(<Start-CA, Next-CA>-Discovery = No) {
Next-CA = Another-Subject of Start-cert,
CA-cert = Download Crext ca,
Perform <Start-CA, Next-CA>Discovery, }

Include CA-cert on the Path,

Start-CA =Next-CA,

Start-cert = CA-cett,

Next-CA = Subject of Start-cert,

SVC-CA =TiustedCA,

WHILE ("c-subyject"of Start-cert =*"subject name" of Final-cert) {
Start-CRL = Download CRL 1ssued by Start-CA,
CA-cert = Download SVC for Next-CA ssued by SVC-CA,
IF (CA~cert=NULL){

CA-cert = Download Crex.ca,
Perform <Start-CA, Next-CA>-Discovery,}
Perform <Start-CA, Next-CA>-Discovery,
Identify "valid status" of Start-SVC,
WHILE (<Start-CA, Next-CA>-Discovery = No OR
"valid status™ of Start-SVC = invalid) {
Next-CA = Another-Subyect of Start-cert,
CA~cert =Download SVC for Next-CA 1ssued by SVC
Perform <Start-CA, Next-CA>-Discovery,
Identify "vahd status" of Start-SVC, }
Include CA-cert on the Path,
SVC-CA = Start-CA,
Start-CA, = Next-CA,
Start-cert = CA-cert,
Next-CA = Subyject of Start-cert, }

Include CA-cert on the Path,

Return the Final Certificate Pathy;

Firush Certificate Path Discovery,
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Start-CA = TrustedCA,

Start-cert = Crasedca,

Final-cert = Certrage,

Next-CA = Subject of Start-cert,

SVC-CA =Null,

WHILE ("c-subject”of Start-cert = "subject name"of Fmal-cert} {
Start-CRL = Download CRL issued by Start-CA,
CA-cert = Download Crexica,

Start-SVC = Download SVC for Next-CA issued by Start-CA,
IF (Start-SVC =NULL){
Perform <Start-CA, Next-CA>-Discovery, }
Identify "valid status" of Start-SVC,
Perform <Start-CA, Next-CA>-SVby HC;
Perform <Start-CA, Next-CA>-Discovery,
WHILE(<Start-CA, Next-CA>-Discovery = No
OR "valid status" of Start-SVC = mvahd OR
<Start-CA, Next-CA>-SV by HC =No){
Next-CA = Another-Subyect of Start-cert,
CA-cert = Download Crex ca,
Start-SVC=Download SVC for Next-CA 1ssued by Start-CA,
IF (Start-SVC =NULL){
Perform <Start-CA, Next-CA>-Discovery, }
Perform <Start-CA, Next-CA>-Ihscovery,
Identify "valid status™ of Start-SVC;
Petform <Start-CA, Next-CA>-8Vby HC, }
Include CA-cert on the Path,
Start-CA = Next-CA,
Start-cert = CA-cert,
Next-CA = Subject of Start-cert,
SVC-CA =Start-CA, }
Inchide CA-cert on the Path,
Return the Final Certificate Path,
Fiish Certificate Path Discovery,
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HSize - SHAI1 ; RC
.« h h
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P
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7 49 49 55.02 [58.0195| 63.4165 56.028
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