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Analysis of abnormal traffic controller deployed in Internet access
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ABSTRACT

ATC (Abnormal traffic controller) 1s presented as next generation secunty technology to securely support
reliable Internet service and to guarantee network survivability, which 1s deployed 1 Internet access point. The
key concept of the ATC 1s abnormal traffic momtoring and traffic control technology When fault factors exist
continucusly andfor are repeated, abnormal traffic control guarantees service completeness as much as possible
The ATC with control policy on abnormal traffic 1s supenor to the ATC with blocking policy as well as
conventional network node, when the ratio of effective traffic to abnormal traffic is Iugher than 30% When
traffic mntended unknown attack occurs, network IDS 15 high false positive probability and so is limuted to
apply In this environment, the ATC can be a key player to help the netwotk node such as router to control

abnormal traffic.
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