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ABSTRACT

This paper proposes the architecture and the methods of security network management for auto-configuration
of security systems by extending the existing policy-based network management architecture. The architecture and
the methods proposed in this paper enable a security management server to automatically decide the best-suited
security policy to apply to a security system and the most effective and efficient security system to perform
security policy rule, based on the role and capability information of security systems and the role and time
information of security policy. For integrated control of network system and security system, this paper also
proposes SNMP protocol based security network topology map generator. To show the excellence of the

proposed architecture and methods, we simulate and evaluate the automatic response against attacks.
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Fig. 2. Security network management architecture.
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Fig. 3. Representation and translation of security policy rule.
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Fig. 7. Algorithm for checking whether or not this is the
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J2 9. 93 2 e HergNAy Pue
Fig. 9. Role & capability-based security policy decision
algorithm.
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Fig. 10. Automatic intrusion response in security network
management architecture.
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