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Privacy Authorization for Internet Identity Management System

Jong-Hyuk Roh*, Seung-Hun Jin* Regular Members, Kyoon-Ha Lee** Lifelong Member
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ABSTRACT

One’s identity on the Internet has been disclosed and abused without his consent. Personal information must
be protected by appropriate security safeguard. An Individual should have the right to know whether his personal
details have been collected and stored. This paper proposes various conceptual models for designing privacy
enabling service architecture in the Internet identity management system. For the restriction of access to personal
information, we introduce the owner’s policy and the management policy. The owner’s policy should provide the
user with enough information to manage easily and securely his data. To control precisely and effectively all
personal information in the Identity provider, we propose the privacy management policy and the privacy
authorization model.
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