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ABSTRACT

NAT-PT is one of the IPv6 transition mechanisms, as defined in RFC2766, allowing IPv6-only devices to
communicate with IPv4-only devices and vice versa. In NAT-PT, sender fail to verify TCP/UDP checksum and
authentication data due to IP translation in the NAT-PT server. The NAT-PT, therefore, has a limit to applying
the IPsec that provides the end-to-end security such as confidentiality, authentication, and integrity. This paper

proposes a scheme to apply the IPsec using IP HTI in NAT-PT environment.
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