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ABSTRACT

Generally, it is essential that high-speed routers, switches, and network security appliances should have an
efficient packet classification scheme in order to achieve the high-speed packet forwarding capability. For the
multi-gigabit packet-processing network equipment the high-speed content search hardware such as TCAM and
search engine is recently used to support the content-based packet inspection. During the packet classification
process, hundreds and thousands of rules are applied to provide the network security policies regarding traffic
screening, traffic monitoring, and traffic shaping. In addition, these rules could be dynamically changed during
operations of systems if anomaly traffic patterns would vary. Particularly, in the high-speed network, an efficient
algorithm that updates and reorganizes the packet classification rules is critical so as not to degrade the
performance of the network device. In this paper, we have proposed an efficient update algorithm using a
partial-ordering that can relocate the dynamically changing rules at the TCAM. Experimental results should that

our algorithm does not need to relocate existing rules feature until 70% of TCAM utilization.
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