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ABSTRACT

In this paper, we introduce the creation methods of attack detection model using data mining technologies that can
classify the latest attack types, and can detect the modification of existing attacks as well as the novel attacks. Also,
we evaluate comparatively these attack detection models in the view of detection accuracy and detection time. As
the important factors for creating detection models, there are data, attribute, and detection algorithm. Thus, we used
NetFlow data gathered at the real network, and KDD Cup 1999 data for the experiment in large quantities. And for
attribute selection, we used a heuristic method and a theoretical method using decision tree algorithm. We evaluate
comparatively detection models using a single supervised/unsupervised data mining approach and a combined
supervised data mining approach. As a result, although a combined supervised data mining approach required more
modeling time, it had better detection rate. All models using data mining techniques could detect the attacks within
1 second, thus these approaches could prove the real-time detection. Also, our experimental results for anomaly
detection showed that our approaches provided the detection possibility for novel attack, and especially SOM model
provided the additional information about existing attack that is similar to novel attack.
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