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ABSTRACT

A peer-to-peer(P2P) network is inherently vulnerable to malicious attacks from participating peers because of its
open, flat, and autonomous nature. This paper addresses the problem of effectively defending from active attacks of
malicious peers at bootstrapping phase and at online phase, respectively. We propose a secure membership handling
protocol to protect the assignment of ID related things to a newly joining peer with the aid of a trusted entity in
the network. The trusted entities are only consulted when new peers are joining and are otherwise uninvolved in the
actions of the P2P networks. For the attacks in online phase, we present a novel message structure applied to each
message transmitted on the P2P overlay. It facilitates the detection of message alteration, replay attack, and a message
with wrong information. Taken together, the proposed techniques deter malicious peers from cheating and encourage
good peers to obey the protocol of the network. The techniques assume a basic P2P overlay network model, which

is generic enough to encompass a large class of well-known P2P networks, either unstructured or not.
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