DB ris

== 07-32-8-06 B=-EA183] =14 *07-8 Vol. 32 No. 8

o]|= 152}

Jo 7] H

3 A F AF, 2 A T2, =Y o " A, A g,
k%

An Authentication Schemes for Anti-spam in SIP-based VoIP Services

Yujung Jang* Associate Member, Souhwan Jung* Lifelong Member,
Hyungkwon Moon*, Jaeduck Choi* Associate Members,
Yoojae Won**, Youngduk Cho** Regular Members

o ok
L =%

H E=gollMe SIP 7[HEY] VoIPArellA 29 $1gdell dls] #4sla o5 x<tstr] ¢l8l UASeIA] inbound
proxy AHE QEd 4= gl 1R} ol 7S Algksisic) Aok 7142 UASE £¢12+&= wA]#]7} inbound
proxy s 53l AFHE=A %5 7AF537] $18) inbound proxy A e} UAS 7+ AFell 338k ol dllefl=
E 7|MFESZ HTTP Digest 8153 243}tk o] SIP 59 & A glo] 7] #8o] 7153k peer-to-peer
2 OEE A9 gy o g e 4 glch B Lr"ﬂ*i“ A48 mibollA] peer-to-peer@ -5 WRE R T A|
kel 7S o] &3 ~glo] A== AE ATIP] Sl LE AnE o8l e Hofch

Key Words : SPIT, VoIP, Spam, SIP, Authentication

ABSTRACT

This paper proposes a message authentication scheme to resist potential spam threats in SIP-based VoIP
services. Our scheme applies the extended HTTP digest authentication mechanism between the inbound proxy
and the UAS to verify that a service request is coming through the valid inbound proxy. The proposed scheme
is simple and requires minimal modification the current SIP standards, and effective to filter invalid peer-to-peer
spam calls. In this paper, an experimental spam attack using modified open source was tested on a commercial

VoIP networks to exploit the possibility of spam attacks in real environment.
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