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ABSTRACT

Recently, DDoS (Distributed Denial of Service) attack has emerged as one of the major threats and it’s
main characteristic is to send flood of data packets toward a specific victim. Thus, several attack detection
schemes which monitor the destination IP address of packets have been suggested. The existing Bloom Filter
based attack detection scheme is simple and can support real-time monitoring. However, since this scheme
monitors the separate fields of destination IP address independently, wrong detection is comparatively high. In
this paper, in order to solve this drawback, an efficient Bloom Filter based destination address monitoring
scheme is proposed, which monitors not only separate fields but also relationship among separate fields. In the
results of simulation, the proposed monitoring scheme outperforms the existing Bloom Filter based detection
scheme. Also, to improve the correctness of detection, multi-layerd structure is proposed and the correctness of

result is improved according to the number of layers and extra tables.
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