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ABSTRACT

In this paper we design and implement a sensor network management framework(SNMF) for ubiquitous sensor
networks(USNs). The SNMF employs the policy-based management approach for the autonomous and en-
ergy-efficient management of USNs. Moreover, a new light-weight policy distribution protocol called
TinyCOPS-PR is designed and USN PIB for low-level policy is also defined. This allows the abstract high-level
policies defined by an administrator to translate into the specific low-level policies. The low-level policies are
executed on sensor nodes so it can fulfill the proper management actions. The sensor nodes that receive some
policies from an administrator perform local management actions according to those policies. SNMF can therefore
realize small energy consumption and bring long network lifetime. It can also manage USNs automatically with

a minimum of human interference.
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Energy Threshold ]
Node Energy |
Role Group ]
Node Role |
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# 1. USN PIB 5
Name Syntax Description
Policy ID |XSD.ID Policy ID
Any(0), Temp(1), Light(2),
Humidity(3), Infrared(4),
Sensor INTEGER X
Gas(5), Ultrasonic(6),
Type (0..10) L R
Seismic(7), Acoustic(8),
Actuator(9), etc(10)
Node INTEGER [OK(1), Unavailable(2),
State (1..3) Nonoperational(3)
lessThan(1), lessOrEqual(2),
Energy INTEGER |greaterThan(3),
Threshold |(1..6) greaterOrEqual(4), equalTo(5),
notEqualTo(6)
Node Node XSD.Deci

Current node energy status
Condition|Energy mal

Node INTEGER
Any(0), CH(1), SN(2)

Role (0..2)
Start XSD.Date . .
. K Policy start time
Time Time
End XSD.Date . .
) K Policy end time
Time Time
lessThan(1), lessOrEqual(2),
Data INTEGER |greaterThan(3), great-
Threshold |(1..6) erOrEqual(4), equalTo(5),
notEqualTo(6)
Sensing .
XSD.Float |Current sensing data value
Data

nullAction(0), filtering(1), merg-

INTEGER ing(2), actuator_on(3), actua-

0.7

Node Action i
tor_off(4), energySaving(5),

reClustering(6), notification(7)
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Policy Schema
(XSD)

- Translation of Document's Structure
- Element, Attribute, Simple Type
N and Complex Type Mapping defined

in International Standard (X 694)

USNPIB
(ASN.1)
USN Policy

ML)
V4

) TinyCOPS-PR
ASN.AEmcoding fe—]  LIPYCOPSPR

TinyCOPSPR
Message

a2 5. A9 E AN Bk SE g e W

4.4 Mz 2ol =2 £Z(TinyCOPS-PR)

TinyCOPS-PR-> COPS-PRS 7]HkZ USNel
A3HA| ZwEs} sto] 7]EA el B4l 2o
olAdnke Xddtl T 25 B =k Aot
TinyCOPS-PR 8} 3|t thgh AlFAlels wal
Zloltl. of7]el4] Versions Z2EZFS] WA o
A8}, Flagst OP Code®} F3tog 7wlte] £
FE AHs Hrk OP Code: 3719 SujdolAd
8l Request (REQ), Decision (DEC), Report State

RPT)S vehith7]&2] COPS-PR] operationa-
107l)). Client-Type= A ZEjo|dEE A3
S8l ARgEIc o7lell A= 5 S ARSRITh vkt
Message lengthi= H}o|E th]e] w|A]x] Zo]o]r],

¥ 2. Tiny-COPSPR ¥} 3t

Name Description etc

Version |Protocol Version = 1

7H7ke] OP Code®} Z§t=le] 7]

e el 25 ma
1=Request(REQ), A 2T = PA|PS —
e AR PA
OP 2=Decision(DEC), =14 PS -
Code |Install X=+= Remove PA

3=Request State(RPT), *3<=3]|PS —
gl 5 PA

1=Use authentication processes

2=DiffServ PIB

Client |5=USN PIB
Type

0x4000~0x7FFF=private use

0x8000~0xFFFF=enterprise
use(IANA)

Message

Lo ool siiel 1) 2l

+ Request Message(REQ): PAcIA PSE A4
= 78 84 vixFeltt COPS-PRelA= PEP
7} AAe] ZxJo] Do’k w) wit} PDPoIA| REQ

g AssiA ¥k wbH, TinyCOPS-PROA =

14 HES=ZE A5 2]t ARSI

ml

2

i‘

Z, AxEe] FezEHe] shZEu AYL
QA~E3 Fu|7l skEEeles odelr] <)

ARSI}, Flags 36> 0 3hiiks ARg3ich

* Decision Message(DEC): DEC+ PSell4] PA
2 AN AF Aol A E A shk= vl
AAlole}. AL PRCe} PRI e|o] PIBO]
u, oju] Fag PRCE AldZoZ Mdx 2
AAE 4= vk Flags 3+ 0=Null Decision,
1=Install (<] A%]), 2=Remove(A<] A
e AHRI

+ Report State Message(RTP): RTP+ PAciA]
PSE AA FAY AF A%E L= A
Aolek, DEC wlAAlol olal A sh=
X glw, ~2~2 RTP HAXE Afsl=
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Alert 7]5(3=Flags)= ¥&%=°] 3t} Flags
Z¥2- 0=Reboot, 1=Success, 2=Failure, 3=
Alerts A3l

* Policy Provisioning Object Format(PPOF):
DEC®} ¥ A== Object Formato|th
PIB2] Al#| 3%t PRID(Complete Provision
Instance Identifier)t} AA|2] o]&-S A83h=
EPD(Encoded Provision Instance Data) %2

AEshe dl ARk

Bin

v.#+ do

B =R gAE W= 5 Tiny0S 3739
THE 7V T Nano-24 ZE L o4
slo] 5319}, Nano-24+= 2.4GHz Zigbeed *
3}= Chipcon CC4420 RF ZES 83l 9l
v}, atmega 128L CPU, 32KB w|xg]¢} 512KB =
YA|E 7RRIck =3 Nano-24+ Z=AAEAl A
HollA] 7t AlA WE = 7P 272l Qplus-N
< Al B =l 100R A HAE
HES 7539ty 2] k== PA EEo] 5
Hr}l. SNMF2] PM3} PSE Windows XP OS 217
ol zp} 7lEE 7MECE FHIaL PAE
Nano-24 =EAFe] NanoQplus OS A gecE
o|-g3le] Tzt

5.1 PAS| T3

A we Ao Fakshs PAS] A WA 271
< Akslolch AlA| PAAIM FXIBhE AldE=
= Al Anie] Aol AT glES A3} o]
of g} w3l AlMd] ePle slg] 5 AR
A7 Hele} e gt JelE JHok gk %
32 PAY] B2 oAlI=E HoFr)

E 3. PAS] 54 o4} 3=

PA o] AA}} 273}

. USN PIB =4

. While true

. PSENE] 3 248 7|t

. IF TinyCOPS-PR ®|A]#] o]

. IF 271 dlolEy) =Alsl 271 vl
. OID¢l| dsh= Action &4 &
%% Action ¥ I YA 35
. End IF

. End IF

. End while

_ =
— O 0 ® N R W -
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PA: Al8)Ad] USN PIB AHxel 3 24 =
ofof gh}l. PAYE 2 =2 A=Y TinyCOPS-PR
HAAlE 7]kl wA#]E 418 USN PIB2}
FAlEl 27& wlaste] 27le] dAEH s
0ID9] Action &5 3E3}

Z}7¥e] Action = WA o] Z3te® 74
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typedef struct {
BYTE version;
BYTE flags;
BYTE op_code;
BYTE client_type;
int policy_ID;
} notification_packet;
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requestMessage.getMimeHeaders();
headers.setHeader(“USNPolicy”,
“http://XXX.XXX.XX.XXX");
javax.xml.soap.SOAPPart soapPart =
requestMessage.getSOAPPart();
SOAPEnvelope envelope = soapPart.getEnvelope();
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