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ABSTRACT

Some types of network nodes such as mobile network node, mobile access point, and ad-hoc network node
can be relocated frequently and, by the nature of its usage, are deployed over broad area. In this environment,
the network topology is changed constantly since even the manager node as well as the managed nodes can
leave or join the management network frequently. The many of existing network management technologies are
mostly for small sized and homogeneous networks with static topologies and not proper for the mobile network
devices. In this paper, employing peer-to-peer (P2P), the secure group communication techniques, and simple
network management protocol (SNMP), we propose a highly secure and available management technique that can
be used to manage the mobile network nodes through insecure management network such as the Internet. The

proposed technique is implemented to show that it is practically usable.
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Manager:

group G;
if (not exist G) {

create G,

get agent signature file SigFile A from the P2P;

authenticate SigFile A;

invite the pre-members to join G;

receive the join requests;
}
else {

receive the group join request;
}
authenticate the pre-member;
create group key KG and agent signature Sig 4;
distribute KG and Sig_4 to the group member;
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Agent:

group G;
search manager signature file SigFile M from the P2P;
if (found SigFile M) {

authenticate SigFile M,
}
else {

receive G join invitation;
¥
request to join G;
authenticate the group manager;
receive the group key KG and signature Sig_A;
update the group key with KG ;
create signature file SigFile_A;
place SigFile_A on the P2P;
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a gist@gist-desktop: /root/KT/i ti -J[o][x
file Edit View Terminal Tebs Help

gist@gist-desktop:~§ cd /root/KT/ L
gist@gist-desktop:/root/KT$ ls

inplementation net-snmp-5.3.2.prel net-snmp-5.3.2.prel.tar.g
gistegist-desktop:/root/KT$ cd implementation/
gistagist-desktop:/root/KT/implementations ls
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IP_change p2pPortal.c  table.macaddr.config
gist@gist-desktop:/root/KT/inplementations sudo ./pZpManager

Password:

- P2P Network

search - Agents (including GroupJoinInvite)

. SNMP Query (query to every node 1n GroupNodelList)
. Signature Update (reSearch with updated Signature)
. Group Destroy
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fle Edit View Terminal Tabs Help
KT ns-allinone-2.29 sim.t
root@gist- dask(np ~# cd mumplemen(atmn/

root@gist-desktop:~/KT/implementation# ls

210.125.84.40_dec  210.125.84.42 dec  GK_encode  p2pManager.c |
210.125.84.40_gk 210.125.84.42_hash  input_sigl

210.125.84.40_hash  210.125,84,42_input 1nput_sig2 p2pPortal.c |
210.125.84.40_1nput 210.125.84.42 rec  IP_Change SigFile

jz Simulation source

210.125.84.40_rec  210.125.84.44 dec  Nedelist  SigFilel
210.125.84.41 _dec 210.125.84.44_hash  NULL
210.125.84.41_hash  210.125.84.44_input test.c
210.125.84.41_input 210.125.84.44_rec  p2pAgent.c
210.125.84.41 _rec  GK

root@gist-desktop:~/KT /inplementation® ./pZpAgent

=== Select Action to Trigger =================
1. Join - P2P Natwork
2. search - Manager (including GrouploinRequest)
3. Leave - Group
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