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A Telemedicine System Based on Device Authentication
in the Wire and Wireless Environments
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ABSTRACT

Recently our society has a increasing desire for the ideal medical system to guarantee healthy and quality
of life along with increasing number of elderly peoples, the new medical diagnostic system, powered by IT
technology, is emerging. It is necessary to guarantee the safety of medical information data of patients against
security threats, if we try to provide reliable telemedicine service. Considering the fact that the data, which is
deal with telemedicine system, is highly related with patients’ disease and life, the security service of data
such as confidentiality, integrity, authentication, non-repudiation, anonymity, and inspection records needs to be
supported to guarantee reliability and safety of medical services. Considering the mobile devices, which is used
for telemedicine services, is vulnerable to security threats, the device authentication is considered as essential
element for the services. The paper describes the design scheme of telemedicine services based on Biometric

device authentication to provide reliable telemedicine services based on wired and wireless network environments.
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