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ABSTRACT

This paper propose DA-UDC(Double Authentication User, Device, Cross) Module which solves the cost
problem and the appropriation of Certificate using User Authentication, Device Authentication and Cross
Authentication with OTA(One Time Authentication) Key, and which is designed not to subscribe to the service
of Home network business. Home Server transmits its public key which is needed to create OTA to the user
which passed the first step of authentication which verifies User ID, Device ID and Session Key. And it
performs the second step of authentication process which verifies the OTA key created by a user. Whenever
the OTA key of DA-UDC module is generated, the key is designed to be changed. Therefore, DA-UDC
Module prevents the exposure of User and Device ID by performing the two steps of authentication and
enhances the authentication security of Home Network from malicious user with OTA key. Also, DA-UDC
Module is faster than the existing authentication system in processing speed because it performs authentication
calculation only once. Though DA-UDC Module increases data traffic slightly because of the extra authentication
key, it enhances the security more than the existing technique.
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DA_UserM_Server(user_id, pwd, u_OTAkey){
E : eRI=A
P : ERIpA10] 3] 271
k_server : AJB] v 7]
k_serverP : 3|4 A¥ F717]
u_OTAkey : AH8-%} OTA7|
s_OTAkey : &% OTA7]

switch(step){

case 1 : if(check_id(user_id, pwd)){
P=SelectnitPoint(E);
k_serverP=calculate_server_key(P, k_server);
send_client(k_serverP);
} else {

msg(olole] 5& A ETh Bgeichy;

}

break;
case 2 :
s_OTAkey = Hash(user_id, k_serverP);
if(s_OTAkey == u_OTAkey)
msg(“ <318,
else
msg(“315717F ERFUE);
break;

}
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Fig. 4 The Algorithm of User Authentication Module
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DA_DeviceM_Server(device_id, d_key){
E : eRI=A
P : BRIl 38 2014
k_server : AJB] v 7]
k serverP : U3|-& A8 F7H7|
d_OTAkey : t]u}e]~ OTA7|
sd_OTAkey : &48] OTA7|
switch(step){
case 1 : if(check_id(device_id)){
P=SelectnitPoint(E);
k_serverP=calculate_server_key(P, k_server);
send_client(k_serverP);
} else {
msg(“Tiute] 2 D7} ERFHT);
}
break;
case 2 :
sd_OTAkey = Hash(device_id, k_serverP);
if(sd_OTAkey == d_OTAkey)
msg(“ A <3187
else
msg(“F7)7E ERFH);
break;
}
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Fig. 6 The Algorithm of Device Authentication Module
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DA_CrossM_Server(user_pkey, user_skey,
user_OTAkey){
E : eRI=A
P : eRI=41e] 38 2714
user_pkey : AHEAF 2771
user_skey : AREA} Al4A7]
server_pkey : AJH F7N7]
k_server : 48] v]H7]
server_skey : AJH A|x17]
server_OTAkey : A% OTA7];
user_OTAkey : A8} OTA7];
P = SelectnitPoint(E);
server_pkey = ecc(P, k_server);
send(server_pkey);
switch(step){
case 1 :
server_skey = ecc(user_pkey, k_server);
if(user_skey == server_skey){
send_client(AK _server);
} else {
msg(“AAA7I7E EHFU);
}
break;
case 2 :
server_OTAkey = hash(XOR(user_id,
server_skey);
if(server_OTAkey == user_OTAkey)
msg(“ <318,
else
msg(“3l5717F ERFUE);
break;
}
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Fig. 8 The Algorithm of Cross Authentication Module
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