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ABSTRACT

Many RFID authentication protocols have been proposed to build a secure ubiquitous environment. However,
existing protocols do not respond recent attacks appropriately and they perform many hash operations to
authenticate a large number of tags. In this paper, we propose a hash function-based secure authentication
protocol for improving efficiency in RFID system. The proposed protocol is safe to passive attacks and active
attacks, and requires only 2 hash operations in a tag and 3 hash operations in a database. Accordingly, the
proposed protocol is very effective in RFID system environment which is composed to low-cost tags and a

database handling many tags.
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