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Performance Evaluation of Secure Embedded Processor
using FEC-Based Instruction-Level Correlation Technique
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ABSTRACT

In this paper, we propose new novel technique (ILCT: Instruction-Level Correlation Technique) which can
detect tempered instructions by software attacks or hardware attacks before their execution. In conventional
works, due to both high complex computation of cipher process and low processing speed of cipher modules,
existing secure processor architecture applying cipher technique can cause serious performance degradation. While,
the secure processor architecture applying ILCT with FEC does not incur excessive performance decrease by
complexity of computation and speed of tampering detection modules. According to experimental results, total
memory overhead including parity are increased in average of 26.62%. Also, secure programs incur CPI

degradation in average of 1.20%~1.97%.
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0x400380 : move $t0, $a0 taken not taken
0x400384 : Loop2:
0x400384 : sw  $zero, 0($t0) 0x400390 0x400390

Ox400388 addi  $t0, $t0, 4 0x400384 0x400394
H g i i 0x400388 0x400398

8 add B Pa B
Ox400390 bne  $t3, $zero, Loop2 0x40038¢c
4:sub $t4, It .

x400380 : move $0, $a0
0x400384 : Loop2: 0x400384 : Loop2:

0x400384:sw  $zero, 0($t0) 0x400884 : sw  $zero, 0($t0)
0x400388: addi  $0, $t0, 4 0x400388 : addi  $t0, $t0, 4
0x40038c:add  $t1, $al, $t1  Ox40088c{b] $t1, $al, $t1
0x400390: bre  $t3, $zero, [dily] Ox4008%0:bne $t3, $zero, Loop2
0x400394:sub ~ $t4, $t3 0x400394 :sub  $t4, $t3
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ADDRESS INSTRUCTION PARITY 1 PARITY 2

F—{parity1 i)} =] Parity2 62

[Addr 2 —] Tnst(62)

Loop2:
- sw

.lmt)(t-l)

0x400388 : addi  $t0, $t0, 4 L _Tommmmeo----
[(Adar iy —] Inst(t) Hrmtyl 1) |{ Parity2 i) |I
0x40038c: add  $t1, Sal, St1 7T S==IIIiTUTTCC
[Adar titn—] Tnst(t+1) J—sfarity1 (2 —{Parityz ti+1)]
0x400390 : bne  $t3, Szero, Loop2
[Adar 2—] Inst(t+2) —sfParity1 w2 +{parity2 wiv2)
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1. vz enjsles) Hax oA g1 A4

Processor Instruction Fetch Rate 1000 M [Inst./sec]

Parity bits 16bit 8bit

Processor bits 32bits | 64bits | 128bits | 32bits | 64bits | 128bits
wxe] onds 50% | 25% |12.50%| 25% |12.50% | 6.25%
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Simplescalar 3.0 PISA Architecture Model
Processor Model
Parameters - ~ -
1-issue 4-issue 8-issue
Fetch queue size 1 4 8
Decoder width 1 4 8
Issue width 1 4 8
Commit width 1 4 8
ALU 1 4 8
Memory port 8 8 8
L1 I-cache 16 kbytes | 16 kbytes | 16 kbytes
L1 D-cache 16 kbytes | 16 kbytes | 16 kbytes
L2 unified cache 256 kbytes | 256 kbytes | 256 kbytes
P-cache 2 kbytes 2 kbytes 2 kbytes
Branch prediction taken taken taken
Parity 1 + Parity 2 8 bits 8 bits 8 bits
3. 4% 34 2%
7 WA el S5 S A (%)
1 issue 4 issue 8 issue
Benchmark
Memory| CPI |[Memory| CPI |Memory| CPI
gzip 26.43 0.4 2643 | 023 | 2643 | 0.62

parser 27.07 0.71 27.07 0.58 27.07 1.52
vortex 2656 | 243 26.56 37 26.56 3.74
twolf 26.41 1.27 | 2641 1.66 | 2641 1.98
h 26.62 120 | 26.62 1.54 | 26.62 1.97
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