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A study of the worm detection method using self-replication
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ABSTRACT

In this paper, we studied about detection technique by self-replication nature of Polymorphic worm to real
time cope with Zero-Day attack such as worm variant and Polymorphic Worm, and unknown attack of worm
those happen before security patch or signature is created. Also we designed and implemented worm detection
system that use SSDT(System Service Dispatch Table). The implemented system is consist of virtual device
driver that monitor system calls by access to SSDT in kernel mode and analyze system that store and analyze
the monitored data. We analyzed the monitored data considering GSR(Gene of Self Replication) structure and

simulate the worm detection system whether worm is detected or not.
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