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Group Key based on OOXML
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ABSTRACT

We propose a e-document management system that can provide segmented page information on a document
according to different levels of authority from access control environment. The proposed system creates hierarchy
identifier using a one-way hash chain and therefore does not need to own key information for all users as in
existing system. Also by creating group keys by compounding hash chain hierarchy identifier with randomly
formed group identifier, the system can flexibly respond to dynamic changes from group member movements
while at the same time resolving the problems of key formation and management in document encoding
technique using symmetric key for each page. Lastly as a result of comparative analysis through an experiment
with existing e-document management systems, the proposed system showed superiority in the efficiency of

encoding and decoding document and the speed of encoding and decoding by the pages.
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