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ABSTRACT

Now a days, as a communications network is being broadband, IPTV(Internet Protocol Television) service
which provides various two-way TV service is increasing. But as the data which is transmitted between IPTV
set-top box and smart card is almost transmitted to set-top box, the illegal user who gets legal authority by
approaching to the context of contents illegally using McComac Hack Attack is not prevented perfectly. In this
paper, set-top box access security model is proposed which is for the protection from McComac Hack Attack
that tries to get permission for access of IPTV service illegally making data line which is connected from smart

card to set-top box by using same kind of other set-top box which illegal user uses. The proposed model reports
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the result of test which tests the user who wants to get permission illegally by registration the information of a

condition of smart card which is usable in set-top box in certification server so that it prevents illegal user.

Specially, the proposed model strengthen the security about set-top box by adapting public key which is used for

establishing neighbor link and inter-certification process though secret value and random number which is created

by Pseudo random function.
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